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AHHOTaUUNA

HacTtosawmin AOKYMEHT COAEPXMT ONMcaHue NMpPUMEHEHUs CPeacTBa 3alimTbl MHopMauum
(C3N) oT HecaHkumoHupoBaHHoOro goctyna «bnokxocT-Cetb 3» (B ganbHenwem — C3U
«bnokxoct-CeTb 3» unu C3W).

B pokymeHTe npuBegeHo HasHadeHme C3W m ero ocHoBHOM dyHKUMOHan. B paspgene
«OnucaHue 3agayun» onmcaHbl (OYyHKUMK 3awwmTbl, peanun3oBaHHble B C3U «bnokxocT-CeTb
3», W pasbsaCHAETCs B3auMOAENCTBME MOAynen nporpamMmHoro obecnedyeHus, Aans
BbIMOSIHEHUSA JAHHOIO (hpyHKUMOHana.

Takke OOKYMEHT COAEPXUT cBedeHus o6 annapaTHbIX M MporpaMMHbIX TpeboBaHusX Ans
YCTaHOBKWN KIMEHTCKON M cepBepHon Yactn C3U Ha cepBepax U KIIMEHTCKMX KOMMbOTEPAX,
roe npegnonaraetcsa ucnonb3osaHne C3U, n onucbiBalOTCA BXOLHbIE U BbIXOAHbIE AaHHbIE
C3n.

B kOHUe OOKYMeHTa npuBeaeH CrMCoK UCMOMNb30BaHHbIX COKPaLLEHUNA.
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1 Ha3HaudeHune cpencTea 3alunThl
nHdopmaumm «bnokxocTt-Cetb 3»

Cpencrtso 3awmTbl MHOPMALMN OT HECAHKUMOHUPOBAHHOro aoctyna «bnokxoct-CeTb 3»
npegHasHa4vyeHo ans 3awuTbl MHPOPMaLNOHHO-NPOrPaMMHbIX pecypcoB oT
HECaHKLUMOHMPOBAHHOIO A0CTyna B NOKamnbHbIX BbluMcnuTenbHbix cetax (JIBC) Ha 6Gase
nepcoHanbHblix koMmnbioTepoB (1K), yHKUMOHMPYOLWKX Nog yrnpasneHnemM ornepauuoHHbIX
cuctem (OC) Microsoft Windows 2008R2/7/8.1/2012/2012R2/10/2016/2019.

C3N ot HCO «Bbnokxoct-CeTb 3» aBNSeTCs cneuynann3npoBaHHbIM nporpammMHbeivm C3W,
KoTopoe obecneunBaeT BO3MOXHOCTb:

° noeHTurKkaumm n ayteHtTudukaumm nons3osatenen NC npu nonbiTkax Bxoga Ha
3awmaemble nepcoHanbHble KoMmnbloTepbl (aanee - MNK).

o OBYyX(akTopHON ayTeHTumkauumn nonb3osatenen VIC npu Bxode Ha 3awuiaemble
MK, npu nomowm annapaTHblX (annapaTHbiX «UOEHTUMPUKALUMOHHBLIX  HOCUTENewn
nonb3osBaTtens» ¢ USB -uHtepgericom) Hocutenemn.

° KOHTpOSs npaB goctyna nonb3osatenen VIC k 3awmwaemon nipopmarmm Ha MNK.

o 3alnTbl BBOAA M BbiBOAA I/IHCbOpMaLI,VIVI Ha oT4vyXOdaemble (*)VISI/I'-IGCKVIG HOCUTENN U
conocTaBlieHne norsib3oBaTtend C yCTpOVICTBOM.

C3WU «BbnokxocT-CeTb 3» obecneymBaer:

J TPeTUM Knacc 3aluLEeHHOCTU AN CpeacTB BbluMcnuTernbHon TexHukn (CBT) B
COOTBETCTBUWN C PYKOBOAALMM AOKYMEHTOM «CpeacTBa BbIMMCINUTENBHOM TEXHUKKU. 3awuTa
OT HEeCaHKUMOHWPOBaAHHOIO [JocTtyrna K WHgopmauuwn. [lokasaTenu 3almLEeHHOCTU OT
HeCaHKLUMOHUPOBAHHOIO JoCTyna K nHgopmauumy», Foctexkommuceuna Poccuu, 1992;

. 4YeTBEpPTLIN ypOBEHb [OOBEPUSS B COOTBETCTBMM C TpeboBaHMSMU OOKYMEHTa
«TpeboBaHus no 6GesonacHOCTM MHGOPMaLMK, YyCTaHaBNMBaKOLWME YPOBHM AOBEPUS K
cpeAcTBaM TEXHUYECKOW 3alumTbl MHopmaumm n cpencrtesam obecneveHms 6e3onacHOCTU
NHOPMAaLUMNOHHBIX TexHonormm», npukas PCTIK Poccum ot 30 mnonsa 2018 r. N 131.

B cootBetctBUM ¢ TOCT P 50739-95 «Cpefncrtea BblYUCINTENBHON TEXHUKWU. 3alumTta OT
HEeCaHKUMOHMPOBAHHOIMO goctyna K WHgopmauymmn. O6wme TexHudeckne TtpeboBaHMA»
3almueHHocTb obecneunBaeTca Tpemsa rpynnamym TpeboBaHUM K cpeacTtBam  3alluThl,
peanudyembim B CBT:

1) TpeboBaHusa K pasrpaHuMyeHut0 JocTtyna, npegycmatpusatowme, 4to CBT  gormkHbl
noggepxmBaTb HEMPOTUBOPEYMBbLIE, OOHO3HAYHO OMnpedeneHHble npaBuna pasrpaHnyYyeHus
pocTyna.
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2) TpeboBaHua Kk ydeTy, npegycmatpumBarowme, 4Yto CBT [omkHbl nogaepxumBaTtb
permcTpauuio cobbITUN, UMEKLLNX OTHOLLEHNE K 3aLLULLLEHHOCTM MHbOpMaLnN.

3) TpeboBaHuna K rapaHTuMsiM, NpegycMaTpuBalolme HeobBXOOUMOCTb HanMyus B cCocTaBe
CBT TexHuyeckuMx u nporpamMMHbIX MEXaHWU3MOB, MO3BOMSKOLMX MOSMYYUTb rapaHTuu, 4TO
CBT obecneunBatoT BbiNofHeEHME TPeBOBaHUIM K pa3rpaHMyYeHunto 4oCTyna n K yyeTy.

BbinonHeHne kaxpgon rpynnbl TpeboBaHui obecneymBaeTcsi COOTBETCTBYHOLLMMWU MeXxa-
HU3MaMM 3aLUTbl, NPeAcTaBNeHHbIMU Ha PUCYHKe 1.

| [ Tpeoosanusa x C3HU )

—(K Pa3rpaHu4eHuIo HOCTyl‘Iﬁ) |

K yuery ) —( K rapaarusim )
JMCKpEeNOHHBII MEXaHU3M
KOHTPOJISI IOCTyTIa
MaHaTHBIII MEXaHU3M KOHTPOJIsS. MexaHHU3M pEerucTpanuu COObITHI U MexaHHU3M KOHTPOJIsI HEJIOCTHOCTH
IOCTyIIa aynura o0obekToB OC
MexaHHu3M pasrpaHUYeHUs IIpaB M
JIOCTYTIA K 3aITyCKy MPOLIECCOB MexaHu3M MapKHPOBKH €XaHHU3M rapaHTUPOBAHHOTIO
JAOKYMEHTOB BOCCTAHOBJICHMUs
MexaHn3M HAeHTHPUKALAA 1
ayreHTuMKauu MexaHn3M HaJEKHOTO
anmuHUCTpUpoBanma C3U
MexaHHU3M rapaHTHPOBAHHOTO
ynajeHus:

MexaHHU3M KOHTPOJISI HEJIOCTH OCTI/I]

cpenbl
—b[ MexaHu3M OYUCTKHU MTaMsTH ] penl

MexaHu3M pasrpaHUYEHUs TIpaB
JIOCTyIIa K opTam

BBOJIa-BbIBOJA HA OTYY>KIAaeMbIil

MexaHu3M pasrpaHUYEeHUs IpaB
GbU3HYEeCKUi HOCHTENb

PucyHok 1 — MexaHuambl 3awmTbl, obecneymnsatome BbinosiHeHne TpebosaHum Kk C3U
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2 YcnoBua npuMeHeHund

C3N «bnokxoct-CeTb 3» ycrtaHaBnuBaetca Ha [1K ¢ npoueccopamu, MMEOLWLMMU
apxutektypy x86 n AMDG64.

Knuentckaa 4acte C3W ot HCLO «bnokxoct-Cetb 3» ycrtaHaBnuBaetcs Ha [1K,
dyHKUMOHMpYtowme B coctase JIBC nnm aBTOHOMHO.

C3N ot HCO «bnokxoct-CeTb 3» p[omkHO dyHKUMOHMpoBaTb Ha [1K B cpege
OC MS Windows. TlogaepxmBaemble OC MS Windows, nog ynpaBneHUMEM KOTOPbIX
dyHKumoHnpyet C3U, npuBeneHsl B Tabnuue 2.1.

Tabnuua 2.1 — lNepeyeHb nogaepxmBaembix onepaunoHHbix cnctem MS Windows

CepBepHasa | KnueHTtckas
YyacTb YyacTb

ocC

Windows Server 2008R2 Foundation Edition SP1 (64-pa3psiaHas) + +

Windows Server 2008R2 Standard Edition SP1 (64-pa3psgHas)

Windows Server 2008R2 Enterprise Edition SP1 (64-pa3psagHas)

Windows Server 2008R2 Datacenter Edition SP1 (64-pa3pagHas)

Windows Server 2012/2012R2 Foundation (64-pa3psigHas)

Windows Server 2012/2012R2 Essentials (64-pa3psgHas)

Windows Server 2012/2012R2 Standard (64-pa3psiaHas)

Windows Server 2012/2012R2 Datacenter (64-paspsgHasi)

Windows Server 2016 Standard (64-pa3psgHas)

Windows Server 2016 Datacenter (64-pa3psgHas)

Windows Server 2016 Essentials (64-pa3psiaHas)

|+ |+ |+ |+ ]|+

Windows Server 2019 (64-paspsagHas)

Windows 7 Professional SP1 (32-pa3psaHas/64-paspsgHas)

Windows 7 Enterprise SP1 (32-pa3psgHas/64-pa3psagHas

Windows 7 Ultimate SP1 (32-pa3psagHas/64-paspsiaHas)

Windows 8.1 Core (32-pa3psgHas/64-paspsgHas) —

Windows 8.1 Professional (32-pa3psigHas/64-pa3psgHas) —

Windows 8.1 Enterprise (32-pa3psaHasn/64-pa3spsgHas) —

Windows 10 Home (32-pa3psigHasn/64-paspsgHas) —

Windows 10 Pro (32-pa3psgHas/64-paspsagHas) —

|+ + |+ |+ |+ ]|+ |+ |+ | F |+ ]+ +]+]+]|+

Windows 10 Enterprise (32-pa3psigHas/64-paspsagHas) —

[MporpammHble M annapaTHble TpeboBaHMs K CpeacTBaM BblMUCIUTENbHOM TEXHWKWU, Ha
KOTOPbIX OYHKUMOHUPYET KNMEHTCKas n cepBepHas Yactb C3M npuBeneHsl B Tabnuue 2.2.
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Tabnuua 2.2 — lNporpammHbie 1 annapaTtHble TpeboBaHMA K cpeacTBamM BblYMCIUTENBHOWN
TEXHWUKN, Ha KOTOPbIX YHKLUMOHUPYET KNMEHTCKasi U cepBepHasn Yactb C3U

TpeboBaHus HanmeHoBaHue MpumeyaHue
TpeboBaHus Kk O6ycnoBrneHbl TpeboBaHUSIMU
cM. Tabnuuy 2.1
npou3BoAUTENIbHOCTU ncnonb3yembix OC
Ucnonb3oBaHue NnepcoHanbHbIX UAEHTUPUKATOPOB
USB-nopt
VMcnonb3oBaHue
AnnapaTtHble TpebGoBaHus
nepcoHanbHbIX
OMCKOBOA rMOKUX OUCKOB
NOeHTUOMKATOPOB Ha
anckeTax
O6HoBnEeHuA
na OC Windows 7 n
KB3033929 A

Windows Server 2008/2008R2
Peanusauus ayteHTMduKaumm ¢ ucnonb3oBaHmem FrOCT
ceptudmkatoB — Kpuntollpo unu VipNet

CK3W «KpunTtollpo CSP» Bepcun 3.6 1 Bbilwe

CK3W «VIPNET CSP» Bepcun 3.2 1 Bbille
OpanBepbl TOKEHOB

[panBepbl yCTPONCTB
npovssoauTenemn

MporpammHas nnatdopma

NET Framework 4.5.2
pacnpocTpaHsieMbiln nakeT Microsoft
Visual C++ 2015 Redistributable nnun
bonee no3gHen Bepcuu, coaepaLlmn
koMmnoHeHTbl Microsoft Visual C++
2015

OononHuTtensHoe NporpammMHoe

obecneyeHue cm. Tabnuuy 3.1.

Mpu wncnonb3oBaHMM UUAPOBLIX CEPTUPUKATOB, BbIPAbOTAHHBLIX C MOMOLLbIO
BCTPOEHHbIX Bo3moxHocTen OC, yctaHoBka gononHutensHo MO He TpebyeTcs.

Wcnonb3oBaTtb C3U «bnokxocT-CeTb 3» ansa 3awmtbl oT HC TepMuHanbHbIX CEPBEPOB He
cnepyer.

YcTtaHoBka cepBepa 6e3onacHoctn C3UM ot HCL «bnokxoct-CeTb 3» Ha cepBep C porbto
KoHTponnepa gomeHa (Domain Controller) Microsoft Active Directory, He pekomeHgyeTcs.

Mepeg Havanom ycrtaHoBkm C3WM Ha OC Windows 8.1/2012/2012R2/10/2016/2019
HeobXxoAMMO OTKIIYUTL BCTPoeHHbIN aHTuBnpyc OC (Windows Defender).

[nsa ceTeBoro B3aMMOAEWNCTBUS CepBEPHOM U KNueHTckux 4Yacten C3UM Ha cepBepe
6esonacHocTy gormkeH 6biTb oTKpbIT 999 TCP nopr.

B HekoTOpbIX criyyasx Ans KOppekTHoro gyHkunoHupoBaHust C3M HeobxoaumMo MOHM3UTL
ypoBeHb KOHTpons y4eTHbix 3anucen (UAC) B OC Windows (BMnoTb [0 MOMHOro
OTKINIOYEHUS).
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[Ona koppekTHon paboTbl KOHconen agmuHucTpupoBaHmsa C3UM HeobxoauMo OTKNHOYUTb
napameTtp 6e3onacHoctn nokanbHon nonutnkn OC Windows CuctemMHasa kpuntorpadus:
ucnonb3oBatb FIPS coBmecTumblie anroputmbl Ana wucpoBaHUs, XeLNPOBaHUA WU
noanucbIBaHuA.

Ana yctonumBon paboTtbl C3M n BO u3bexaHne KOHNUKTa C APYrMMU NporpamMMHbIMU
cpeacTtBaMn HeobxoouMO yaanuTb paHee YCTAHOBMEHHbIE W He yCTaHaBNMBaTb HOBbIE
nporpammbl, cnegsawime 3a paboton annoson cuctemsl. K Takum nporpaMmHbIM cpeacTBam
OTHOCATCS:

® cpeacTBa 3alnTbl OT HECAHKUMOHMPOBAHHOIO AOCTYyNa;

o aHanuaaTopbl panoBON CUCTEMBI.

Honyckaetca coBmectHass pabota C3W ot HC[L «bnokxoct-CeTb 3» CO cnegytowmum
aHTMBMpYyCHbIM M0O:

. Kaspersky Endpoint Security 10;

. Symantec Endpoint Protection v.12.

[nsa npoBepkn coBmectumoctn C3U ot HCL «bnokxoct-CeTb 3» C APYyrMM aHTUBUPYCHbLIM
MO HeobxoaMMo nocneaoBaTenbHO BbINOMHUTL CreayoLmne 0eNcTBuUs:

1) YctanHoButb C3U o1 HC[] «Bnokxoct-CeTb 3» Ha lK.
2) YcTtaHoBuTb aHTuBmpycHoe MO.

3) BbinonHuute pernameHTtHoe TtectupoBaHme C3W ot HCO «bnokxocTt-Cetb 3» B
cootBeTcTBUM C [lpunoxeHnem 4 k pokymeHty «C3W ot HCL «bnokxoct-CeTb 3»
PykoBoacTtBo agMuHuctpartopa. 72410666.00061-01 95 01-01».

4) B cnyyae coBnageHns pesynbTatoB BLINOMHEHUA TECTOB C OXuaaemMbiMu
pesynbTatamu K13  3KCNIyaTauuMoOHHOM [OKYMEHTauun paspellaeTcs COBMECTHOe
ncnonb3oBaHme C3N ot HC «BbnokxocTt-CeTb 3» 1 ncnonsdyemoro aHtusmpycHoro 0.

Ona akcnnyatauum u adpgpektneHoro npumeHenns C3UW ot HCO «bnokxoct-Cetb 3»
HeobxoaMMo Ucnosrb3oBaHUe NMLUEH3noHHoro cuctemuoro M0O.

Ona koppektHon pabotel C3W ot HC[L «bnokxoct-CeTb 3» HeobxoaMmo OTCyTCTBME
ANHAMNYECKNX OUCKOB Ha KOMMblOTEPE.

C3M ot HC[L «bnokxoct-CeTb 3» moxeT pabotatb B MHOronosb30BaTeNbCKOM pexnme
ncnonb3oBaHua K, koraa Ha ogHom 1K paboTaloT HECKONMbKO Mofb3oBaTenen, MMerLwmx
pasHble NpaBa AOCTyna K MHOPMaUMOHHBIM pecypcam, a obpabaTbiBaemas MHopMaums
NMeEeT pasHble YPOBHU KOHUAEHUNANTBHOCTN.

Hactporiky napametpoB C3W [ormkeH BbINOSMHATbL TONbKO agMuHUcTpatop 6e3onacHocTm
(AB).
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3 OnuncaHune 3apgayu

OcHoBHOn 3apaven C3UN «bnokxoct-Cetb 3» gaBndeTca 3awmTta uHdopmauum OT
HEeCaHKUMOHUPOBAHHOIO AOCTyrna M OCHOBaHa Ha nepexBaTe obpalleHun npuknagHbixX
nporpamm wu/unun cuctemHoro MO k pecypcam K u npegoctaBneHun [ocTtyna K 3TUM
pecypcam B COOTBETCTBMM C NpaBuiamMu pasrpaHnyeHns 4octyna, yCctaHoBNeHHbIMU AB.

C3M ot HC[L «bnokxoct-CeTb 3» siBNAeTcs cneumannanpoBaHHbIM nporpammHbiM C3U,
KoTopoe obecneymBaeT BO3MOXHOCTb:

° noeHTudmkaumm n ayteHTudukaumm nonb3osatenen MC npu nonbiTkax Bxoga Ha
3aluiaemble nepcoHarnbHble KomnboTepsbl (aanee - MK).

o OBYyX(akTopHON ayTeHTumnkauum nonb3osatenen VIC npu Bxode Ha 3awuiaemble
MK, npy nomoLLm nepcoHanbHbIX NOEHTUPUKALMOHHBIX HOCUTENEMN.

o KOHTpOSIA npaB goctyna nonb3osatenen VIC k 3awmwaemon nHpopmanmm Ha MNK.

. 3aWwmTbl BBOAA M BblBOAA MH(OpMaUUM Ha OTYyxXaaemble (OU3NYecKne HocUTenu u

cornocTtaBreHune nosrb3oBaTesid C yCTpOI7ICTBOM.

C3N ot HCLO «brnokxoct-Cetb 3» cogepxuT knueHTckyto 4Yacte C3U, «koTopas
ycTaHaBnmBaetTca Ha 3awuwaemble [1K, un cepBepHyto 4yactb C3W, «koTopas
yCTaHaBnmBaeTcs Ha cepBep 6esonacHocTn C3U.

3awmwaemble TK, Ha KOTOpbIX YyCTaHaBnuBaeTcsa KnveHTckad 4vactb C3U, wmoryt
PYHKUMOHMPOBaTb B COCTaBE JlOKanbHOW BbluMcAnTenbHon cetun (ganee — JIBC) wnu
aBTOHOMHO.

Ona C3M B 3aBucMMOCTM OT npuobpeTaemMon JNMLEH3MM BO3MOXHbI [Ba BapuaHTta
NCNosb30BaHUS:

o BapunaHT Ne1 - aBTOHOMHbIN BapmaHT C3WU, npu kotopom C3W ycTtaHaBnvBaeTcs Ha
MK ¢ 32/64 paspsagHon OC MS Windows 1 ncnonb3yeTtcs IOKanbHO;

o BapuaHT Ne2 - BapumaHT C yganeHHbiM ynpasneHunem C3W, npu kotopom C3U
yctaHaBnmBaetcsa Ha [1K ¢ 32/64 paspagHon OC MS Windows, u paboTtaeT nog
ynpaBrneHnem cepeepa 6e30nacHOCTH.

B coctaB BapuaHTa Ne1 BxoauT knmeHTckas vactb C3U, cdyHKUMoHMpyowas aBTOHOMHO,
0e3 B3aMMOOENCTBNSA C CEPBEPHON YacCTblO.

B cocTtaB BapuaHTa Ne2 BxoaaT:
o knnentckas Yactb C3U ot HC «bnokxocT-CeTb 3»;

o cepBepHasa Yyactb C3U ot HCL «bnokxoct-CeTb 3», obecneuymBatoiasi BO3MOXHOCTb
pasBepTbiBaHna C3W, noaknoveHnsa KIMeHTCKMX vacten K cepsepHon yactn C3U v ayaut
cobbiTn 6e3onacHoOCTW.

B coctaB C3/ gonosiHMTensHO MOryT BXOOUTb MepcoHarnbHble naeHTUduUKaTopbl, KOTOpble
NCrnonb3yTcs ANa ABYXEaKTOPHOW MAEHTUMUKaUUKN 1N ayTeHTUduKaums nonb3oBaterien Ha
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K.

lMepcoHanbHble MAEHTUMUKATOPLI, KOTOopble MOryT ucnonb3oBatbca B C3UW ot HC[A
«bnokxocTt-CeTb 3» NpuBeaeHsbl B Tabnuue 3.1.

Tabnuua 3.1 — lNopgepxunBaemble C3U ot HCHO «Bbnokxoct-CeTb 3» nepcoHanbHbie
naeHTndukaTopbl
Hocurtenb Hpousso,qmenb HaumeHoBaHue HocuTens

eToken Pro, eToken Pro (Java), eToken TOCT, eToken NG-
FLASH, eToken NG-FLASH (Java), eToken NG-OTP,

eToken SAC «ATIABANH P.A.» eToken NG-OTP (Java), eToken GT (Java), eToken PRO
(Java) SC,eToken PRO SC
000 «CepTUBMLMPOBAHHbIE SafeNet eToken 5100, SafeNet eToken 5105, SafeNet

SafeNet eToken eToken 5200, SafeNet eToken 5205, SafeNet eToken 7200,

MH(POPMALMOHHLIE CHCTEMbI» SafeNet eToken 7300, SafeNet eToken 4100

ruToken 3AO «Aktns Codpt» ruToken, ruToken S, ruToken Lite, ruToken 3L
JaCarta 3A0 «AINMAOOVH P.O.» JaCarta PRO, JaCarta FOCT, JaCarta PKI
JaCarta-2 nano [OCT JC-006, cmapt-kapTta JaCarta-2
JaCarta-2 3A0 «AINMAOOVH P.O.» PRO/TOCT 334, cmapT-kapTa JaCarta-2 FTOCT JC-306, USB
JaCarta-2 PRO/TOCT 234, USB JaCarta-2 TOCT 206
JaCarta LT 3A0 «AINMAOOVH P.O.» JaCarta LT
000 «MHTennektyanbHble

eSmart Token ESMART Token (USB-kntoy 1 cmapT-kapTa)

CUCTEMbI ynpaBlieHnsA Ou3Hecom»

3A0 «ABECT» Pecny6nuka

Avest Token (AvBign) Benapych

Avest Token (AvBign)

[MepcoHarnbHbIn
naeHTudukaTop
nonb3oBaTens B
peecTtpe Windows

OwuckeTta 3,5”

USB-HakonuTenb

Knuentckaa 4vacte C3W ot HC[LO «bBnokxoct-Cetb 3» obecneunBaeTr cneayowme
yHKUMOHanNbHbIe BO3MOXHOCTK 6e3onacHocTtn C3U:

. noeHTupukaums M ayteHTMdukauua  agMuHucTpatopa — 6esonacHocTM M
nonb3oBaTtenen, pabotarowmx Ha K ¢ C3N ot HCL «bnokxoct-CeTb 3», B TOM 4uUcne c
NPUMEHEHNEM MEPCOHAsbHbIX ANEKTPOHHbBIX MAEHTUAUKATOPOB (BO3MOXHO MUCMNOMb30BaHUE
nepcoHanbHOro naeHTUukaTtopa nonb3oBaTend, XpaHsiweroca B obnactu HeaoCTynHOW
AN HENPUBWUIIErMPOBAHHOIO nosnb3oBatend (ganee — MepcoHanbHbIM NaeHTUMKaTop
nonb3osaTens B peectpe Windows);

o BO3MOXHOCTb ABYX(PakTOpHOW ayTeHTudukaumm nonb3oBatenen cpeacrtsamm C3U,
npu Bxoge B OC Windows ¢ 1Mcnonb3oBaHMEM UMPPOBLIX CEPTUPUKATOB MONb3oBaTENEMN.
CepTudumkaTbl MOryT XpPaHUTbCA Ha BblleyKa3aHHbIX MNepPCOHarbHbIX  3NEKTPOHHbIX
naoeHtudmkatopax eToken, SafeNet eToken, ruToken, JaCarta, ESMART Token un Avest
Token;

o ynpaerneHne ngeHtudunkaTtopamm Bxoaa;
) ayauT 1 pernctpaumio cobbiTnin 6esonacHoCcTy;

o KOHTPOJSIb MHTEpdencoB (NopToB) Ha 3awmwaembix MK;
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. 3awmTa BBOAA M BbiBOAA MH(OpMaUUM Ha OTYyXOaemble PU3MYeckue HoCcUTenu u
COMOCTaBrieHME NONb30BaTENS C YCTPOUCTBOM;
o KOHTPONb LENOCTHOCTU K BoccTaHoBreHne pabotel C3U npu cbosx;
o KOHTpPONb MpaB [JocCTyna nonb3oBaTenen K 3awuwaembim pecypcam Ha [1K c
NCnonb30BaHMEM ANCKPELMOHHOIO NpUHLUMNA KOHTPONS A0CTyNa;
o KOHTPONb MpaB [JoCTyna nonb3oBaTenen K 3awuwaembim pecypcam Ha [1K c
NCnonb30BaHMEM MaHOATHOIO NPMHLUMNA KOHTPOSA 4OCTYNa;
o KOHTPOSIb 3anycka nporpamMmm (MpunoxXeHun nonb3oBartenen) Ha 3awmwaemblx MK;
o OYUCTKY OCTATOYHOW MHAOPMaLMM Npu yaaneHum annoBbiX OObEKTOB Ha XXECTKMX
AncKax n B onepaTtnBHOM NamMsaTh Ha 3awmwaemoix [MK;
° KOHTPONb LEeNOCTHOCTM hannos Ha 3awmwaemsbix MK;
o KOHTPOJSIb 3anyckaemblX rnpoueccoB Ha 3awuwaembix MK;
o KOHTPOSIb MeYyaTu [JOKYMEHTOB, C BO3MOXHOCTbO MapKUPOBKM [OKYMEHTOB Mpu
neyartu;
. KOHTPOSIb LIESIOCTHOCTM annapaTHbIX CpPeAcTB WM MporpamMHoro obecnedeHusi Ha

3awmwaembix [1K;

o ynpaesneHne un agmuHuctpuposaHne C3U npu nomowm HacTpoek 6e3onacHoOCTU
knueHTckom Yactm C3U, xpaHawmxcsa B b1 HacTpoek 6e3onacHocTu Ha [MK.

CepBepHas 4acTb (cepep 6esonacHoctn) C3U ot HC[ «bnokxoct-CeTb 3» obecneuymBaeT
cnegyowmne yHKUMOHarbHble BO3MOXHOCTM 6e3onacHocTn C3U:

° LeHTpann3oBaHHOE yaarneHHoe yrnpasneHne u agMMHUCTpupoBaHue knueHtamm C3U,
yCTaHOBMEeHHbIMU Ha 3awmiiaembix MK;

o ynpaBneHne Hactporikamu 6e3onacHocTn knueHToB C3W, yCTaHOBREHHbIX Ha
3awmwaembix K n nepegava Hactpoek 6esonacHocTn no cetn B B HacTpoek Ha [1K;

o LeHTpanu3oBaHHbIn  cbop cobbiTi ayguta 6e3onacHOCTW,  onpeneneHHbIX
agMUHUCTpaTopoM 6e30MacHOCTK, CO BCeX paboumx CTaHUMA BBEPX MO MEpPapXnn cepBepoB
BMSIOTb 0 rOfIOBHOIO cepeepa ¢ nocneyowen nepegadven 8 SIEM-cuctemy.

CepBepbl 6e30nMacHOCTN MOTryT (DYHKLMOHMPOBATb B MEPaAPXMYECKON CTPYKType, B KOTOPON
pacnpocTtpaHeHne HacTtpoek C3W oT rnaBHOro cepsepa nepefaetca yYepes NOAYMHEHHbIE
cepBepbl K NOAKIMIOYEHHBbIM K HUM 3awmiiaemMbim K.

3.1 MexaHu3m npgeHtTucmkaumm v ayteHTudpmnkaumm

NpeHTudukaums n ayteHTudmkauma nonb3osatens npu ero goctyne Ha K B coctaBe C3U
npegHasHayeHa Ans  3awuTbl OT  HECaHKUMOHMPOBAHHOIMO [A0CTyna K 3aluiiaemon
nHpopmauum Ha [K HesapernctpypoBaHHbIX Morib3oBaTenen unuM nosib3oBaTenen He
UMEILNX YCTAHOBMEHHbIX NMPaB 4OCTYNa K 3aluLLiaemMon nHopmauuu.

MexaHn3M ocyLlecTBMsieT NPOBEpPKY MOAJSIMHHOCTU  uaeHTMdukaTopa cybbekta —
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ayTeHTuukauuio, n npenatcteyet Bxogy B CBT HengeHTUMUMPOBaHHbIX NONb3oBaTenen
Unu nonb3oBaTtenen, Ybs NOANMMHHOCTL NpU ayTeHTUdUKaLMM He noaTBepaMnach.

NoeHTudpukayms N ayTeHTuduKauus nonb3oBaTenen  OCyLWEeCTBIATCSA nocne
nHMumanmusaumm mexannamoB 3awmtbl C3W. MNMpu atom B C3U oTknoveHa BO3MOXHOCTb
3arpy3kmn OC B 3alymLLEHHOM pexume A5 BCeX nonb3oBaTtenen, 3a ucknodeHnem Ab.

NpoeHTndpukauma v ayteHTudukauma nonb3oBaTenen OCYLLECTBAAETCA N0 YHUKanNbHOMY
naeHTudumkaTopy nonb3oBaTtens U Naposnto YCroBHO-NOCTOAHHOIO AencTBus. [Npu aTom BXxoA
Ha MK BO3MOXXeH HecKonbknmMmn cnocodamm, BKNOYas:

o CTaHOApTHbIM MeXaHu3M uAeHTUUKauumM n ayteHTudukaumm nonb3osatenen MS
Windows (BBOA, MMeEHM nonb3oBaTens 1 napons npu nomowum knasunaTtypsbl [1K);

. noeHTurKkaums n ayTeHTMdukaunsa nonb3oBaTtens ¢ NPUMEHeHNeM nepcoHanbHbIX
3NEKTPOHHbIX noeHTUnKaTopos (BO3MOXXHO ncnonb3oBaHne nepcoHanbHOro
noeHTugukaTtopa nonb3oBaTens, XpaHsiweroca B obnactM  HedoCTynHoW  Ans
HENPMBUNErMPOBaHHOIO Nosib30oBaTenNsl — NepcoHarbHbI MAEHTMdUKATOP Nonb3oBaTenst B
peectpe Windows);

o noeHTuuKaumna n ayteHTudukaumsa nonb3oBaTens no uuvpoBomMy cepTudmkary;
3anMcaHHOMY Ha NepcoHasibHOM 3MEKTPOHHOM MAEHTUUKATOPE NoSb3oBaTenNs.

[na npouenypbl MAEHTUMUKALUM N ayTEHTUPUKALUKM NONb3oBaTeNen NCNonb3yTCS CNUCKU
nons3oBaTerien, KOTOpbIM pa3peLleH BXO B CUCTEMY: y4eTHble 3anucu nonb3oBaTenen Ha
nokanbHbIXx MK NC wnu ydeTHble 3anucy nonb3oBaTenen B AoMeHe «Active directory».
N3meHeHne cnvcka JocTynHo Tonbko Ab.

[lononNHUTENLHO B MeXaHU3Me VI,EI,GHTVICbVIKaLI,VIVI n ayTeHTVICbVIKaLI,I/II/I peann3oBaHbl

. KOHTPOSb M OrpaHnYeHne KonmyecTea nocnegoBaTernbHbIX HeyAa4yHbIX MOMNbITOK BBOAA
napons (npu wucnons3oBaHun napons Windows), uwnn BeBoga PIN-koga nepcoHarnbHoro
3I1IEKTPOHHOro naeHTudgunKaTopa;

° GnokMpoBKa BO3MOXHOCTM [anbHeulllero BBOAa Napons rfonb3oBaTenem npu
MPEeBbILEHNM  YCTAHOBIIEHHOIO  KONWYECTBA  HEYCMELUHbIX MOMbITOK, Ha  Bpewms,
YCTaHOBIIEHHOE B HACTPOMKaX NMOMUTUKK ayTEHTUDUKALUN;

. KOHTPOJSIb YCTaHOBMEHHbIX B HACTPOMKax MOMUTUKN ayTeHTUdUKauum BpPeMEHHbIX
orpaHu4eHun Ha goctyn nonb3oBatend Ha [MK, paspewatowmx paboty nonb3osatens Ha 1K
no onpegeneHHbIM gatam (MO KaneHgapk) n B onpegeneHHoe BpeMs (B YyCTAHOBMEHHbIE
Yyacbl paboThbl);

o npoBepka AnuHbI napons (npu cMmeHe napons nonb3oBateriem B OC Windows) Ha
CcoOoTBETCTBUE TPEOOBAHMSAM MUHUMANBHOW ANWHbLI NAPOSs;

. npoBepKa Napons ycTaHOBNEHHbIM TpeboBaHMAM CNOXHOCTM Napons;

. npoBepKa YCTaHOBIIEHHOINO MaKCMMarbHOro Cpoka AencTBus naposns (N0 yMOMYaHUio

30 aHen);
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° 3anpeT Ha WCMnosib3oBaHWe 3afdaHHOro KonuyecTBa «nocnegHux» naponen (no
yMOM4YaHuo 2 napons).

MexaHusm vageHTugukauum n ayteHtudpukaumm C3WN ot HCLO «bnokxoct-CeTb 3» MOXHO
MONMHOCTBLIO OTKNIOYUTL, akTuBupoBaB Msekul pexum pabombi C3U (nogpobHee B
AokymeHTe «CpeOcTtBo  3aWuTbl  MHOpMaUMM OT  HECaHKUMOHMPOBAHHOINO AoCTyna
«bnokxoct-Cetb 3». PykoBoacTBO agmuHucTpatopa 6GesonacHoctu»). [pu BKNOYEHHOM
MSAMKOM peXuMe BXOA B OMepaLMOHHYI0 CUCTEMY MOXET BbINOMHUTL N0O0M AOMEHHbIA Unn
NOKanbHbIA NoNb3oBaTenb paboyen CTaHuMn, ecnm 3TO HE NPOTUBOPEYNT YCTAHOBMEHHbLIM B
AOMeHe NonuTuKaMm.

'¢ Msaekui pexum pabombi, a TaKke pexum ayTeHTudukaumm Joeepssmb

aymeHmudgpukayuu Windows (OaHHbIN pexum aBTOMaTUYECKM yCTaHaBNMBaeTCs
npu gobaBneHMn HOBbLIX y4eTHbIX 3anucen B C3W) ncnonb3yroTca ons nepBUYHOM
HacTpPOMKM cpeAcTBa 3awuTbl, OO0 Havana skcnnyatauun. B gaHHbIX pexumax
cpeAcTBO  3awmTbl He obecneynmBaeT  BbIMOMHEHWE  3asABIIEHHbIX  OYHKUMM
6esonacHocTu. AkcnnyatupoBaTb C3M B onvcaHHbIX pexnmax ansa 3awmutbl CTaHLUK
3anpeLleHo.

3.2 AUCKpPEeUMOHHbIN MexXaHU3M KOHTPOSA A0CTyna K pecypcam

[ANCKPEUNOHHBIM MexaHU3M KOHTpONA [JoCTyna K pecypcam OCYLLEeCTBMASET KOHTPOSb
poctyna cybvektoB (nonb3oBatenen MC wnu rpynn nonb3oBaTenen) K 3awmuiaemMbiM
pecypcam — obbektam (dannam, katanoram, nporpammam, Tomam U T.4) B COOTBETCTBUMU C
3a4aHHON ansa cybbekToB U OOBbEKTOB «MaTpULIEN OUCKPELMOHHOIo goctyna». [nsa kaxaon
napbl (Cy6bekT — 06beKT) AOMMKHO BbITb 3a4aHO SIBHOE MnepevncrieHMe AonycTUMbIX TUMNOB
pocTtyna (4TeHue, 3anucb M T.4.), KOTOpble ABMASKTCHA CAHKUMOHMPOBAHHBIMW AN OAHHOTO
cybbekTa K JaHHOMY OObEeKTY.

B kavecTtBe cybbekToB goctyna B C3/ paccmaTpumBaloTCa NOMMEHOBaHHbIE MOMb30BaTenu, B
T.4. U agMuHucTpaTop 6esonacHocTn. ObbekTamu AOCTyNa BbICTynarT 00bekTbl dhannoBom
cuCcTeMbI (ornm4yeckne gUCKK, katanorn n gannbl).

B03MOXHOCTb CaHKLMOHMPOBAHHOIO N3MEHEHNSA NPaB pasrpaHnUYeHns OCTyna, B TOM Yncne
BO3MOXHOCTb CaHKLMOHMPOBAHHOIO WM3MEHEHUs1 cnucka nonb3oBaTtenen CBT u cnucka
3almuaembix 00bEKTOB NpeaocTaBnsaeTcsa Tonbko Ab.

[NCKPELIMOHHBIN MeXaHM3M KOHTPOSis OOCTyna K pecypcam npenocTaBfisieT BO3MOXHOCTb
KOHTPONs npaB AMCKPELMOHHOro AOCTyna nosib3oBaTenen Oand cnegyrowmx oObekToB wu
pecypcoB:

° dannoBble 0O6BLEKTbLI: NOrMYECKNE ANCKK, KaTanoru, dannsbl;

. npouecchl (Mpu 3anycke UCMNonHsAeMbIx (annos).
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3.2.1 KoHTponb goctyna K o6bekrtam ¢hannoBon cucteMbl

MNpu obpaweHun nonb3oBaTensd K dannoBoMy O6bLEKTYy, MexaHu3M [AOSMKEH BbINOMHUTL
NMPOBEPKY HaCcTpoekK NpaB ANCKPELIMOHHOrO A0CTyNa, YCTaHOBMNEHHbIX ANS Nonb3oBaTens, U B
3aBMCUMOCTM OT HacTpoeK paspewwunTb unum 6GrokupoBaTb AOCTYN MNONb3oBaTens K
darinosomy 06BLEKTY.

B HacTpolikax AWCKPELIMOHHOro AOCTyna, Anst Kaxaol napbl cyGbekT-o0bekT B SSBHOM Buae
MOXHO 3aJaBaTb crneayoLime TUNbl 4oCcTyna:

. TOMbKO YTEHME,
. TONbKO 3anuch,
. NOSHBIN JoCcTyn (KoMBMHaUUA nepBbIX ABYX TUMOB A4OCTYNa).

Mpn onpepeneHnn npaB [OCTyna KOHKPETHOro mnonb3oBatens K obbektam dhannosomn
CTPYKTYPbl YYMTbIBAETCS MHepapxms OOBEKTOB (NOrMYeckur LUCK, KaTanor, noakartaror,
Gann), a TakkKe [OMNOMHUTESNbHbIE OrpaHUYeHna Ha [OOCTyn npoueccoB K obbekTam
dannosoun cuctemsbl (PC).

Mpn 3anpeTe danna Ha YTeHMEe ero Henb3sa nepeMmeHoBaTb/MePEMECTUTb, 3anyCTUTb (ans
NCMONHAEMbIX hannoB), HO MOXHO 3anucaTb B ¢hann (NpPU MCNONb30BaHUM MPUITOXKEHUN,
NnoaAepKMUBaKLLMX TaKyro BO3MOXHOCTb) U yaanuTb dann. Npu 3anpeTe kaTanora Ha YTeHune
BCE €ro CoAepXXnMMoe Takke UMeeT 3anpeT Mo YTEHUIO.

Mpn 3anpete danna Ha 3anucb OyaeT AOCTYNHO YTeHue panna unum ero 3anyck (ans
NCNoNHAeMbIX oanrnoB), a nepeMMeHoBaHne/nepeHoc, yaaneHne u 3anucb B Hero Oyayt
HegocTynHbl. [Npu 3anpeTe kaTanora Ha 3anucb Henb3s OyaeT Kakum-nmbo obpasom
N3MEHUTb ero CoaepXXMMoe.

MonHoe onucaHve npouedyp Hactpoek C3WM no pasrpaHuyYeHuWto npas  AocTyna
nonb3oBaTens K katanoram W cainam, a Takke MNpPOLEcCOoB K pecypcam MNpUBEOEHO B
ONMUCaHUN ONCKPELMOHHOrO MexaHu3Ma O0CTyna B 3KCMnnyaTauuoHHOW aokymeHTauumn (3[)
Ha cpencTBo.

3.2.2 PasrpaHuyeHue npas AocTyna Ha 3anyckK npoueccoB

MexaHM3M Mo3BOMSET HaknagbiBaTb OrpaHUYEHUA Ha 3anyck onpeferneHHbIX MpoLeccoB
pasHbIM nonb3oBatenam. [log 3anyckoM npouecca MOHUMMaeTCAa MonbiTKa OTKPbITUSA
ncnosiHgemoro davna. MexaHnsm QYHKUMOHMPYET B pexXmme 3aMKHYTOM MNporpamMmMHON
cpeabl. Ab co3gaeT cnncok paspeLleHHbIX K 3anycKy npoueccoB (nporpamm). Nonb3oBaTenb
MOXeT 3anyckaTb NpoLecChl TOMbKO M3 AAHHOro cnmcka. B coctaB cnmcka paspeLlueHHbIX
npoLeccoB, MOMMMO MPUKNAgHbIX NPOrpaMm Mnosfib3oBaTens, BKNIOYAOTCHA MNPUNOXKEHUS,
HeobxoanMble ans Ha4ana ceccum nonb3oBaTens B oC Windows
2008R2/7/8.1/2012/2012R2/10/2016/2019.
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3.2.3 AuckpeunoHHasa Moaerib pasrpaHM4yeHMs npaB AgocTyna nonb3oBaTens K
obbekTtam ®C

B ouckpeumoHHOM Moaenu npae 4OCTyna nonb3oBaTtens K obbektam cdannoson cuctemol MK
HeobXoaMMO yYnTbIBaTb:

1) 3anpellenns Ons KatanoroB aBTOMAaTMYECKM PacnpOCTPaHSOTCA Ha BOXEHHble
OOBbEKTHI.

2) [OuckpeunoHHaa Mofenb pasrpaHnyeHuss [OocTyna [OeWCTBYyeT paBHO Kak Ha
nosib3oBaTesibckme oannbl, Tak N Ha dpansibl onepaunoHHON CUCTEMBI.

3) MprBeaeHHbIe Bbille NpaBuna AeUCTBYIOT NPU OTCYTCTBUN OFPaAHNYEHUIN CO CTOPOHDI
BCTPOEHHbIX cpeactB 3awmtel OC ¢  ddannoson cuctemon NTFS. 3anpelleHus,
ycTaHoBneHHble B pamkax OC, nepekpbiBatoT paspelueHns C3U n HaobopoT.

4) [OuvckpeunoHHaa Moaenb pasrpaHuUyeHus [JOocTyna pacrnpocTpaHsaeTcd Ha Bce
nornyeckue OuUcku, B TOM Yucne criyxaiwime ang otobpaxeHuss CoOAepXMMOro oTvyxaaembix
PU3MYEeCKMX HocuTenemn, KOTopble MOXHO paccMaTpvBaTh B AaHHOW MOLENN Kak KaTtarnoru u
NPUMEHSTb K HUM BCe npasuria, UCnosib3yemble 4N KaTanoros.

5) MexaHn3m pasrpaHuyYeHns AocTyna K ycTponcTBaMm (JIoOrM4eckMM 1 CbEMHbIM MCKaMm)
C3WN gnsa OC nepekpblBaeT MeXaHU3M pasrpaHUYeHns AocTyna AN KaTanoroB v hannos.
[nsa pocTtyna K ycTporucTBaM AeNCTBYET NonNuTuKa: «4To He paspeLleHo - TO 3anpeLLeHoy.

6) [Mpn ycTaHoBKe AOMNOSHUTENbBHbLIX pasrpaHUYeHnin OCTyna Ana nNpoueccoB OTAeNbHO
OT pasrpaHuyeHur [OocTyna And nonb3oBaTtend 3anpeTtbl ANA MpoLecCoB MepeKkpbiBakoT
paspeLUueHns ans nonb3oBaTeneun.

7) Mpu ycTaHOBKE OOMONHUTENbHBIX pa3rpaHUYeHnin 4OocTyna Ansi NpoLeccoB BMecTe C
npaBamu nofb3oBaTensa 3anpeTbl AMS MNONb30BaTeNs MNepeKkpbiBalOT pas3peLleHns Ans
npoLeccoB 1 HA06opPOT.

8) HocTtyn Kk kaTanory, cogepxatemy dannbl C3U1 «bnokxoct-CeTb 3», 3anpeLueH ons
BCEX Mosib3oBaTenen.

9) [ns npoTMBOCTOAHUSA NOTEHUMANbHBIM YS3BUMOCTSAM cpebl PyHKUMOHUpoBaHus C3U

«bnokxoct-CeTtb 3» (OC Windows) Ab gomkeH Ans Kaxgoro nonb3oBaTens cpencreamu
ANCKpeLnoHHoro mexaHnama C3W 3anpeTuTb 3anuch B cneayoLlne Katanoru:

o kopHeBown katanor OC Windows, onucaHHbii nepemeHHon okpykeHust %WINDIRY%;

. katanor pasmeLleHns C3U «bnokxocT-CeTb 3» (Mo ymonyanuto at1o: c:\blockhost\);

. KaTanor YCTaHOBKM nporpamm, OMNUCaHHbIN nepemMeHHoMn OKPY>XEHMS
%PROGRAMFILES%;

. KaTanor YCTaHOBKM nporpamm, OMNUCaHHbIN nepemMeHHoMn OKPY>XEHMS
%PROGRAMFILES(x86)% — ansa 64-6utHbix OC;

o OVPEKTOPUM, yKasaHHble B CUCTEMHOM nepemeHHon PATH.

Mo yMon4aHuio BCce npoueccbl MMEKOT MNMpaBa Ha NOSHbIN OOCTYyNn KO BCEM obbekTam.
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3.3 MaHpaTHOe pa3rpaHM4yeHue KOHTpPOonA AOoCTyna K pecypcam

MangaTHoe pasrpaHudeHne koHTpons goctyna B C3U «bnokxocT-CeTb 3» peanuayetca
nocpeacTBOM KracCUUKAUMOHHbBIX ypoBHeW. KnaccuukaunoHHbIN YypOBEHb SBISETCA
KOMOUHaUMEN unepapxMyYeckux U Henepapxmyeckux KaTeropumn, HasHavdaemblX Kaxgomy
006BbeKTy (ancky, nanke, ganny) n cybbekTy (nonb3oBaTento, npoLeccy) AocTyna.

KnaccudmkaumoHHble METKM (nepapxmyeckas KaTeropus) npuceamBaroTcA
cybbekTam/obbekTam M3 gumanasoHa umcen 1-255 n coOTBETCTBYHOT UX MecTy (YPOBHIO)
nepapxmn B npegenax nepapxmyeckon kateropun. Nepapxudeckas kateropms onpegensiet
YPOBEHb KOH(MAEHUMANbLHOCTM 3alumLLaeMon nHopMmauumn (4em meTka 6onblue, TeM Bbille
cTeneHb KoHdumaeHumanbHocTh). Mepapxmyeckas MeTka cybbekTa onpegendeTr npasa
AOCTyrna K COOTBETCTBYHWLLUEN MepapXMyeckon Kateropuu. Hewuepapxuyeckne kateropum
BbICTYNalT B KAYECTBE OrpaHMYeHni No 4oCcTyny CyO6bekToB K 00 bekTaM, COOTBETCTBYHOLLMX
Henepapxmyecknx KaTeropumn.

Wepapxuyeckme MeTKM U Heuepapxuyeckue KaTteropum co3garTcs W HasHadvawTcs
cybbektam n obbekTam goctyna agMumHucTpatopom B6esonacHoctn. OgHOMy CyObeKTy unu
006bekTy gocTtyna MoxeT ObiTb HasHayeHa TONbKO OfHa (MakcumarnbHas) nepapxudeckas
meTka. OgHoMy O0ObekTy unm cybbekTy AocTyna MOXeT OblTb Ha3Ha4YeHO HECKOSbKO
Henepapxm4ecKnx KaTeropumn.

Mepapxmyeckne MeTKM U Heuepapxudeckme KaTeropum cos3garTcsi W HasHadvarTcs
cybbektam M obbektam [JocTyna agMMHUCTpaTopom 6e30nacHOCTM B COOTBETCTBUM C
npasunamu:

1) 3apatoTcsa 3HaYEHUS MEPAPXMYECKMX METOK U MMEHA HeMepapXnYecKnx KaTeropui.

2) Kaxxgomy nonb3oBaTento (CyObekTy) HasHa4YaeTcst MeTKa MU KaTeropms (Mnmn HeCKOSbKO
KaTeropuin) — onpegenseTcs ypoBeHb JOCTyna.

3) Mepapxmyeckne MeTKU U Hemepapxmyeckume kaTeropum (COOTBETCTBYHOLUME YPOBHU
KOHMAEeHUManbHOCTN) NpucBanBaTCs pecypcam (obbektam gocTyna).

YcTaHaBnMBaloTCA Ccrieylolmne OTHOLWIEHUS MexXay HeuepapxMyeckMmmn KaTteropusimm
Cy6beKTOB 1 OOBEKTOB:

o nonb3oBaTeflb, OTHECEHHbIN K COOTBETCTBYIOLlEN KaTeropum (CyObekT), umeet
nonHbIn goctyn (YTeHne, 3anucb) K 06beKTy, OTHECEHHOMY K 3TOW Xe KaTeropuu;

J KaXXgoMy Monb30BaTerito, OTHECEHHOMY K COOTBETCTBYHOLLEN KaTeropum (CyObekTy),
3anpeLlaeTtca kakon-nnbo Bug goctyna (UteHue, 3anmck) K 06bEKTaM OTHECEHHBIM K ApYrnM
KaTteropuam, He coBnagaroLnmMm ¢ KaTeropmen aToro nosib3oBaTens,;

. KaXxgoMy Mnonb30BaTerito, OTHECEHHOMY K COOTBETCTBYHLLEN KaTeropum (CyObekTy),
yCTaHaBnMBaeTCs npaBO [JoCTyna TONbko «YTeHuMe» KO BceM oOcCTanbHbIM  (He
KaTeropMpoBaHHbIM) pecypcaM CUCTEMBI.

O6wwe npasuna pasrpaHnyeHna Ooctyna MaHgaTHOro MexaHm3ama COCTOAT B ClieayrLllem:
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1) CybbekT nony4aeT JocTyn K OObEKTY NO YTEHUIO, ECNN ero METKa HE MEHbLLE METKM
obbekTa W Heumepapxumdeckme KaTeropum B KrnaccudukaumoHHOM ypoBHe cybbekTa
BKMIOYAOT B cebsA BCe Heuepapxvyeckne Kateropym B KrnaccudukaumoHHOM YpOBHE
obbekTa.

2) Cyb6bekT nonyyaet OOCTyn K OObekTy MO 3anvcu, ecnv ero MeTka paBHa MeTke
obbekTa M Bce Heuepapxuyeckue kaTeropuvm B KnaccuUKaLMOHHOM YpOBHe cyOGbekTa
BKIOYAIOTCS B HEMEPaPXMYECKME KaTeropun B KrnaccuguKaLMoHHOM ypoBHe obbekTa.

3.4 3awumTa BBOOa-BbIBOAA HA OT‘-Iy)K,qaeMblﬁ (*)I/I3VI'~IeCKVII71 HOoCuUTeJlb

B C3U «bnokxocT-CeTb 3» peanu3oBaH MEXaAHU3M pa3rpaHMyYeHns 4oCcTyna nonb3oBaTenemn
K OTYy)XOaeMblM HocuTenam uHdopMaumn. BBoa-BbiBOO Ha OTYyXOaeMbll HOCUTEINb
AOCTyNneH [Onsi  [daHHOro cybbekta TOMbkO B TOM  Cflydae, €Cnu  YpPOBEHb
KOH(MAEHUMANBHOCTM HOCUTENS HE BbllLE YPOBHSA KOH(OMAEHUMANBHOCTM CyObekTa.

Peanusauus mexaHnama pasrpaHnyeHus OoCTyna K oTYykgaemMblM HOCUTENAM MHGOPMaLmn
B C3W «bnokxoct-Cetb 3» 3aknovaetca B npegoctaBneHum AB  BO3MOXXHOCTU
CaHKLUMOHMPOBATb AOCTYN KaXXA0ro Nonb3oBaTens K cneayowmumM yCTPONCTBaM:

° cbeMHble USB-HakonuTenu;
° CD/DVD- gucku;
° anckeTtbl 3,5”.

PasrpaHnyenve npaB goctyna k noptam (COM, LPT, USB) nogpasymeBaeT paspelueHue
Unu 3anpeT Ha MCnonb3oBaHWe nopTta. HacTponkum OaHHOro mMexaHwama BCTynakT B Cuny
Tonbko nocrne nepesarpy3kn OC. [Onsa USB-nopTtoB gonyckaeTcs npuBsa3ka K YYEeTHbIM
3anucam nonb3oBaTenen, paspeLleHHbIX Ana ncnons3osaHna Ha MK USB-ycTponcTs.

3.5 MexaHuU3M KOHTpPONA ne4yaTtum

MexaHnam KOHTPOJ1A MnedaTth OCyWeCTBNdAeT ayauT npouecca nedyatm un  MapKUPOBKY
KOH(*)VILI,eHLI,VIaJ'IbeIX OOKYMEHTOB, BbIBOANMbIX Ha NeYvaTb.

AyauT npouecca nevatu noapasyMeBaeT perncrpaumio Bcex hakToB nevyaT AOKYMEHTOB, B
TOM Yucre 1 dakTbl 3anpeTa neyaTt B COOTBETCTBUM C HACTPOMKaMMU MexaHn3mMa KOHTPOnS
neyaTtu.

MapKVIpOBKa BKNOYaeT B cebsa BbIBOA HacTpanBaemMoro wtamna B KOJIOHTUTYNax CTpaHuly
neyvyataemMbiX JOKYMEHTOB.

LLitamn MoxeT cogepkaTb crneaytoLlme nons:

o aaTy/Bpems pacnevyatku;

o nms dparina JOKYMEHTa;
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. YPOBEHb KOHPUAEHLMANBHOCTY JOKYMEHTA;
° NOPSAKOBLIN HOMEP B hopmaTe «TeKyLUMiA HOMEep CTpaHuubl 13 obLliero uucna
JINCTOBY»;
° NMA NMoJNb30oBaTesnd, Npon3BoAMBLLETO neYvyatb JOKYMEHTA,
. “Ms paboyeit CTaHLMKM, C KOTOPOIA MPOM3BOAMUNACH NeYaTh JOKYMEHTa;
° NMA NMpUHTEpPAa, C KOTOPOro npon3soguiachb nevyaTtb AOKYMeEHTa.
.¢ MexaHu3m KOHTPOIA nevyaTtn UMeeT criegyrowme orpaHn4eHn4A:

1) 3anpewaeTcs BKMAOYEHME MexaHu3Ma KoHTponsa nedatm C3W Ha paboumx
cTaHuusax ¢ yctaHoBneHHbIM DLP-areHTom Symantec Data Loss Prevention — npu
BKIMIOYEHUN MeXxaHM3Ma KOHTPOSSA neyaTu NpoucxXoauT aBapuUMHOE 3aBeplueHue
npouecca explorer.exe;

2) pna yctomumBoro pyHkumoHuposaHua APM ¢ yctaHoBneHHoiM CK3U
«Kpuntollpo CSP», npu ucnonb3oBaHun mMexaHuama KoHTponsa nedatn C3U,
Bepcusa coopkn CK3U gormkHa ObiTb 3.9.8293 nnn 4.0.9589 (Gauss) 1 BblLwe;

3) MexaHM3MOM KOHTPONsA nevyaTn nogdepxuBaetca pabota ¢ nedvartarowmmu
yCTpOMCTBaMK, ANS KOTOPbIX YCTaHOBMeHbl apavieepa nopaepxkm PCL (pabota
MexaHu3Ma KOHTPOMns nevaTtu C nevyaTarowuMny YCTpOMUCTBaMMU, AN KOTOPbIX
yCTaHOBIeHbl AparBepa nogaepxku PostScript He rapaHTMpyeTcsi — BO3MOXHOCTb
neyaTn Ha NOAOGHbIX YCTPONCTBaxX MOXET OblTb 3abnoknpoBaHa);

4) B cemenctee Windows 8.1 He nopgepxmBaeTtcsa pabota C NpUoXeHUaMH,
ncnonb3ywumMmmn metro-mHTepgenc;

5) B pexume MapKMpOBKU AOKYMEHTOB He MoAdepXMBaeTcs LBeTHas nedyatb —
npyv nedaTtn LBETHOro TekcTa (M300paxeHus) BbIBOA4 Ha MeyaTb NpPoMcxXoauT B
YepHo-6enom BapuaHTe;

6) 6nokupyeTcsa BO3MOXHOCTb nevaTtn n3 6paysepa Mozilla Firefox;

7) BnokMpyeTca BO3MOXHOCTb MeyaTn coaepXXumMoro ctpaHuupsl 6paysepa Internet
Explorer (Bepcus 11) npu BkNoYeHHOM KOHTpone yyeTHbix 3anucen (UAC).

3.6 MexaHU3M O4YUCTKM OCTaTOYHOU MHpopMaLUn

MexaHn3m O4YMCTKM OCTaToOYHOM WHdOopMauunm obbeauHseT B cebe MexaHU3M OYMCTKU
namMsiTM 1 MexXaHn3m rapaHTUPOBAHHOIO yaaneHus.

OuncTka namMaTy BbINOSHSETCS C Lenblo yaaneHus octaTovyHon HdopMaumm nocne padoThbl
KOHTPONMpPYeMOoro npotecca.

Moaynb ounctkm namstm C3W KOHTponuvpyeT 3aBepLUEHME MOCTaBMEHHbIX Ha KOHTPOSb
NpoLEeccoB M MNocfne Ux 3aBepLueHusi NMPOM3BOAUT OYUCTKY BCen cBOBOAHOM huanveckomn
namaTu NyTem 3anucu B Hee MackupyroLwen nHgopmauuu.

[[apaHTUpoBaHHOE YyaaneHwe BbINONHAETCS Mogynem pgucnetdyepa pgoctyna C3U. [Mpwm
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nonbITKe yaaneHusi NOCTaBMEHHOro Ha KOHTPONb dhainna gucnetyep AOCTyna 3anpellaet
yaaneHme cpeactBamm OC u  3anyckaeT MoAyfb rapaHTMPOBAHHOIO  yaaneHus.
MocTaBneHHble Ha KOHTPONb dainbl yaanslTcs MNyTeM TPexKpaTHOro 3aTupaHust Ux
COAEPXKMMOrO MO creumanbHOMY anropuTMy, KOTOPbIA UCKMOYAEeT CYMTbIBAHWE OCTaTOYHOM
NMHdopMaLMKN Ha AnCke Nocne yaaneHus.

3.7 MexaHn3mM KOHTPONA UeNOoCTHOCTM U rapaHTUPOBAHHOIO
BOCCTaHOBIIeHuA

PacyeT KOHTPOSbHbIX CYMM, YCTAHOBMEHHbLIX Ha KOHTPOMb LENOCTHOCTM (halnnoB, OOSHKEH
ocyuwiectBnaTbea no anroputmy CRC-32 u npn obHapyxeHun C3U HapyLLeHWIn KOHTPOSTbHbIX
cymm (KC) gormkHO NnponcxoguTb ero HagexxHoe BocctaHoBreHne 6e3 npusnedyenus Ab.

MoOoBHbLIM  MexaHM3M  UCMOoNb3yeTcss AN KOHTPOMS  LESIOCTHOCTM U HageXHOoro
BOCCTaHOBNEHMs nporpamMmmHbix moayrnen C3UM nocne cboes. Npu 3anycke cpeacTsa 3almThbl
aBTOMAaTUYECKN CO30alTCA pe3epBHble KOMUM BCEX MporpamMHbix Moaynen C3U wu
pPaccyYMTbIBAOTCHA KOHTPOSIbHbIE CyMMbl (DanfnoB pe3epBHbIX KONUMA NPOrpaMMHbIX MoAynen
C3M no ykasaHHOMY Bbiwe anroputmy. [lpoBepka LENOCTHOCTU OCYLIECTBASETCA Mo
3agaHHoMy AB BpemeHHOMYy WHTepBany B npouecce pabotbl C3W. lNpu obHapyxeHuu
HapyLleHn BbinonHseTcs nepesarpyska OC ¢ BOCCTaHOBMEHWEM MOAYSIEN U3 PE3EPBHbIX
KOMnui.

3.8 MexaHunsm perucrtpauum cobbITUN U ayamuTa

MexaHn3m permcrtpaumm cobbiTun 1 ayauta npegHasHavyeH Ans OTCNneXxXuBaHusa cobbiTuin u
pernctpauumn obpalleHns K 3aluliaemMbiM pecypcaM. a Takke npu cpabaTtbiBaHUM BCeEX
MEeXaHU3MoB 3awuTbl. LleHTpanu3oBaHHbIM COOP W NPOCMOTP MdaHHbIX ayguTta, Wu3
HacTpoeHHoro Ab nepeyHs, ocyLwecTBNAETCs B KOHCOMN CUCTEMbI Pa3BepThiBaHUSA 1 ayanTa
BriokxocT-ceTb. ChopmMmpoBaHHbIE COOLITUS cogepXaTt creaytoLyo MHopMaLmio:

. Aarta u Bpewms;
. MCTOYHUK 3anncu;

. KaTeropus gocTyna;

. TMN coobueHns (YCneLwwHoe UM HeycrnewHoe);
. kog, (ID);

. nonb3oBaTenNb;

. NMSI KOMNbIOTEPA;

. UMS NoNb3oBaTenNs;

. MeTKa nonb3oBarens;

° MMA 00beKTa;
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. MeTKa 0O6bekTa;
. TN JOCTYNa;
° npuBunernn.

B koHconu cuctembl pasBepTbiBaHUA U ayauTta bnokxocTt-cetb AB goctyneH cnegyrowwmn
dyHKUMOHan ansa paboTbl ¢ cobbITUAMKU ayauTa:

o dopmMupoBaHMme CBOOHOIO OT4YyeTa C WHGOPMAUMEN O COCTOSIHUM  KITMEHTOB,
NOOKITIOYEHHbIX K CeEpBepamM nepapxuu;

o cbop cobbITnn ayanTa ¢ kKnneHToB Ha cepep C3U;

o NPOCMOTP M unbTpaumsa cobbiTU ayauTa, COOpPaHHbIX C KIMEHTCKMX KOMMbIOTEPOB
Ha cepBep;

o NpOCMOTP M unbTpauusa coObITUN ayauTa HanpsaMyk M3 KypHana KIAMEHTCKOro
KOMMbloTEPa;

. nepegada cobbITUn ayauTa BBEPX MO Mepapxuum CepBepoB BMMOTb A0 FONIOBHOMO

cepBepa c nocneaywouien nepegadven B SIEM-cuctemy.

MHopmauma aHanuampyetcsa n  cobbiTus, BXoAdWMEe B MNepeveHb, OnpeaeneHHbIn
aAMUHUCTPaTOpPOM 6e30MacHOCTM, OTNPaBMSAITCA CETEBOMY MOHMTOPY ©e30macHOCTU Ha
cepBep 6e3onacHoCTM.

3.9 MexaHU3M KOHTPOSA LUesIoCTHOCTU cpeabl

MexaHn3M KOHTPONSA LenoCcTHOCTU cpeabl NpefHasHayvyeH Ans CreXeHus 3a HEM3MEHHOCTbIO
KOHTpONMpyeMbIX 06bEKTOB C Lenbio 0bHapyxeHns moamdukauumn pecypcoB cuctembl. OH
nosgonsietr obecneyntb NPaBUMBbHOCTb  (PYHKUMOHMPOBAHUA  CUCTEMbl  3alUUTbl W
LenocTHOCTb obpabaTbiBaemon nHopmaumn.

MexaHunam KOHTPOJ1b LIENTOCTHOCTU Cpeabl BKIMKO4YaeT B cebs:

o OTCNexXnBaHne N3MEeHEHU CNUCcKa YyCTaHOBIEHHbIX NPorpamMm;

° OTCrneXxunBaHue U3MEHEHU CNUCKa YCTaHOBMNEHHbIX CNyx6/apanBepos;

o OTCNexXuBaHue U3MEHEHWI NepeYHs KaTanoros obLiero 4ocTyna;

o KOHTPOSIb annapaTtHoOW cpefbl (OTCreXmnBaeT U3MEeHEeHUs KOHurypaumm crnegyromx

YCTPOWUCTB KOMMNbtOTepa: npoueccop, xectkmn amck, CDROM, ceTteBon agantep.
MaTepuHcKas nnarta, BuaeokapTa).

KoHTposib napameTpoB YCTPOMCTBA OCYLLECTBIISETCA B MOMEHT 3arycka COOTBETCTBYHOLLEN
cnyxobl. [onyyeHne MHopmaLmm 0 NepeydncrieHHbIX YCTPOMCTBAX OCYLLECTBNSAETCHA Yyepes
nHTepdgenc WMI. CooTBeTCTBME KOHTpOnMpyembix yctponcts krnaccam WMI n nons, no
KOTOPbIM OCYLLECTBNAETCA KOHTPOSb M3MEHEHUSA KOHGUrypaumm, onmcaHbl B Tabnuue 2.

Tabnuua 2 — CooTtBeTcTBMe ycTponcTs knaccam WMI
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C3W «bnokxocT-CeTb 3»
OnucaHve npuMeHeHns

KoHTponupyemoe
YCTPOMCTBO

Knacc WMI

KOHTpO.ﬂb U3mMeHeHus KOH(*)MpraLIMM ocyuwecTBnsAeTcsa
no cnegyroLwuM nonsam

Mpoueccop

Win32_Processor

e Name (mogenb npoueccopa; Hanpumep «Intel(R)
Core(TM)2 Duo CPU E7300 @ 2.66GHz»);
e DevicelD (M B komnbioTEPE).

KecTtkmnm guck

Win32_DiskDrive

e Model (Mmogenb aucka; Hanpumep «WDC WD1600AAJS-
OOMOAOQ ATA Device»);

e SerialNumber (cepuiiHbIn HOMep aucka);

e InterfaceType (TMn annapaTHOro MHTepdgenca; Hanpuvep
SCsSI, HDC, IDE, USB);

e Size (pa3mep gucka, B 6anTax);

e Manufacturer (nponsBoguTeNnb YCTPONCTBA);

e DevicelD (L[ B koMnblOTEPE).

CDROM

Win32_CDROMDrive

e SerialNumber (cepuinHbIn HOMeEP);

e Manufacturer (npoussoaguTens ycTpowncTea)MediaType
(Tvn  nopgpepXuMBaeMbix HocuTenen; Hanpumep «DVD
Writer»);

e DevicelD (L[ B koMnblOTEPE).

CeTteBon agantep

Win32_NetworkAdapter

e ProductName (mogenb ceTeBoro aganTtepa; Hanpumep
«CeteBas kapTa Realtek RTL8168C(P)/8111C(P) Family
PCI-E Gigabit Ethernet NIC (NDIS 6.20)»);

e Manufacturer (mpousBoguTeENb CETEBOr0  aganTepa;
Hanpumep Realtek, Microsoft);

e AdapterType (TMn ceTeBOro agantepa; HanpuMmep,
Ethernet 802.3, Token Ring 802.5, Wireless);

e MACAddress (MAC-agpec);

e GUID (GUID);

e DevicelD (ML, B KOMNblOTEPE).

MaTepuHckas
nnarta

Win32_BaseBoard

e Manufacturer (npousBoguTens Mat. nnaTbl; Hanpumep
«Gigabyte Technology Co., Ltd.»);

e Model (mogenb mat. nnaTbl);

e PartNumber (ngeHtucdukatop naptTum maT. nnar,
Ha3HaYeHHbIN 3aBOAOM-U3rOTOBUTENEM);

e Product (MgeHTudwMkaTop napTum marT. nnar,
Ha3HayeHHbIN nponssoauTeneM; Hanpumep «G31M-S2L»);

e SerialNumber (cepuiiHbIn HOMep MaT. nnaThbl);

e \Version (Bepcusi mMaT. nnaTtbl, Ha3Ha4YeHHasi 3aBOAOM-
N3roToBUTENEM).

Buaeo-kapTa

Win32_VideoController

e AdapterRAM (06beM namsATM BUAEOKOHTPOSEpa, B
Bantax);

e Name (mogenb BuaeokoHTponnepa; Hanpumep Intel(R)
G33/G31 Express Chipset Family);

e VideoProcessor (Tun Bugeonpoleccopa; Hanpumep Intel
GMA 3100);

e DevicelD (M B komnbtoTEPE).

Mogayrnb
onepaTuBHOM

Win32_PhysicalMemory

e BankLabel (meTka 6aHka, B KOTOPOM Haxo4UTCS NMaMsATh;
Hanpumep Bank0/1);
e Capacity (obbem wmogyns onepaTMBHOM NaMATU, B
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namsaTu banTax);

e Model (Mmogenb Moayns onepaTtyvBHOWM NaMsTK);
o Name (MeTKka p1M3N4EeCKOro anemeHTa);

e Manufacturer (lMponsBoguTens ycTpomncTaa);

e SerialNumber (CepuitHbii Homep).

3.10 MexaHu3M ynpaBneHus naeHtugmkaropamm

MexaHu3m ynpasreHust ngeHtudpmkaTtopamm npegHasHavyeH Ans yrnpaBreHus Kr4veBbiMr
HocuTenamu. o knyeBbIM HocuTenem noapasymeBaeTcs: eToken, SafeNet eToken,
JaCarta PRO, JaCarta NOCT, JaCarta PKIl, JaCarta-2, JaCarta LT, AvBign, ESMART Token
n ruToken, USB-HakonuTenb, aucketa. B kayecTBe KIHOYEBOro HOCUTENA MNOMb30BaTens
Takke MOXET MNPUMEHSATbLCSA MEepCOoHanbHbIM MOEHTUUKATOP MNONb30BaTENs B peecTpe
Windows.

MexaHnam ynpasneHunsd VI,D,GHTVI(*)VIKaTOpaMVI NO3BOJIAET BbINOJIHATL crneaytowine DencTBus:

° MeHATb PIN-Ko KInto4YeBOro HoCUTEnNs;

o nosly4aTb MHGOPMAaLMIO MO HOCUTENIO;

o MEHSATb UMSA 3apermcTpmMpoBaHHOro Hocutens (anga ruToken);
o OTBSA3bIBaTb NOMb30BaTENEN OT HOCUTENS;

o 0TBsAA3aTb HOCUTENb OT paboyen cTaHuuu;

o pefakTMpoBaTb CreHepUpPOBaHHbIE CTaHLMN;

o 3agaTb BPEMS XXN3HU HOCUTENS.

[laHHble NO KaXXgoMy HOCUTEN OTOOpaXKatoTCsA B KOHCOMNN HA OOHOM YPOBHE C HACTpOMKamm
nonb3oBaTens (4ONONHUTENbHbIN Y3en B AepeBe «MAeHTUdUKATOpPbl BXoday ).

KaxxgoMmy nonb3oBaTento COOTBETCTBYET OAMH wnn Bonee HocuTenb, uAaeHTUdUKaums
nonb3oBatenss Oyger ocywectBnatbca no SID (gaHHble O npuBsA3Ke Mofb3oBaTenNs,
HOoCcUTENS K paboyen CTaHUMM XpaHUTCH Ha HocuTene n B 6ase HacTpoek paboyen cTaHumn).

AOMUHUCTPATOP MMEET BO3MOXHOCTb peaakTMpoBaThb OO0 HOCUTENb, AaXe eCnv OH He
NMPUCBOEH MNONb30oBaTENsAM Ha [aHHOW MaluvHe, B creuuanbHoM pasgene, rge 6yayr
oTOOpaXxaTbCs NONb30BaTENM, aCCOLMMPOBAHHbIE C JaHHbIM UAEHTUMOMKATOPOM, U MaLLUHbI,
C KOTOPbIMM acCoLMMPYETCSH HOCUTESb.

3.11 MexaHun3m agMuHucTpmuposaHusa C3U

Joctyn Kk 3ToMy MoAynw npedycMatpuBaeT Hanuuue |y nonb3oBaTens  npa.
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agMUHUCTpaTopa 6e30nacHOCTHU.

MexaHn3am agMUHUCTpUMpOBaHUs obecnedmBaeT HACTPOWKy napameTpoB paboTbl C3U.
MapameTpbl C3W penatca Ha cUCTEMHble, KOTOpble 3adaloT npaBuna AocTyna Bcex
nonb3oBaTenen u MHaMBuayanbHble, KOTOPble OTHOCATCS K NpaBuiam AOCTyna KOHKPETHbIX
nonb3oBaTenen. [Ons ypobctBa paboTbl MNpPedyCMOTPEH pexmm BBOAA HACTPOEK C
Ncnonb3oBaHMeM LLaGIOHOB.

Mocne 3anycka C3W agmuHucTpatop 6€30nacHOCTM MOXET BbIMOMHATL crieaylowime
JEencTBus:

. co3faHue, U3MeHeHue, ypaneHue cyObekToB (nonb3oBaTenen M npoueccoB), WX
YPOBHEW [OOCTyna, naponen nosib3oBaTerien C  BO3MOXHOCTbIO  YCTAHOBKW — AOfIS
nonb3oBaTenen pasnmyHbix WabnoHOB HAaCTPOEK JOCTYNa;

o Ha3HayeHne obbeKkTaM ypoOBHEN KOH(PUAEHUNANBHOCTY;

o yCTaHOBKa KOHTponupyemblx obbekToB (havnbl, nanku, gucku, USB-, COM-, LPT-
nopThbl) ANS KOHKPETHbIX CYOBbEKTOB C YKa3aHneM aTpubyToB JOCTYNa;

o yCTaHOBKa 3aMKHYTOW NporpaMmMHoOuN cpeapbl;

. dropMupoBaHue CNMCKOB NPOLECCOB, pa3peLleHHbIX AN 3anycka;

o dopmupoBaHue cnmcka annos, LLENTOCTHOCTb KOTOPbIX TpebyeTcst KOHTPONMPOBaTb;
. bopMMpOBaHME CMUCKa MPOLLECCOB, MO 3aBepLUeHno paboTbl KOTOpbIX TpebyeTcs

O4YNCTKa NMNaMATH,

o aenerMposaHue npas 4OCTyna no agMmuvHucTpuposaHuio C3M nonb3oBaTensm (Takue
nonb3oBaTenn AO0SMKHbl OblTb BKMAOYEHbl B rPynny agMUHUCTPATOPOB Tekyllen pabouyen
cTaHuun);

o ynpaBneHne annapatHbiMn unaeHTudukatopamm Bxoga (un3ameHeHne PIN-koaa,
3ajaHne BpeMeHW XU3HU HOCUTens, peaakTupoBaHue napaMmeTpoB CTaHUMA 1 Ap.);

. ynpasrieHne rpynnoBbiMy NOnUTUKkaMm 6€30nacHOCTY;

. dopMupoBaHuE Crnucka NpoLLeccoB Af1si KOHTPOSIS NevyaT U HacTpPOrKa KONOHTUTYNOB
Ans BbIBOAUMOW MHOpMaLnu;

. opMMpOBaHNE cnucka 06bEKTOB KOHTPOMS LLEeNOCTHOCTU cpeabl;

. NPOCMOTP M aHanu3 [aHHbIX ayguTa B KOHCONM CUCTEMbl pa3BepTbiBaHUA U ayauTa

BrokxocT-ceTb, HAaCTpOMKa NepeYHst PErmcTpUpPyeEMbIX COObITUN;

o BbIMOSIHEHNE yOaneHHON YCTaHOBKM KnNneHTckux yacten C3U «bnokxoct-ceTb 3» Ha
paboune ctaHuMKM, a Takke nporpaMmmHoro obecnevyeHus Ha pabouyne cTaHUMM B CETU U3
KOHCONN CUCTEMBbI pa3BepTbiBaHUsA U ayamta BnokxocT-ceTb.
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4 BxogHble U BbIXOAHbIE AaHHbIE

BxogHbimMu ganHHbiMmmn ana C3U «bnokxocT-CeTb 3» ABAAKOTCS:

° ©a3a gaHHbIX HaCTPOEeK CUCTEMbI 3aLLNTHI;

) 6asa JaHHbIX HAacTpPoekK ornepaLoHHON CUCTEMBI.

HacTponku cuctembl 3awmTbl XPaHATCA B KIMEHTCKOM W cepBepHOM ©Gasax AaHHbIX,
npeacTaBneHHbIX B BuAe TEKCTOBOro dawmrna onpegeneHHon CTpykTypbl. OaHHbid dpann
COAEPXNT MHpopmauno 060 Bcex CybbekTax n 06bekTax CUCTEMbI 3aLUMTbl, O HACTPOMKaxX
npas AOCTyNa Nno KaXgomy MexaHu3My 3allnTbl U OOMONHUTENbHbIX napameTpax. OnucaHue
CTPYKTYpPbl KITMEHTCKOM W cepBepHon 6asbl AaHHbIX npeacTtaBneHo B [lpunoxeHun 3
AokymeHTa «CpeOctBo  3awWuTbl  MHOpMaUMM OT  HECaHKUMOHMPOBAHHONO AoCTyna
«brokxocT-CeTb 3». OnucaHne nporpaMmmbl».

BbixogHbiMu gaHHbIMn C3U «BnokxocT-CeTb 3» aBnaTCa hannbl ayanta, co3gaBaemble B
npouecce pabotbl C3M.

MpOMEXYTOUYHBbIMA  BbIXOAHbIMWM  [Ja@HHbIMM  CYMTAKOTCA  CUCTEMHbIE  cooOweHus o
HeOCTYNHOCTU TeX UMW WHbIX PEeCcypcoB ANs nornb3oBaTens, 3awuweHHbix C3W. Buag wm
copaepXaHune 3aTux coobLLeHn 3aBUCUT OT KOHKpeTHon Bepcun OC.

B >xypHan ayguTa 3anucbiBatoTcs BCe oOpalleHns K 3almuaemMbiM pecypcam C ykazaHuem
cybbekTa, 3awumuaemoro obbekta, MexaHmama, cnocoba obpalleHusi, yCnewHOCTH NoMbITKU
obpaleHna n BpemeHn obpalleHus. pocMoTp CoobLeHNn ayauTa U OYUCTKA KypHarnoB
ayauTa oCyLeCcTBASTCA agMUHUCTPATOpOM 6e30MacHOCTU C NMOMOLLBIO KOHCOSM CUCTEMBI
pasBepTbiBaHusa n ayguta (CPuA). NMonHbin nepeyvyeHb cobbITUA, OUKCUPYEMBIX B KOHCOMNM
CPuA npuseneH B fokymeHTe «CpeacTBo 3awmTbl UHOPMaUUKM OT HECAHKLNMOHUPOBAHHOIO
poctyna «bnokxoct-CeTb 3». PykoBoacTBO agMuHucTpaTopa 6e3onacHocTu. lMpunoxeHune
5».
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5 [llporpammHubie mogynn C3UN  «BrnokxocT-
CeTb 3»

C3N «bnokxoct-CeTb 3» BKIOYaeT criefyowme nporpaMmMHbie MOAYNW, peanuaylowme
MeXaHuU3Mbl 3amnTbl U UX B3aMMOOEeNCTBUE B COCTaBe nporpaMmHoro obecneveHms C3U:

. MOAYIb pasrpaHMyeHus npasB nofib3oBaTernieM Ha AOCTyn K pecypcam dannoBou
CUCTEMbI U MOAYIb rapaHTUPOBAHHOIO yaaneHus;

o MoAynb rpadouyeckoro nHtepdgenca knmeHTa 6esonacHocTy;
o MOAynb rpadmnyeckoro nHTepgenca agMmMHNUCTpaTopa;

o MOAynb onpeenenus nHgopmaumm o pecypcax lK;

. MOAYIb NOMYYEHNSA N YCTAHOBKN HAaCTPOEK ANt CETEBbLIX NOAKITHOYEHWI;
. MOAYIb KOHTPOMSA NeyaTu;

o MOAYNb NOACUCTEMbI ayTEHTUUKALNK;

. MOAYINb KOHTPOSS LEeNOCTHOCTU cpeapl;

° MOAYIb KOHTPOMS LeSIOCTHOCTU (PannoBON CUCTEMBI;

° MOAYIb 3anycka u KoHTpons coctosiHus C3U;

) MoAynb paboTbl ¢ KnMeHTcKon 6ason aaHHbIX C3U;

) Moaynb cbopa cobbiTuin ayanta knueHta 6e3onacHoCTy;

o mMoAaynb cbopa cobbiTnin ayanta cepsepa 6esonacHoCTy;

. MOAYINb pa3BepTbiBaHUSA KNMEHTOB 6e30nacHOCTY;

o MOAYINb areHTa pa3BepTbliBaHUS;

. MOAynb AncnetTyepa CoeanHeHnn knmeHTa 6e3onacHoCTy;

. MoAynb Ancnetyepa coeanHeHnn cepeepa 6e30nacHOCTY;

. MOAYIb KITIMEHTA CETEBOro B3auMOOENCTBUS;

. MOAYIb CepBepa CETEBOrO B3aMMOLENCTBUS;

. MOAYIb MOHUTOpPa 6e30MacHOCTN CEeTEBOro agMMHUCTPaTOPa;
. MOAYIb HACTPOEK YAaneHHbIX KNMeHToB 6e3onacHoCTy;

o moaynb paboTel ¢ cepBepHon 6a3on gaHHbIXx C3U;

. MOAYIb CETEBOr0 MaHAATHOIO PeXnMa;

. MOAYMNb OYUCTKN NAMATY;

. MOAYIb KOHTPOMSA KnacCugukaumoHHOro ypoBHS B CETM.

OnuncaHune nornm4yeckom CTPYKTYpbl UCAOMHAEMbIX MOLYSIEN CEPBEPHON N KIMEHTCKON YacTen
C3W «bnokxocT-CeTb 3» 1 CBA3N MeXay HUMU NpuBeAEHbI B JOKYMeHTe «CpeacTBO 3aLlmThl
MHOpMaUUKM OT HecaHKUMOHMpoBaHHOro pgoctyna «bnokxoct-Cetb 3». Onucanue
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nporpammbi».

BxoaHbiMM gaHHbIMK ons paboTbl MOAYNS NOACUCTEMbI ayTEHTUMKALNN ABAAIOTCS CMMCKN
3aperncTpuMpoBaHHbIX MOMb30OBaTeENen M UX Naponu, XpaHumble B 0ase padHbix (BA),
CUHXPOHU3MpOBaHHbIe ¢ B[ nonb3oBaTenen, 3aperucTpupoBaHHbIX B OnepaunmoHHON
cucteme Windows. [Mpn BKMAOYEHMM KOMMbKOTEPA ITOT MOAYSfb HaynHaeT pabotaTh Ha
nocnegHeMm  atane  3arpysknm  onepaunmoHHOW  cucTembl. Bce  nonbiTkM  nponTu
ayTEeHTUMUKALMIO 3anucbiBalOTCA CUMTbIBAKOTCA Moayrnem cbopa cobbitun ayauta. [lpu
yCnewHoM OCTyrne nosfib3oBaTesis B CUCTEMY €ro aeHTUMKaLUMoOHHOE NMsi puKcupyeTcs B
B[], cunTbiBaeTCA MoOAyneM pasrpaHuMyeHust npae SOCTyNa M UCNOSb3yeTcsa ANsl KOHTPOns
BCeX NocreayLmnx ero 4eNCcTBuMN.

Moaynb pasrpaHMyeHna npas [[OCTyna sBNsSeTcA gpavBepoM (annoBon CUCTEMbI U
3arpyxaetca Oo 3anycka rpaduyeckon obonoykn OC. [QpanBep 3anyckaeTca nocne
NPOXOXOEHUsT norb3oBaTenemM ayTeHTUMUKaALUMN U HaudMHAEeT KOHTPONMpOBaTb OOCTYN K
3awmwaembiM obbektam Ha ocHoBe MHdopmauun n3 bL. Bce obpalleHns K 3awmwaemsim
pecypcam KOHTponupykTca u dukcupytotes B B xypHanoB ayauta mogynem cbopa
cobbITnin ayauTa.

Moaynb KOHTPOMs LENOCTHOCTM W rapaHTUPOBAHHOIO BOCCTAHOBMEHUS U MOAYIMb
permctpauum cobbiTuin SBRAKOTCA COBCTBEHHLIMW cepBUcamMun (cnyxbammn), 3anyckaembiMn
npu 3arpy3ke CUCTEMbl U MOCTOSHHO HAXOAATCHA B MaMsTU OO nepe3arpy3ku KoMnbioTepa.
Moaynu ncnonb3ytoT ans ceoen paboTbl HacTporkn C3U n pukeupytoT B XXypHanax ayauta
HapyLleHne LenoCTHOCTU NOCTaBMEHHbIX HA KOHTPOIb (Dannos.

C nomoLubo Moayns rpadunyeckoro nHTepgenca knneHTa 6e3onacHoCTn U agMMHUCTpaTopa
NPOn3BOAUTCA HACTPOMKa NapamMeTpoB CUCTEMBbI 3alUnUTbl U coxpaHeHue ux B B[] HacTpoek.
Ona Toro 4tobbl HOBblE MapamMeTpbl BCTYNUMM B CUMy, HEOBXOOMMO CMEHWUTb CeaHC
nonb3oBaTens. [enctBus agMumHucTpatopa 6e3onmacHOCTM MO U3MeHeHuto HacTpoek C3U
dumkempyroTes moaynem cbopa cobbiTun ayguTta.

Mogynb onpegeneHna unHgopmaumm o pecypcax K nonyyaet gaHHble 0 pecypcax [1K,
crnmckax nonb3oBaTenen, 3anyLeHHbIX npoueccax u obcnyXmBaeT 3anpocbl Ha NosyYyeHue
AaHHOW WHJOpMaUMM Kak OT JoKarbHOro Moayna agMuUHUCTpaTtopa, Tak UM yaaneHHble
3anpochl.

[ncnetyep HaACTpOeK yaaneHHbIX KNMeHTOB 0e30MacHOCTM MnepeHanpaBnsieT 3anpockl O
AOCTYMHbIX pecypcax knueHTa 6e3onacHOCTM MoAynio onpefenennss uHdopmaumm o
pecypcax K gaHHoro knueHTta 6e3onacHocTn. Tak e oH obGpabaTbiBaeT MHGOpMaLMIO O
MOAKIMIYEHMM M OTKIIIOYEHUN KNMEHTOB Oe3onacHocTn, WHdopmMupys 06 3TOM Moayrb
rpaduyeckoro uHTepdenca agmumHucTpaTopa AN paspelleHnss unm  GroKMpoBaHUS
BO3MOXXHOCTU UX aaMUHUCTPUPOBAHMS.

Mopaynb nony4yeHns HaCTPoeK Ans CeTeBbIX MOAKNoYeHUI obpabaTbiBaeT 3anpochkl MOAYs
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pasrpaHMyYeHns npaB LOCTyMNa Ha 3arpy3ky HacTpOeKk BOLUeALMX CeTeBblX Monb3oBaTenemn
UNn 3anycka npoLeccoB OT MMEHM NONb30BaTenNs, He BOLIeALWero HTepakTMeHo. Moaynb
obpabaTbiBaeT 3anpoc 0 Tekylem MaHgate paboThbl nonb3oBaTenen Ha paboyen craHuuu,
4YTO He0BX0aMMO ANs opraHM3aumm CETEBOro MaHAATHOroO pexuma.

Moaynb O4YMCTKM NaMsATM KOHTpONuMpyeT paboTarolume NPOoLEeCcChl M oyuwaeT namsiTb, Npu
3aBepLUeHn npoLiecca, NOCTaBNEHHOro Ha KOHTPOSb.

[vcneTtyepbl coeguHEHUI KnMeHTa U cepBepa 6e3onacHOCTU sBNSIETCs AucnetTyepamu,
KOTOPbIM HanpaBmsiloTCA 3anpocbl Ha nonyvyeHue pabounx napamMeTpoB MNpu 3arpyske
CMCTEeMbI, BXOZE HOBOIO Nonb3oBaTens Unun nepesanycke Moaynemn.

Mogaynu paboTbl C KNMEHTCKON U cepBepHon 6ason gaHHbIX C3 obpabaTbiBatoT 3anpockl Ha
nonyyYeHne U COXpaHeHMe HacTpoeK, KOAMpOBaHME W packoguMpoBaHue ¢annos
KOHdUMrypaumm ¢ napameTpamm paboTbl CUCTEMbI U pa3rpaHNYeHaMM ANg Nofb3oBaTenen.

B wmogyne ayauta ukcupyotca Bce cobbituss ayamta ot mogynen C3WU, koTopble
coxpaHstTca B bl ayguta. Kpome Toro, nponssogutca ounbTpaumnsa sannucen ayguta ans
BbIsIBEHNA COObITUA K3 ONpefenieHHOro MepeyHsi, KOTOpble OTNPaBfATCA MOAYMo
MOHUTOpa 6e30nacHOCTM CEeTEBOr0 agMUHUCTpaTopa ANA CUrHanusauum O HapyLlleHUsaxX
©e3onacHocTu.

Moaynb KOHTpONs nedyatu OrOKMPYeT BO3MOXHOCTb MeyaTu Ha  YCTaHOBIEHHbIV
BMPTYyarbHbI MPUHTEP W OTCREXuWBaeT OTMpaBKy MONb3oBaTeNeM [OOKYyMEeHTa Ha apyrue
yCTaHOBINEHHblEe MNpuHTEpbl. Koraa nomnb3oBaTenb OTNPaBnseT KaKoW-NMOO [AOKYMEHT Ha
NPUHTEP, ONpeaenseTcs UMs nonb3oBaTens, AOMeH (ECnu eCTb), K KOTOPOMY MPUHAANEXUT
nonb3oBaTtenb, MNPOLECC, KOTOPbIA MPOU3BOAMT Me4vaTb, W MPUHTEP, Ha KOTOPbIii
npoussoanTcst neyatb. Mocne 3Toro 3agaHve nepeHanpaBnsieTcsl Ha BUPTYanbHbIA NPUHTEP,
Ha KOTOPOM NPOM3BOAUTCS MPOBEpKa NONIHOMOYMI NevaTn 1 gobaeneHne KONOHTUTYNOB Ha
BbIBOAMMbIE CTPaHULIbI.

Mogaynu knueHTa n cepBepa CeTeBOro B3anMoOenCcTBuSA rnpegHasHadeHbl A 3amweHHoro
yAaneHHoro yrnpasneHus pasrpaHu4eHus MU MONHOMOYMI Mofnb3oBaTenen Ha ygareHHOW
paboyen ctaHuun. OHM OCYLLECTBIAIOT nepedady AaHHbIX no npoTtokony TCP/IP, B3aumHyto
ayTeHTudmnKaumo knmeHta ©6e3onacHOCTM M cepBepa YyaaneHHoro ynpasnenus C3U,
OCyLecTBNAT O0OMeH KOHMuAeHUManbHbIMW  OaHHbIMM MO 3alUMLLEHHOMY KaHany,
ynpaBnsaT NOTOKaMW AaHHbIX ANS pa3nnyHbix moaynen C3U.

Moaynb MoHUTOpa ©Ge3onacHOCTM CeTeBOro aAMWHMCTpaTopa BbldaeT CeTeBOMY
agMUHMCTPATOPy WHAOPMaUMIO O MONbITKax HapylleHust 6e3onacHoOCTM, O MOAKMYEHUM
paboumnx CTaHLUU K CETU, O BXOAE NOoNb3oBaTenen Ha nokarnbHble CTaHLUN.

MOﬂ,yJ'Ib ceTeBoro MaHgaTHOro pexuMa XpaHUT CMNUCOK pa60Tarou.u/|x MalnH U MaHOaTbl
BOLLEALWNX MONnb3oBaTenen, Yto Heobxoommo Ans OCyLlecTBliEHNA CeTeBOoro MaHaaTHOro
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pexuma.

Moaynb KOHTPONs LEenoCTHOCTU cpeabl npefHasHayeH Ans CreXeHust 3a HEUM3MEHHOCTbIO
KOHTPONMpyeMbIX OOBbEKTOB C LeNnbio 0BHapyXeHus moaudumkaumm pecypcoB cuctembl. OH
nosponisieT obecneuntb NPaBUibHOCTb  (PYHKUMOHMPOBAHMUS  CUCTEMbI  3alnUTbl WU
LenocTHocTb obpabaTbiBaemon UHopmauuun. Mpu BbISBIEHMM HapyLWeEHUA OH nepegaeT
cobbiTne 06 wHUMAEeHTe wmogynw ayauta. Moaynb KOHTpONna LEenoCTHOCTU  cpenpbl
B3aMMoZeNCTByeT C KnueHTckoM B[, B KOTOpOW XpaHWUTCA aTarioHHas nporpaMmHO-
annapaTtHasi KoHgurypauus KomnboTepa A BbIIBEHNA U3MEHEHNI B peCcypCax.

Moaynb KOHTPOSS KNnacCuUKaLMOHHOIO YPOBHS B CETU KOHTPONMPYET KracCcuUKauMOHHbIEe
YPOBHM OOBLEKTOB W CyObLEKTOB, Onpeaensiowme ypoBeHb KOHMUAeHUMaNbHOCTU
3awmwaemon mHpopmaumn. VIHpopmaumio o KnaccuUKaLMOHHBbIX YPOBHAX OOBLEKTOB U
CyOBHEKTOB MOYNb KOHTPOMA KacCUUKAUMOHHOIO YPOBHA B CETM MOSiydYaeT OT MOAyIs
KNueHTa ceTeBOro B3anMoaencTBuS.

Moaynb pasBepTbiBaHUSA KIMEHTOB 6Ge3onacHOCTM npefHasHavyeH Aafist  YCTaHOBKM
nporpammHoro obecne4yeHuns, B ToMm 4yncne knmeHtckon vyactn C3U «bnokxoct-CeTb 3» Ha
paboyune ctaHuun. Mogynb pas3BepTbiBaHUA KIMEHTOB 6e30nacHOCTU OTnpasfisieT MoAyrto
areHTa pasBepTbiBaHUSA 3a4aHNA Ha YCTAHOBKY NporpaMMHoOro obecneveHums.

Moaynb areHTa pasBepTbiBaHMS  OCYLECTBNsieT B3auMMOAEWCTBME C  MOAyIieM
pa3BepTbiBaHWS KIMEHTOB 6e30NacHOCTM N yCTaHaBNMBaETCA Ha paboymx cTaHUMsX B CeTw,
Ha KOTOpble NiaHMpyeTCcsa yCTaHOBUTbL NporpaMMHoe obecrnedeHne, B TOM YUCIe KITMEHTCKON
yactn C3U «bnokxoct-CeTb 3», C cepBepa 06e30MacHOCTU C WCMNOSIb30BaAHMEM MOAYIIS
pa3BepTbiBaHUS KIMEHTOB 6€30MacHOCTN UMK BPYYHYIO Ha KINEHTE.

Mopynb 3anycka u KoHTpons coctosHua C3WM  nonyyaeT komaHabl OT  MoAyns
ayTeHTUduKaumm n npepocrasnsget Ab BO3MOXHOCTb CaHKLUMOHMPOBATb OOCTYN KaXgoro
nons3osaTensa K ycTponctsam. BBoa-BbiBO4 Ha ycTpowcTBa AOCTYMNeH Ans Mnonb3oBaTens
TONMbKO B TOM Clny4yae, eCcnu ypoBeHb KOHUOEHUMarbHOCTU HOCUTENSA HE Bbille YPOBHSA
KOHMMAeHUMansHocTu none3oBartens. Mogyrnb 3anycka KoHTponsa coctosaHua C3U BkrovaeT
ApanBep pasrpaHnyeHus npas goctyna kK noptam. [nsg USB-nopToB gonyckaeTcsa npuBsa3ka K
yYeTHbIM 3anucaM nosib3oBaTenen, paspelleHHbIX aAna ucnosnb3oBaHus Ha [1K USB-
YCTPOWCTB.
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[lepeyeHb cokpalleHnn

Ab - AomuHucTpaTop 6e3onacHoCcTH

APM - ABTOMaTU3MpPOBaHHOE paboyee MecTo

=yi| - Basa gaHHbIX

KC - KoHTponbHas cymma

nBC - JlokanbHble BbIYUCIINTENBHLIE CETU

HCL - HecaHKuMoHMpoBaHHbIN JOCTYN

oC - OnepaunoHHas cuctema

no - MporpammHoe obecneveHne

MK - [NepcoHanbHbIM KOMMBIOTEP

CBT - CpeacTtBa BblMMCINTENBHON TEXHUKW

C3U - CpeacTtBo 3awmThl MHpOpMaLUMn

CK31 - CpeacTtBo Kpuntorpaduyeckon 3awmtbl MHGPOPMaLNK
Ccno - CneumanunanpoBaHHoe nporpaMmmHoe obecneyeHme
oC - dannosas cucrema

oA - kcnnyaTaumMoHHasa OKYMEHTaums
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