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D1 Ofstetsdls! WdL oA ¢ v 102 dtso .

2)1 Offstetsdls! dscdyujMSd?2 fhkls! StOdj ™ % 02 dtso .

)1 tedmotsdls! WdLdujmSd2 fkls! WO2k0 dscdyujntsd
4211utSLHOd]] COOESEO dO ¥ dLdyujmMSsd kise daj

[ MELHOR(Y COOEBEO &0 ¥ dLdujmssd [ttSarzj
BOL dMm.

4.2.1. 2 KOUsH0REE O dzO0 dsEduj S s5d kiese dzj
UBLHOd]] COO&SEO d¢O dscdujmStd tso dj dj SBOS
wdyj det dd o dSAMGUEY jO fisi SAPIFIORI

[ MBLHOdIY COSOESCO d0 dscdujMSsd bisFuE dj
[CdEste Ozt OSydd ft6j nmBEOe dzj dzts dz@ tod fy.
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OnpeneneHWe NorMyeckux NyTei Kk dakiny: nzmenexdne: obzop

HoBble 3anucK BblgenuTh BCE BbligenuTb BRok BblgenvTb KoHdurypauwua

[Wanoroean cTpyKTypa |
~ y Onpefenedve normyec
MpucBoeHue huzye

CozNaHWe NOTMYeCcKora NyTH K diainy
Nor. onpefeneHue MMe

MPHCBOEHUE NEPEMEHHI NoruuNyTe daiina Hazeanme
OnpegeneHne CMHTaKCK /BODS/RFC_READ TABLE FILE i | A
lNpUceOEHWE Onep. CHCT SGRZIS/LITORIA BubnuoTera Litoria -

/GRZIS/SECS DPL RESULT
/GRZIS/SECS DFL SOURCE
/GRZIS/SIEM
/SAPDMC/LSMW FILE LP
/SAPDS/RFC_READ TABLE FILE

/SAPPO/RRCHIVE PPO PATH WabnoH myTH K dadny

B2 GLOBALPATH ArchiveLink-nyTe

ACC_INSTALLATION PATH WinGUI Check-Tool: uHCTannaWmMA Ha MK
LACC_PROG_DEFRULT PATH WinGUI Check-Tool no ymonuaHuo: Mecro B nal

ANST TRACES GLOBAL
ARCHIVELINK CONNECT CUSTOMIZE UNIX
ARCHIVELINKE CONNECT CUSTOMIZE WINDOWS

ARCHIVELINK DELIMITER PazaenuTent Mexay nyTeM U uMeHeM dalina  ~
L4 > L4 >

tdmMz@®&f MsC SOOdseto &0 dscdyj MS s

[ dz2v ML HOddY COOEseO &0 dsedyj Mt ktotse dzj dzj

HOBBIESAMICN 5 o s d o fnlshidrp2j Uf kit GADPIEORIAK /d o flsts
L]
c1 OL 9 0Odzd j € (;10l]’Q(DITCBleiA@.dzd@g]&lse,l;l.gdztsq’glz

Hoeble zanucu: 0630D nobaBneHHbIX

BbloenuTs BCe BblaenuTe Bnok BblAen1Th

[Wanoroean CrpykTypa |
~ 40 OnpefensHue norMyeck
NpuceoeHne drzMye

Nor. onpegenexue nMe
MpPUCBOEHNE NEPEMEHHI NorwuMyTs daiina '_HE3BEHHE!
.Y
-

CozgaHne norMdeckoro NyTH K dainy

OnpepengHue CUHTaKCK JGREIS/LITORIA I_I_ITDR.[A. Manka 4nA auueHzuil
MpUCBOEHKWE OMEP. CHCT

{ Mz G tsL HOd]] SOOdseO dO dsedyj MS sd

4.2.1.3 14 te®M@vdzO OSCIsdeo Oyds dzdyd deL dd

rdzv O0¢IsdeOydd dzdyd dzt dd dzj sBrtSHJ @S EMisOdzse s+
ftoj HMIsOo dzj d&ZO ©® HBC d3j dzls §1 FSafdFROIIANE Shitedz H O dzj dzd §
rdzv O0CIkdeOydd dzdyd d.dd dzj sB n ts5HNGEARIS/ACDYATION.J Is
lojiMmlsd desdzj 6 Cdf y@B)dgAd yrds i iy  dzj C stesdzdes?2 ff sylsT



FTASUH®OPM } sc¢SafeERP Security Suitee
GI CEPBUC tE¢tsosHMlsots OHBddd MistcOlststc © 24

slsfcOodjd Cev y OSkkdoOydd d WO2d ddyjdLdd, §kis
dv fesHkSlkO, @Oy0k! Cdasfcthk

AKTUBaUMSA NULEH3UU
@

E-mail agpec K4
Kntou nuueHsum 4
MyTe ans sbirpysku daiina ™
I 1

Wma npoaykTa

.SafeERP Security Suite
SafeERP Platform Security
SafeERP Code Security

tdmzags{ Cdes ¢coCIsdea Oydw dzdyj det dde

4.2.1.4 YO02w@L &Oy,j dzL d 2
[Cdets 9C&OHSd ¢f dyjdet dwe €t dzfpafeERP SE@ ot 8 WAOd dAPA g

HdzZw L OctekzLCd WO2dZO dzdyj dzL d 2, 9 Colttetsdy G tcj H

Ctsdzd yJ Mlsets f tsH € dzt y O jecBefeERP GacjritiglStitee. ¢ A D38 &z M dzd y 4
ftocj HsMIsOa dzw j Ismw o ¢ s dgfatEgRP ISgcurity Suifde©o € d 1 s
JCdes 9 C dZzOH S ¢ dyd dzr dwe29f toj HiMIsOo dzj dets dzO tcd fny.

MyTk K nanke LitaraDLL | |ﬁ||

CalfT aKTHBALMK TMLEHZMK

NpefynpexaaTe 23 (AeHE) 3 Bepcus cepBepa ynpaeneHKA: 4.8.9 Hwiey system  BO012303968

’_‘\@\’_M ” Hﬂ” HY M@ |||T_‘| ||EEM_|\’_|\ 2k [lanHsle No arexTan

|:' Ocobaa cutyauna Maentudukatop C gatul Lo patwl Beponaluue NuueHzna MNpoexkr Bcero :PS Wcn-Ho:PS Bcero :CS Mcn-vo:CS Bcero :HAN Wcn-Ho:HAN Bcero :JAV Wcn-
| | CS-EM-MAIN 26.10.2022 13.10.2072  MAIN SafeERP Security Suite GIS 5} 35 5} 5}
| | BAWZ0-00440-MYMB]-G72 09.09.2022 27.08.2072 MAIN SafeERP Security Suite TEST-123 2
. 0AFL4-16PVV-ETQUU-ESA  10.11.2020 29.10.2070 MAIN SafeERP Security Suite test 10 4 10 3 5 1 5
. HA7 TR-ASLUH-IRHXQ-9WS 10.11.2020 29.10.2070 SUPPORT SafeERP Security Sutte test 10 b 10 5 5 5
. FUCTH-B92Z5-T8G57-BQX | 26.10.2020 14.10.2070 MAIN SafeERP Security Sute COD M2 107 A 9999 2

@ [alE][z[=[n]" [Pl [@.J&. =) . @]
Er Ocofiaa cutyauns IDNnueHzun BepcusNnue Bcero :PS Mcn-+Ho:PS Beero :C5 Wcn-Ho:CS Bcero :HAN WMcr-HO:HAN Bcero i -
Bcero MAIN 124 <] 9999 5} 10 i v

@IE Ee
tdmzass Y Cdets oS ZOHSd ¢f dygdaL dwe

JCdes 9CdZOHECd MBHjteydls Hej B d&OMIs:
1)1 0ctclkt €O ¥ O2d&ZzO dzdyj der d .
Il tBd&OMIs! LOctekzL Cd W¥WO2d&O ddydd.dd o¢d® yd dz
o clzlsy C DIy i d P CO, o Clistets? dzOR SHYdsdnw

(

f
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dzd yd dat d d;

Yo

Yo

Yo

Ya

Yo

2)

c22ls OCIsdo Oygdmatysj daz@ ¢ slststetsd3 dzd 5B = tSH d d3ts
OCIsdeoOydd dzdyd dzr d( . 4 O21Ils Hdzw OCIsde Oydd dz
fcsmMlsOeah dC s EMdziza;

cOAdz ddwjide detste W O2 dzO Hdzw L O& € oL SBfs to dzdvPj2d
lSﬁ]IZhJﬁ]ISSdeWJUSl!ﬁjd?)lSQdZISIIEIq OCIsdoa Oydqwy CdizOdzH " d
BmthfnbswwﬁB(ﬂjgjhdzgsm _ MmnopTiposare |);
ccjHEZftc] yHOI'eT OB, djlcdtsSHO ot d3j dad , LO ¢
fojHzftejHdls! tnaccEOsdyQdgdse vV dzdyj dzt dd;

CRzW stedzOydw  datsd3j tej f sfmdzj H dzj 2 Mmls Odzts 0 dzj dz
EftcOo dzj dzadw 1 SecuBtaSuiee& R P

CRzW stcdzgOydw s f OtcOd3j Istcg cHwKey dnykzsgdgzmeg dzs iy
sBStclzH tsé0 Oded W

vOBdzdyr Mt MfdmEokRd dzdyj d 2.

1 jteo OV OB ddYO Mt MEdmMSsd ddyjdL 2 fsHj ey

)
Yo

Ya

Yo
Yo
Yo

Y
Y

N

N

Yo

ftedtsBtejlsy dzdzgr R, Hj2fbeakshdn d f dfmlsjShdd
Saf eERP. JIsstcOwv IsOBdzdy0O MHjtydls tBMEY MEd
H2Miso diss jadz dzd yJ daL d 29) ( md3.r Odafd) j o IsOBdzdyd
g stels© W O2AEZO f dzdyj dzr W diz3q .

sB dzOMIs IsOBdzdy o Cdz¢ yjd@r Mmdzj Hize W j f tsdzw:

¢c MsB OYIsAPay v dzH d € Olstster slssBtcOy O h d jB iMlsOls
Hij2Mlsoadlsjd dg & iddyjdadd, f dmisjcoOs " d@ifflesC ¢
dilsj ¢hddz MesStsd Hj2Misedw ddyjde dd ddzd dzd
Hj2Mmsadw (otcjdW fjttjrBHO © MiksOlkzMm M dhmisj O
fcdzp®itcj HEftcj Y HOI! L O (HJjd& ) &) ;

C R J dzlsdW d&T @EDE(telzj detso Odzed j ( S BBH) WO2d2zO0 dzd yd dar d
Gjdaj eOydd Hddzv IsOBdZJY"r M BHh j2 ddWstedkOyd,j 2

BIISCO c¢clMmicetse Hdzv IsOB &Y' M BN j2 Mkzddwkts?2

Hy2Mlseadlsj dzt dz@ = dzd yd dzL d 2 ;

CuH OleT HOIO dOYOdzO Hj2Mmlsedw dzdyj dzL d d;

CM HOBH OO tEdyoddwY H§2Msadw dzdyd dt dd

¢l tefmdw dzepysdeted o j dzj dzd J o  HMAINEZ] ty)fy dias af dgO W ¢ dzd Y §
2O fsHSCds yjddj Ocjdzstse (Bsyjls Bris! Heoka Isdt
(otej d3J dzdzOUPPORTET dzd yJ dzr dw dzO Isjardzdyd M k¥ § tsH
e eOBBREEEE {§ ODHESS O it GfesfStdssds Hj 2 Mo dw s+
cfdyj didfvetsctcOdRd3dze" 2 ftosHEZzZCl, Hd&zY Cttltttsets M
¢ RBW fteBj S ls@dL 9 Odad J ftosj S @C OU mydft @dzd d H dzw

ftedtsBtejIsjdz dzdyd det dd dzO FaleERPIcOdGzdsdz" §| §tetsHEzC
¢ fnd PSS sdzd yd Miseo s {f ABAPKOGIY filsdgras.dzd yJ Mls o ABAPE | dzls
mMdMmisj &3 Hdzv ftose jtobd { BacERPEEIEgMn Sazurdyis H iz dzj o3

1)rdzw
W02 snsHJls

LOctkL §d dzd yj diedudly uite ) SBaf e ERBMY W02k sdfO c¢cfjtkd
o Sy dzj ClsSefusty® o ¢ 1 s SafeERP
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L cMfsdz L sPDO&tsdzd yj Mlsots  cABAR-©ds fJdoldds & sdzd yJj Mise
ftesH zC Is dBABZME Mis § d3" (SdZdyj Mseats f sHEC dzt yj dzdz” =
f otsG tc O 3d3dz" d3 Sakik RAzRiaffodg Security;

Y ¢clnd ¢S ¢ tudzd yd Mlso 5 ABARZA Glsjddaidgiis®ds dzd yJ Mis o s5dz@ G J «
ftosHEZC sABARAdMIs] &3 Hdzv ftese j 6l d f BacERPCHEgdz o3
Security;

L cANf sdz L s€D&ts:dzd yd Mlso s  ff cABAR-Od Jarldds & sdzd yj Mise
0OG j dzlsABAP-ifd Mis j d3" (SBdZdyj Mse s f sH G dzs yJ dzde” m
f tctsG tc Odzdzdz” d3 SaE RRAzQGlge Becurity;

Y% ¢ lnj cts: C s HANQAJOMG I allisi tots dzd Yy J Miso 5 BANAH s j dgO H d
ftetso j € d { totsac tc O dBREAFRR Pletfisrm BSekzyjritz

o ¢cANf sdz' L s Odzets: HANAAAIGY)jdBdSoSEts dzd yJ Mise 5 OHANAERIS ts o
fdMmisj &3" (CtsddujmMisets § tsHC dzy el dedzl & Sfy deiPlezizdy d3
SafeERP Platform Security;

Y% ¢clnj cts: C s diaja;Q dnjsdelis® B dzd U j Mise 5 Qavg-fgakfsle | dglzO H d
fteso J o€ d ¢ tosc tcO d3ByitFERRE Pldtfsrm Bekzjritz

Yo ¢cHNf sdzt L s Odzts: Javaiedjigiddsts dgrd Y J Mis o 5 Ideajmdilintsg dzlzO
(Ssdzduyd Mlsets § sHCdz¥ yj dzdzr = MdMmilsj d3) H dBafeBRB SO j 1
Platform Security;

Y% ¢ ljcts: C tsdzd Wiy lsidistis § s fzd U j Miseo 5  OROjipdldidssj d3tizO H d
fteso J € d ¢ totsc tcO d3ByitFRRE Pldtfsrm Bekzjritg

Y ¢cHNf sdz L 59 Odzts: C-Bdzgf wglsigBOded Ulj[Mise 5 BE-fdelgis g d3rdac
(Ssdzdud Mlses § sHC dz¥ yJ dzgdzr = MdMmilsj d3) H dBafeBRB SO j !
Platform Security.

4.2.1.5 ) Oc iz LHCORzd @IJdzAf 5 dzd y 4 dzeL vV O3
Is 9Cd&ZOHC ] c¢cfduyjdrdde HsMiskzf O WEkdydw LOcklkzL
[ dzw sts¢ s Ylstser M Oyols:! slsyd Is it dzd yd der d W

|88 Mannsie o arexTam (Md3. 2Wdfmar BteOIls: o) flekcelfl) OR wOdzj dzpy Ols
CutsntOdedls! &.
] Wo2dj MHjtydlkfmy sOBdRJYO Mt fMdjHks h ddid flstd
% SIDi Istej AL dzOydz" 2 dHj desdW dS Olstste O6 j dzls ©
v s d NOddgOlsS 5 fdMOdzdj Oc¢j dzsO;
2 Ilsdiflsdy Oc] dzls O MfSsdstatds 2Asmw o Md Misg By ;
% o jtefifpwj effdw Ocjdzs®O, Ctslstster 2 §tsHSdz® yjdz o fdH
Y ctezfifE@®EZff O, o Stttz oRtHdl OG] dzls;
Y% IDsfdetse dets 2  z§ uzf dgL Gsdfdzs o dzgs?2  dzd yJ dzL d d ;
Y ftetsj Cls tsfdzets o dzis 2 dzblef tggs@ay - §tle@es dzv s h O fd Misj &30,
f sHCdzs yd dz OG 4§ dzls;
» OBdo dzsfls! tsdzse dzsd H @ Q) dde@idO dz®ls MtcsC O  H§ 2 fy
dzd yd deL d d ;
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¥ OCIsdo detsmis! shdetse izEsDIs@rd Ypdey@dH giBmMlsoadwy tsmdatsoe
V2 IDdzd yj deL dd f SHaeey ey &dyjdei dd fBHH] LY S

Yo ftesj Cls dzd yj dzL didd diW sHoHdgCapfpdiz@zes dzv ¢« MB Y dis®,d ¢ ¢
fsHSCdzs yjdz OGJ dzls;

Y OCIsdo dztsfyls dzd yJ dzL didH QflsSH Hz®Y O dfO tSigtesC O H j 2 M
fBHH] Y Cd;

% OCIsdo desfyls Zzdyj dzet g HHIsS@ H FisAyd estsSC O Hj 2 M
fsHHjtY (.

422 [ftojHjdjdedj o sdz Ly oe® lefifgcty L HOOEMO dzd W

[Cdets EzZO ¢ A datso 5§ L OHOdzed § € & szl ts dBhfeERFD Buddc 52
ftoj HdZOL dzgOyJj dets HdzW tSftcjHjdzjdedY Isdf O ftsdz L 59 Olsy
[Cdes 9 C AdZOHSd cABdesatsj LOHOAEG.je ftojHMIsOs dzj daets dz

DoHoBoE 334aHue

Tun nonb3osarens TexHuyeckuit nons3osarens v YyeTHas 3anucs SAFEERP_JOB

MapameTpbl 3anycka aHanuTU4ecKoro poHOBOro 3aaaHus

Wms nporpammbi /GAZIS/S 1_FILL_ CHECKSELF
WUms 3apaHus /GAZIS/S1 FILL CHECKSELF
MocneaHee BbinonH. 3aaaxue 00:00:00 Craryc BLINONHEHUS HeMsBecTHOE COCTOSHU
Cnepyouiee 3apaHue 00:00:00 O6HOBUTL
Mepuopn v
Cepsep
3annaHupoBaTh 3agaHue Ha 00:00:00
CTAPT cTon

{dmke Y Cdzs o€ eePic® G ezt OH Odzd j &

JCdes 9CZOHECd MBHjteydls Hej B d&OMIs:

D Aadesotsj L OHOdMz] ] .

| ©BdOfls! Yodsoses LOHOdY o d*yjd {cdv:
oo cd L cok@loj st kdfO fsd LsoOljdv Hdv L Of
kjSkhd?2 fod LsoOlsjd (kyjldow LO0fdfh' §od L
MdMmlsj & Mjteo jtcO Gtoddtsyjddw }s SafeERP Su
(M dudodz dzOW Isj ~ded uj MEZOW s YEBOwEG? OO YR g fils to
Yo culd IsdzOw aifrdefifgte d d3d ded EZyd sdzts?2 L OfdMmd ¢ sdz L
fsdj cuvdf fod LsoOljdve L dOyjddY cujnddud
dBj ded byjlsdes? L OfdMmd dzj €2 Esddf)Bs deOy O’ € dats

DOHOBOE 3aJaHne

I = all
Twn None30BaTENA I[TEKHW—IBCKHH none30.. V-| Y4YeTHadA 3annck SE_TECH USER
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t dmMz@is 9 sdzy or BtsSte® Eyjlsdes?2 L Ofdmd Isj aded ud
2) 1 OtcOid ster LOFEMEO OdOdZdlsdudi ME et Wdtso e |
]l BB d&OMmls! fO0LOdRkjlster LOfEMCO OdOddlsdyj M sets W
Y ¢cRBW ftotscacDdRdts ¢ tc O BRO, CbstcOY dhMfsd LEzjlsmw
L OH Odzd v ;
Yo ¢ REY L OrDdzdg™ L OHOdzdv, € tslstsdcsy O nfflsaz] LG dzhy s ¢
Y ¢ Msfydzj Hdzj j EOHPEEF@. OO d otej W o' § sdzdzaj ded™ § 5
L OH Odzd v ;
Y cds Olsz or fes dpdsiOdedny o " f sdzdzj dzd W W sdzso sEts L OH
fdzj Hizs h ddsg: L Of ZOdzftetso Odz, L OGteky jdz, gElstse,
Yo ctlzj HIzs h j | 2iIOHGSE jd otej d3vW o ff sdzdzj degdWw fdzj HIz¥ h
¢l jtodeHf jJtcdsH LOfEMCO Wodsotsets L OHOdzd V. [ s
LOfEMS O: &ddkzlsO, yOfy, Hjdz , dajHjdv, &jhmvy;
Yo cd j tcoejitecOHtej i Mitce j 6O, YjtejL SCtlstster 2 dj Off g o «
fesMBslste® dzj sBRtsH®BE SBEOdl: MW ¢ IsteOdaL OC Yy«

ltoed d3d yQddrfj sB dztso dzj dzgdWw L OH Odzd W dzJ1'd313 dzO ¥ (

423 1 OMstes2C O OO Istetso BsHBEkzdzZY Saf eERP Code S
{ ¢ dats o ¢ dzCodeC Hecuritye ¢ 5 dzfts dzd dzOfMmis tc s 2 SafeERE CBwit® d3j Is t
ftoj HdZOL dzgOyj dets HdzvW or" BBSIO d BGitejHJdzjddY §OtO
SafeERP Code Security.

[ Cdets o C @@e Seduritge f toj HiIs Qo dzB2zets dzO0 ted .

Jlorvueckuii NyTe ANA XPaHeHU AaHHBIX :zSEcs :D'
InyBuna ananuza 1
MoTokm 3
Konuuectso HenocTaTkos nporpamm B daine 75000
Kon-Bo cTpok Kofa B oU-Ke yA3BWUM. 10
KswupoBaHne gaHHbIX 0 NporpamMMHeix obbekTax
Tun apxuea oT4éTa Apxue Tvna ‘zip' v
Npoduns ans uHTerpaumm c TC SAP 10000

MouToBsle yBegoMA. NP ynpasneHun yassm AK

®opMuposanue ganHbix DATASET gna ML
OT4éTei

' Pabounin otuéT(.xlsx) + MNoppobHbii oTyér(.docx) +/ OTuéT-npesexTayms

WHTerpaums c ATC

AsTomMaTuyeckmid skcnopt B ATC

RFC-coeguHeHue k ATC-cepeepy NONE

Twn 3anpawnBaoWero NoNL30BaTens MocnegHuid Ms.. ~

Tun y4&THOI 3anUcK yTBEPHAAIOWEro Texywmid nonea... ~

OnucanmnePaspabotumnka Oceoboxaenne asToMmaTiuecku creHepuposado SafeERP Code Secu...
3aknioueHune OceoboxpeHne asToMaTu4ecku creHepupoBaHo SafeERP Code Secu..

tdmza8 Y Cdzes 9 C d&zOHGd ¢cCode Securitye
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JCdzs 9 C dzOH S d MBsHjtYdIs Isted B dZOMIs( :
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Ya
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Ya
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Z
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Yo
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Ya

[Bhdj dOMbtts2Cd.

sB dzOMis! tBh drn dOMtetsj & o Cdzt yj dzr f sdzw:
¢cfsedyud MEd2 nlcPldz] dag e HeOdaias & o3 MIsO ( dd3d ded O ¢
ftesMistcOdzMmisea j HdzW o' ctolkzL Cd d rRteOdai dgdw tslsyd L

shih § mls o i dstafe dass 47

¢ fziz B d dzO @dz0 dad"L BOS to Cdzd yd Mmlso © fteso j oW j d3" n
fsHftesctORE (Sfijttd B HfdeHogjcts S sdzdyj Mso O flescts
L dzOyj dedj dzj BtSdz Mj fwisd) ;

sl d ‘s §MmdjHEe Olsj dz datsfyls d &zimstelz ¢ yd2,
f OttOdzdzj oz dats ) Htezed®Bd §BlsS OR;

cosdzdyj Mlsets dzj HisMIsOIs C @i of tBtdSActc @RGE frpd AYOR2' ddgts ¢ ts
MistctsSte jiydgiidz toj L zdz! sOlsse OdOdzdL O, SCBbtts] d&fs
Excel;

Cdzj d@3gj dzls or BBBtO® ¢csi hdqiosoOdzdj HOdzdzr » & ftotscH
OCIsdo Oydy ftesyjHlzter MsrtcOdzj dz2dV HOdzdz" = & 1{ to
® BOLEZ HOdzdz =. sihdeseoOdzedj HOdzdzr = f BL o sdzv
sBteOBBISCd dJqdaW stedB3OYydd qusid fifdshyldsjsds dzts dzlzt® dfotelrf O o
Csdzdyd Mse © MdMmisjd3 ®Bsyjls ftede jMmisd ¢ fjtejftsd
Istcj B tso Odzd 2 ¢ toj MztemOdz H dzw dd ntcOdzj dzd v .
Ci1hdteso Odgdw, dzj sBotsHdME |5k dsszd K db @O ¢
cosdzd yj mMlsots MlstetsS € tsH Oeivo rseyy telzS dg O Sizfiy d. dg @3 tsdgtsats
MtesS © ftosctcOBRB] HIEZW OdOdZdL O CtsHO;

coff Oterndo @i BsBEEOISJfO Oterndo O HMAW MbhteOdzj dz
(sdfr Oapdfthy;O:

¢c letsW d dz Hdzv d dzls j[SEReOwd B S @ @ @ISO ftoetse jteC d (
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I bunb  ©_TuNCHCTEMbI i) CKaH NMpodwnb no Kro cozgan [ATBpCo3a-a ABTOp OTBpi a
27001 ANY Npoduns Tex-Wu. M-abl M cp-8a obecney. 6ezon. CUcTeMbl MeHemxM. uHd. Bea. TpeBosanns ~ HELSHTEYN  26.05.2020 07:35:59
[ 26CEN ANY 2 cuyeHapus Ans Tecra MNIKANOROVA 13.04.2022 09:22:10
3SCEN ANY 3cyenapua NIKANOROVA 13.04.2022 09:33:05
AB_TEST ANY TecTuposaue 406aBNeHNA NPOBEPOK BICHUK 15.06.2022 12:22:00
BIZEC_TEC ANY Npotune cravgapTa:BIZEC TEC/11 Bepeua 2.0 ~ SAFEERP
CUSTOMS ANY NoNL30BATeNECKUE NPOBEPKU ZHDANOVA  22.06.2022 14:17:18
FSTEC ANY Npodhiune CraHaapTa:@efieNansHan cyxGa No TEXHIUECKOMY H SKCTIOPTHOMY KOHTPOMIO (QCTK PoccHi) v SAFEERP
FZ152 ANY Mpodwne crangapTa:deaepantHyil 3akon PO ot 27 wona 2006 roga NO 152-03 «0 NepCoHaibHEX [aHHbX? A SAFEERP
GDPR ANY MNpodine crangapTa:TeHepansHLi PernamenT o saupTe AaHHbx 8 EC (GDPR) . SAFEERP
HIPAA ANY Mpodwne CTaHARPTA:AKT 00 OTBETCTEEHHOCTM W NDUMEHNMOCTH CTPaX08aHNA 3A0P0BLA R4 SAFEERP
ISACA ANY Mpodune craraapTa:ISACA - SAP ERP: Security, Audit and Control Features vl SAFEERP
NIST ANY Npotuns crakgapTa:Security and Privacy Controls for Federal Information Systems and Organzations v HELSHTEYN  26.05.2020 07:35:59
OIL_GAS ANY Npodune CraHaapTa:PYKOBOACTBO Mo 6e30NacHOCT SAP: HedTerazosas oTpacis v SAFEERP
OWASP ANY MNpodwne crangapTa:OWASP Top Ten A SAFEERP
OWASP_ASVS ANY MNpodwne crangapTa:OWASP Application Security Verification Standard . SAFEERP
PCI_DSS ANY Mpodwnk CTaHapTa:CranaapT 0e30NacHOCTH AAHHLIX MHAYCTPHH NIATERHLX KapT (PCT DSS) v SAFEERP
SAP_HANA ANY Mpotune crakgapTa:PykoBoacTeo no GezonackocTh SAP HANA ~ SAFEERP
SAP_S_NOTE ANY NpoditnL CrakapTa:CepBHCHAIE HOTsl SAP 1 SAFEERP
SESS_ABAP  ANY Hacrpoiikn MMK cornacHo OH NMOWE ans ABAP cucTaM 4 SAFEERP DOLGANOVSI
SESS_BO ANY Hacrpoiiin MMW cornaco OH NMOWB gns BO cucen R4 SAFEERP
SESS_HANA  ANY Hacrpoiikn MMNW cornacio OH NMOWB ans HANA aucrem vl SAFEERP SHUBIN 01.10.2020 14:35:59
SESS_JAVA  ANY HacTpoiikn MMK cornacio OH NOWE ans Java cacren R4 SAFEERP
SESS_PRD PRD Bce cueHapun ans PRD ~ SAFEERP
UROLES PRD Ankey IDM MIKANOROVA 26.03.2022 12:36:29
24 3anucy HalaeHs!
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rdzv L Of EmMC O € sdzfipakxgs If sdizES@eERRR ICgt f or m Secur ity
o tCdzj dz0O figlSaeERFE Sedurgty Suitee OC Isd o dtetso Ols 9 BMmdztso dzts
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(g Cuctrema CnpaBka
HacTpoiika » SafeERP Suite
[NonyunTb faHHbIE ANA OTNAAKU Mpodunm SEPS 4 E 'a 0
Cnpaeka o SafeERP Mpocmnu SECS  »
3arpyska Note 4 WmnopT Notes
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[ MporpaMma O6pa6boTaTe MepedTM K CucTema CnpaBKa

V] KEl 000 T L @%
OTuet /GAZIS/IMPORT_NOTE

@

Wma daiina C:\Users\Paviova-V\Desktop\OBHoBneHue.sar

(8] [=] [=] ] (] [PL)1 [ 1] [ I-EI | @] &

Ex Homep HOTw Bepc... KoMNOHeHT MpuoputeT KaTeropua
[ 2091403 | 4 BC-MID-ICF 14.0?.2020 Correction with medium priority Program error
2189853 5 BC-MID-ICF 14.07.2020  Correction with medium priority Program error
2429274 7 1S-B-BCA 22.09.2020 Correction with medium priority Program error
2480837 4 I5-A 25.08.2020  Correction with medium priority Program error
2486446 2 IS-R-BD-PCT-IN 14.07.2020  Correction with medium priority Program error
2531082 4 |FI-CAX-FS 13.10.2020 Correction with medium priority Program error
2537961 3 MM-PUR-GF 08.09.2020  Correction with medium priority Program error

2593479 6 SV-SMG-DIA-SRV-AGT 11.08.2020  Correction with low priority Modification
2603398 2 LO-MDS-AL 14.07.2020  Correction with medium priority Program error
2606194 1 CRM-IC-FRW 09.09.2020 Correction with medium priority Program error
2622660 44 BC-FES-BUS-DSK 13.10.2020  HotNews Program error
2734580 9 BC-MID-ICF-LGN 14.07.2020  Correction with high priority Program error
2747062 6 BC-WD-ABA 28.07.2020  Correction with medium priority Program error
2754546 1 BI-LUM-COR 11.08.2020  Correction with medium priority Program error
2756551 3 IS-OIL-DS-TSW 11.08.2020  Correction with medium priority Program error
2758000 6 EPM-DSM-GEN 14.07.2020  Correction with medium priority Program error
2847817 2 FI-TV-ODT-MTR 14.07.2020  Correction with medium priority Program error
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SafeERP Platform Security
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Buibop MeToaa ckaHupoBaHus

* Ucnonb3osaTts npoduns
Buibop npoduns ckaHuposaHus

Mpocduns CHECKING Checking

CeobogHbiv BbibOp cueHapues

Onuuu otobpaxerus

"
o o
B

KpuTtuyHocTb

tdMedds { Mdeso dzOW OB sYOWw B EZOMIs! IstcOdzL OC yd

1 56 dstec O dzL SRy W Is  fydzj H 2 ¢ (afdiMd)s B zOfmls d

¢l Bste MdMlsj &3 B Ozg tztz® © dzds's zOMIs'  f toj H dzOL da
MdMmisd B d &OdH Odzls© MmdMmlsj 3™ .
ltedd3sy yorzgg o' Btstej BOdzH Odzls © HEsfMiskzy j dz2  d3dats Y
Bdzetsy j Miso j degdzesc tsBE sB B daPy Ols! Cdetsf Sz ¢ [ datsy
Oy Ols' G hEtsTisC cOlbdr 2 2o ' ®Mdgé e ¢ [ desc S e Ols dzr 2
[ OdgH Odzls &, dzOx Ol! Cazs ¥ b 6 6GH] ¢ HaseES &0l dzr 3
[ OdzH Odzls & .

Y2¢l " Btste d3i SSBH O fig€ Oz zetz®@ O dztg B dzO My ls + o " Biey te1 Rz ALtz
gdzd fmyj dzOtedw Hdizv MC Odzgdtetso Odad W .
1 ted di3gj yoOdzd j . lted of Bfstej Myd dzOted W Hsfiskzd j o
RBdzetsy J Mlso j dzdzscts o' B Stc O dzj tcBfRdashdjdis odgCQigdd IsS»  of" de

ool f ydd ts Is ts Bete @ Q) deidgomw tsB dzOMls 620 yif wzPH dz@® dzw dzO f
Ctedlsdydesflsd.
1o d3j yOdedj. ltod oretej Ctdlsdyudshlsd Hshiskyj
o' Bt Stedlsdydetsilsj 2 dzj 5B E fs ezt dits C tegDls dls? o & rdas

5Cdzj of GzscC Oy 2 o' B&zOY @K @ e th § dics - sls & &



G I FASH®OPM } sc¢SafeERP Security Suitee

CEPBUC ¢ soatsHMisats OHMBdddMistcOls 56O n

otsCdzj cf desesCtcOIsdzgr 2 o' BBte HdzZW stdlsdydesmls! e
Frdzv L ofEMC O MCOddteso Odzedw MdMmisy &3 dzj sBrBHJ B 9
1) I r BteOIs! MmMdMmilsj &3z  d3OdzH Odzls o 5B &ZzOMIsd ¢l ™ BStE
2) 1" BteOl! ftesWdd ddd fyj dzotedd Hdov HGSfORd@ss O
MC Odedtetso Odzd W & .
3) ] " BtcOls! CtedIsd ydzsmls ¢ ) sB dzOMis d cftiydd s

¢l f sdd s e

) ed B yOdehjndzj L Oojteh jdzedw MCOdedtetseo Odgdw 5 j g O
tjLEd SOltse M EeAdghbls®o GE™ | o' CtekzL O lsyjlso.

I;‘.‘-.
dzj SBRGHJ KBS dOgDlsecd —PCae BOls! &j Mists MET teOdaj dz

* SafeERP Platform Security

9 TKE 000 NN o%
SafeERP Platform Security

EARET

» @ XypHanuposanue CTeneHb KputuyHocTh: CpeaHas
>

o
? ) Oynxumonan CATT/eCATT "~

> () HacTpoiiki AOCTYNa K BHELLIHIM CHCTeMaM Onucative
> ) Ounancel Mposepka «3anyck TpansaKyun BP» SLSENSET HANMIAE 8 CACTEME YUETHBIX 3aNHCER c a aanyck BP. C nowmousio atoi
> € Hacrpoitin gocTyna k Mogymo HR BeneHMe ) 9

> @ Nlorwcriea (LE)

> @ NlorucTiea (LO)

> © HacTpoiixu ManaanTos = BoamoxHble yrposs!
> @ Ynpasnenme watepuanamn(MM)

> & Hore

- wm HACTPOBK B PAMKAX AAHHOR TPAHIAKMK;
> @ Hacrposian napameTpos Ap— - HADYLIGHHE LENOCTHOCTI W OCTOBOPHOCTH BAXMBIX AR YHETA ABHHLIX (AAHHIS, HACTPOGHHLIE COTPYRHMUKAMM, KOTODHIG YBOMUIHCE W CMOHUNY OBAIBKHOCTH, He ByRyT

€
€
€
€
€
€
€
€
AROCTYN:
? € Npoussoncreestoe nnawuposanue(PP) NpK yaanexma focryna).
? ) Hedrs u rax(Oil&Gas)
€
€
€
€
€
€
€
€
€

> © CBurr(SD)

*  Hacrpoitku cepeucos

> @ HacTpoiia AocTyna K nevatht u cnyny
) CranaapTHese yseTnse 3anncn

> & SYSTEM

= PekomeHgauwn

mmmmm

» 3Tplulﬁku o - CChbINKW Ha8 UCTOMHUKN:
* ) HacTpoitka AOCTYNa K TPaHENOPTHO CHCTeMe i
@ Ynpasnexwe nonssosatensmu o

n/ | Crauaapr | Beponn
n

1 |ocTaK | nPUKAS fstok fovralya-20 2
Poccun | Ne21
2 [OCTAK |NPUKA3 fstok- fevralya-201 7
Pocoun | Ne21
3 [OCT3K |NPUKA3 fstok: fovralya-20" 2
Pocoun | Ne21
4 [OCT3K |NPUKA3 fstek- fovralya-201; 2
Poccun | Ne21 |
5 |®CT3K |NPUKA3 fstek-rossik-ol-18-fevralya.2013.g.0-217 |
Pocoun | Ne21

6 |OCT3K |MPUKA3
Pocoun | Ne21
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2) ] " BcOl! Isqf ©BI jSkO d o9 jfllsd HOE@EEE] GBI jCIs

3)1 Oy Ols+ @dizfsl]t‘slzlzdz.,c‘:}...J e

(V] KE 000 nRnow
SafeERP Code Security
(AR EERE Y. = & E
1P: 10.10.58.54 W1l cucremsi: PRE Ouexrsi: 16 Mpockaniposano: 16 Yasausl
|5 N n Nawer 06. 6.  Munobuexra MlogoGve.. Tun Mcnonb3oBaHne makpocos

T 1 TESTSAMPLES [Mporpamma PROG /LCADMC/SAP_LSMW_CONV_00000001
2YEST SAMPLES  Mporpamma PROG  /1CADMC/SAP_LSMW_CONV_00000002
3 TEST_SAMPLES Mporpamma PROG  /1CADMC/SAP_LSMW_CONV_00000003
4 TEST SAMPLES Mporpamma PROG  /1CADMC/SAP_LSMW_CONV_00000004
5 TEST SAMPLES [porpamma PROG  /1CADMC/SAP_LSMW_CONV_00000005
6 TEST SAMPLES Mporpamwa PROG  /1CADMC/SAP_LSMW_CONV_00000006
7 TEST SAMPLES  Mporpamma PROG  /1CADMC/SAP_LSMW_CONV_00000007
8 TEST SAMPLES Mporpamma PROG  /1CADMC/SAP_LSMW_CONV_00000008
9 TEST_SAMPLES porpamma PROG  /1CADMC/SAP_LSMW_CONV_00000009
10 TEST SAMPLES  Mporpamma PROG  /ICADMC/SAP_LSMW_CONV_00000018
11 TEST SAMPLES  Mporpamma PROG  /ICADMC/SAP_LSMW_CONV_00000019
12 TEST SAMPLES  Mporpawma PROG  /ICADMC/SAP_LSMW_CONV._00000020
13 TEST_SAMPLES  fporpamua PROG  /ICADMC/SAP_LSMW_CONV_00000217
14 TEST SAMPLES  fporpauwa PROG  MP999000TEST
15 TEST_SAMPLES fporpamma PROG  MP999100TEST
16 TEST SAMPLES  fMporpamma PROG  MP999200TEST

CreneHb KpUTUYHOCTY: Bbicokas

= PeaynbTar ckaHUpoBaHus
= Wnknyn: /SAPDMC/SAP_LSMW_CONV_DATA
263 DEFINE skip_transaction.
265 END-OF-DEFINITION.

= Onucanue
Mposepxa «M R & ABAP-ope
eKpocos.

OOOIIIIHIIIHHIII§

=~ Bo3aMOXHbie NOCNEACTBUS

= YBENHHEHUE CNOXKHOCTH BOCTIDUATHA KOJA,

-y cnoxHocTH XoAa (OTnaguuK He KOA BHYTPH
MaKPOCa M LOMKEH NPONYCKATL ero NPK Ceance oTnaaxm).

- PexomeHpauuv
HEOBXOAMMO JBMEHNTL MAKDOCH! Ha BI0BbI APYTHX DYHKUOHANBHBIX GROKOS.

= TMpumep

- ®parmeHT onacHoro koaa
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slyjlsO dzjSBoBHIBES o' BoO! cfbEmEl . O, cailPOy Ols 5 O bz
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O dZOdzd L Is tc O dzf) WBMe BO Y d 2

] s ¢c SafSeERP i ty Suiteé tcd Odzd L 59 OdzO W Iz dz$ y
stcOdzMW stcdZOYyd2 BW. [ thiskzfjd O0dzOdzdL IstcOdzmW stedzOy
SOC Y] OdOdzdL ILttOdhf steclsdz" =~ L OftesmMse, o SIS’ j
¢ &ZOdzdL bteOdhi sedOyd?2 BRHEN § 8o i FiHEE O ddzj

YoydtejL o9Cd&zOHCE ¢)1Oftesmr é;

YoydtedL 9Cd&zOHCE cutOdhW stceddOydd B We.
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SafeERP Code Security

Gl g =T Y. B8l gd|[7]]
MA cucrembr: PRE Ob6bexTsi: 2 MpockaHuposaHo: Yazeumbie: Y
[¥% Naker Tun obvekta O6. Wms obvexTa Wmsa nogobvekTa Tun WHAa.Ys

B zBW Noanporpamma TRFN  014KFDPW9X5QUU3UIVDAD6SNMOMENUWN 0002TFKCBHBF4BESTWKYURISY ROUT €
ZBW Moanporpamma TRFN  014KFDPWOXSQUU3UIVDAD6SNMOMBNUWN 0002TFKCBHBF4BESY35ZILUDZ ROUT €

t ke @ MsS §foHftescteOddE ( ROUT)

) ed ) yodedj. Ytd LOTEMS) @d@ddus®’ & j #isOls k& § ZGH!
LOftesMO daj odzdw jls 2O tjLbdz Ol S Odedtctso Odad v .
" LOfEMSO OdOdkdL O ktOdhy stedsOydd YjtjL o dC
or fsdzdzedls! MdzjHEshdj Hj2Mlsadw:
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) lojfisd dHjddsdi SOl ® k" CcRH. IEOdh s
(tc 6f) 50).0 Oy Ols! ¢ dztsf Szdzd s+ & .

V] KE 000 ] O%
SafeERP Code Security
@ W [i]

Buibop obbexTos
Cucrema PRE v

Buibop naketos

MakeT a*

Oy

Brniodas nognakeTs

MNporpammol Knaccol | @yHk-e mogynu  PDF QUERY  LSMW = 3anpocel JI=ELIs X ENTTINCA Toukm pacw-s

Wa. Tparchopmaumn
Ma. nognporpaMmel

B [nt

Bribop cueHapues

WaeHTudmkaTop npodmna
+/ BesonacHocTs Mo kg
+/ MNponasoguTensHocTs Mo i
~ YnoBcTeo conposokaeHua Mo ]
+/ MNonw3oBaTenscxme Mo iy

KpuTHYHOCTE yA3BMMOCTH

{ IMEzBBSY CZOHC O CcuttOdnY stedkOYdd BWe

2) ] " BtcOls! ftsHitesEctoORBRBEZ dL cipidadPiffd@. o1" @ c@isizdz' & dztis
(hd3. 49 .
O d2OdzdL Iktsud ¢ wLOMh dtej ddw (t 4 OddL Ooydw)
] ls cSaSe&ERPIi ty Suitee tjOdzdLtsoOdzO WEkdC ydts
tcOMh dtej dzdw . | sMmiszy j dz O dzOERMIO) IsSAsQS & ts B Ojneh Isthce] digfd O
SOCYd OdOdzdL ItcOdzmlf stelsdz" = L OftesmMse, o Ctlstster j
b dOodzdL Istsyuj ¢ teOMmhydey)dzd®f i "ejj iPlstaddzvOj Isfpw  fdzj Hizs M o «
YoyjtejL 9Cd&zOHCE ¢ O0ftesmr e;
Yo yjtejL ©CdOHSCEZ cutsySd tOmMh dtoj dzdw e .
[ dzw LOfEMCEO OdOdzdL O Itsyd ¢ tcOMh dtcj ded W ( toj Odzc
dzi sBrosHd B o' ftsdzded s MmMdzjHkeEhdj HJj2MIlse dw:
1) l o jMmlsd dzOd di3j deso Odzd jJ Is®.0dgn® s ®ls qzts € detis A ts t iy .
48).
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2) 1l " BtoOIls! Bl JCIs MCOdzdtetso Odzd VW g dzOmifdcLfn COr. B tq CC
sBi j ¢ Iy toden).
rdzv L OfEmMe O O0dOdzdL O Issyd ¢ tOmh dtej dzdw (tej OdzdL O
dzj sBrSHd B o' §f sdzdzedIs! MmdzjHlze hdj Hj2Msedw:
1) Jojfmisd duHjddWdCOltste o ftsdj ¢utsys dlstcOftzy k]
¢l sdzded Is €.
2) I T BteOIls! tsBi jCIs" dL Mmifdindddzd B Oy OHste O dzdizsAe tige 1

51).
SafeERP Code Security
¢ TIH Y. B8 e g3 [7]]HE
O6vexTsi: 6 MpockaHuposaHo: YaseuMble:
. N2 n.. Maker Tun obvexTa 06. Wms obvexkta Wma nogobuexTa Tun  WHA.Ys3..UMa obvekta
1 APB_FPM_GUIBB Knacc (ABAP Objects)  CLAS CL_FPM_QV_RENDER CL_FPM_QV_RENDER
2 $TMP Knacc (ABAP Objects)  CLAS  ZCL_HTTPHANDLER JIRA ZCL_HTTPHANDLER _J.

3 APB_FPM_GUIBB Meton (ABAP Objects) CLAS CL_FPM_QV_RENDER IF_FPM_GUIBB_RENDER~INIT METH
4 APB_FPM_GUIBB Metop (ABAP Objects) CLAS CL_FPM_QV_RENDER ADJUST_POPOVER_CONTAINER =~ METH
5 APB_FPM_DEMO  ®yHkumoHanbHbii mogyns FUGR  FPM_DEMO_FLIGHT FPM_DEMO_FLIGHT_GET_CARRIER FUNC
6 ZCS DEMO_TEST ®yHkuuoHansHbi mogyns FUGR  ZCS_DEMO Z_CS_ENHANCE_TEST FUNC

CL_FPM_QV_RENDER
CL_FPM_QV_RENDER
FPM_DEMO_FLIGHT
ZCS_DEMO

000000

tdmMzé8sd r Bstc SBI jCIsses MCOdzdtctso Oded W

46 1 OMstcs?2 C O ftsylktser = ko Jj Htsd3dzy dzd 2

[ dzw ZojHBRA] ddw s MmMtse j toh j dedz” n Hj2fMseadwrn  d
ZOMmstesdls! fHsyltser j ko jHBddzj dad v .

[ v dZOfMbts2Cd foylstser &k oojoujpsdyj dsfiONAzGIR) Astpdy SMIA[I 0
CEdBOdzH dalz v s e 6X)z. (@2 Efifimimls Oo dzj dz ddzls j te¥ j 21 (
cC1 OMbtcs?2C 0O ko jeibBsRFR .dzd?2 Saf

I' Begenne Hactpoex lTouyToBbix YBeAOMIEHMIH

[i]onucanme TPaH3aKUuK lrﬂfﬂ.\nuueuaupoaauue Q{ KoHTpone RFC

Monk30BaTens Mpynna cucrem K oI 2B KH co AK MK
{ 11 |9 ¥ 9 ¥ ¥ @ @
([&F @)l =Lk ([2]e JE .JEE )
B Momezos.  Mpynna cucrem | KU | OA | AB | KH | CO | AK MK
TEST MAIL Bce cuctemsl 8 & /B & A 88
[: ZHDANOVA Bce cuctemsl m ) mE @ el (.l (.

tdmMz8 B OB dZzd yod ¢c1 OMstes2CO ko jHBAAZ] dd?2 S

l OB ddyk ¢1 OMmlstects BafaERRes joHRtisdgd? jlsdzdddzj H iz h d j Mistsdzs
o f sdz' L soilsyddz'L s9 Olsj dzd, L OtcjcedMmlstcdtctso Odzdz § o
2tz § O mifdnfiply JBSIstste” § B jHddzj dz 5 BSYtejHJdz
Y Isd i tots jfCtdsO)] C Is T Colsster J 9nBHWIS o BOL Iz H

mMzj HEe hdr bdfse: C(tdstttd yj dashisdshisd (sA)



FASH®OPM } sc¢SafeERP Security Suitee
GI CEPBUC tE¢tsosHMlsots OHBddd MistcOlststc © 47

(ol1), ¢ ts dzls te ts dz ZOMistets j € (s1), ML ®0dgdpis ) I
ddzo j dzlsOtcdL Oydw CtSHO (R§) .

I systseor j kZojHBRE] ddy HEY dBsHEzdz]?2 cuCOdjtce d ¢

Mz yow = :

b f smdzj CdyOddv ftoesyjHEZter MCOddttses OdedV f tots,
M Odzdtctso Odzed v ) ;

Yo ftcd BBdzOtelzy j deff ftsEIEpsC o

[ dzw Istsets Yk’ f§todz LtsoOlsj dz ftsdzzyoOdz fsylstser §

DoGaenTe cTpoKy |

qazd o ftsjClsOR Gt Hj dj dedesc s Iscft,| STPOKY | s 1
ke s o O’ ok LsoOljd d kdf fsjSlko
EisOdztso dls' BEdclsdP kfiboiasp@ad o §sdj meslke jlshlk

-
1 dzj di3gj dzls ©, dzOy QOls! Qc,liliglz cCutsntcOdzd Is' &
Il sybseor j ko jHtsdgdzj dzdWw Hdzw dzdyjdet d2 dhmftsdz L z8 Isfy
Yo MtetsC Hj2Mbsadw thmdse dets?2 dzdyjdr dd dhmlsj ¢ ;
Yo MesS HY2Mlsadw dzdyjdet dd fsHHjteySd dmisy ¢ ;
Y MtetsS ag@®mbmdeso dets?2 dzdyjdet dd dMmlsj SO ls;
Yo MtetsS Hj2Mlsodw dzdyjddd §sHHjteySd dimiksj S0Ojls;
Y, sfpdetse dzOwW dzd yj deL dWw Hdzw OcG Jj dzls©O dzj §tedfme tsj dzO;
Yo dzj f tocsHECIsdo-@E 2 dzABAPMMr dz€ d dzO@ dzdyj der dd B dzd
Yo dzdyj dzet dd Hdzv OGJj dzlsO dzj tsB dzOtelzy § dzr
Yo dzdyd dzt dd Hdzw OGj dzZls©O BT dzd EZH Odzj dzr .
[ dzw &M d ftylstser n o jHtsdzdzj dad 2 H dzw dzd y 4 dzL d ¢

D;ﬂmuemmpoaame’ o SIsCter oh j dgfyw 5 C dzLEI (20 o BBls ! § s tE Ok
f5d Lo O dviids sl disyS) ¢ 6qm). ,  &oy ok ¢ @l o

N

N

| |
Oy Ols' S dsf Sk ‘EIJB: cOdzd Is! &
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[ BegeHue Hacrpoek MoUTOEN... ™
| (S[=e L) L
EPREYEY
! EL nonszoe.
ZADMIM_TEST
L
&Q]

tdmMe@s Y Sdets ¢l jHided) dOMtesi ¢ fsylstser n Ek

[= Beeaute uMsA MONL30BaTENS

Monk3ogarens ) =

[ dMEBASY Cdzs o' BBEO fd L 5o Olsj v

) sylstser j ko H tRECH SN dpiEsdBEy Os s o fdzj HEY h do  fic
% ML HOddj RFC fMtjnddz dzd s Hfdzj gy H @&Od ' BT ks
GHY ftsdL sh dzs (idgd defddizf dzad J REC yd dzj e 52 =~ tsfils) ;
YadL d3d dgj dz2dd RFC MmtsjHdded dedv ( 2EOE d 1ot drtiyw d Undf jic
RFCftsjHqdzj dzd j, IsjRodedujmSts) dzOdkj dse Odzedj Ols
fMlsOtetsj d desotsj L d&zOyjdedj ObtedellsO) ;
% ZHOdj dadj RFC Mt Hd dzj dad ) ts(j tte ofizj Eag @ dzjzddd + R FOG Is
GHJ ftsdL sh &zs (i defddzf dzad j RE@QE) dzj o 52 =~ ts

[ v dOMmtes?2Cd foylsser & -fgojjwdsdaigeda] 2 ( &z ®&PCe [ O

FIOR) dzgj 5BEtHJ & d X oMPOERIC f bslsCer oh j BY € dzj

@(mqaa)., o' BOls! §sd L Shiowsdame desfT! i fedHk © dzOx Ols
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-

Cdesf C &z g;,dzcicjz(éx@lsJ Cdztsu’QH.gats:tGGdzdISJé

lted di3g yAdzdsitOdz ©OCydd ftojHEZMdBslstcj dz dzZOMistcts2 C O ff s

fts Misjtfjded tojLbkzdz sOO Ctodlsduydesmisd (HdzY sl

EwiLoddismls 2. [ dzv  f sdzz yj dedpef 2 o fotsls o) 'L Az dzizls P le Bdgdz

dzd sBrsHdBBE o' ftsdzded s MmMdzjHEE M dj HJ2MIlse dw:

1) I BteOls! ftsdz' L soOIsjdzv o Mslsd&d.lsmiseokzs h j &3 Mists
2) lr BteOIs! Idf ftetsj SlsO, CtodlsdydesBI:. q OfglEOGiEL" &N
cCutntcOdzd s & .

[ Bepenve Hactpoexk MouToBbix YeegomneHuii b4

MonbsoBaTenb ADMIN

Mpynna cucTeM Bce cHUCTeME

Tun npoekTa :

OBwme HacTporkm

OTnpaBka NOYTOBLIX YBEAOMMEHUWIA NPW OTCYTCTEMU YA3BUMOCTEN

KpUTHYHOCTE yA3BUMOCTEN AN OTNPAaBKU YBEAOMIEHWIA

Bbicokuii CpenHuii Huzkwii Dpyroe

CI)
[ dMEzass ¢ C dzs dzOMlstes2¢d Ctdlsdydesmls g

) sfdzj ke, C0OC (sd Lso0lsjd fMsojtehdd HJj2Mise
o jHtddz dad W56 5H)B. ted f.

MpocMoTtp pokymedTa: TEST-CLONE, RA1. MNpoexkt RA1_2405

T E L LT OTBETWTb... OTBET Mo WabnoHy... ”

Copgep»JoKkyMeHTa CeBoACTES | Cnvcok nonydYatenei |
.

TEST-CLONE, RAL. MNMpoekt RA1_2405 ~

CozgaHo g TECHUSER Aarta 09.06.2022 16:45:31

HMTepauma npoekTa RAL_2405 3asepweHa 09.06.2022 B 16:45:24, BoiABneHo 2 cpabaTeiBaHuWii co cTaTycoM
"BRICOKMA",

HoBkIX yA2EMMOCTEH He obHapy#eHo
PaHHes HallAeHHEIE YAZBUMOCTH:

( 00001 ) PaboTa ¢ napameTpamu npoduneil WHCTaHUWA (V)
( 00075 ) PerucTpauMsa MEMeHeHWA B TabnMUax NpoTOKONWPOBAHWA KIMEHTOE

{8 o j HisdRdzj dedj o ©Cdaj ¢l RBHWHOW §syls
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Tema TEST-CLONE, RA1. Mpoext RA1_2405
Ot TECHUSER L

Komy ZHDANOVA L

HOata CerogHa 13:45

MTepauma npoexTa RA1_2405 zapepweHa 09.06.2022 B 16:45:24, puiAeneHo 2 cpabaThiBaHWA CO CTATYCOM "BbICOKMA™.
HoBsix yAZBMMOCTER He o0HapyxeHo

PaHree HallgeHHbIE YAZBMMOCTI!

{ 00001 } PaboTa c napaMeTpaMu npoduned HHCTaHUMA

{ 00075 ) PerkcTpauWsa MEMeHaHuiA B TaOnWUax NpoToKONMPOBAHMA KNKEHTOR

{ dMEZBASD o j HisBdzj dad § , 1 ts5ozlz Y dzdzts §

f5 {djClst

1 cocfueHme

~ SafeERP. MameHeHuA B RFC-coeguHeHnax

oT “TECHUSER" <safeerp@datagile.ru- 16 Areaps 20241 1514

Kony: ‘Anexcel Kpeesuu Anexcamgpos’ <alekzandrowv-zy@datagile.rus-
JoBpeii neHe. Belnv 0B HEDYKEHSE MIMEHERNA B RFC-CO8IMHERMAX.

Cosgarinl Hoste RFC:

Cuctema
GIS Test_1

RFC-coearMHENHE Llenesoi XocT

10.10.58.36

it Mz 8 & tsL H Odgdetsfl s RFECdz] dzd j

~ SafeERP WMameHeHun e RFC-coeguHenmax

om TECHUSER' «safeerp@datagileru=

Kiohay: ‘Anekcel Kpsesuy Anexcasgpos’ «aleksandrov-ay@datagileru=
JoBpelf AeHb. BelAW 0BHADYMERBl MIMEHERWA B RFC-cOSaMHERMAL,

HzmeHers cnegyrowme RFC:

CHcTema

RFC-coegmMHeHue

ATpnGyT

Onucadme aTpubyTa

Crapoe sHayeHHe

Hoeoe 3Hauexme

G5

Test_1

RFCHOST

LeneBoi xocT

10.10.58.38

10.10.58.95

[ Iz &SR L 3J dej Bdelzemits j H d dzj dzd

« SafeERP. Mamenenma B RFC-coeguHenmax

] or “TECHUSER" =zafeerp@datagile ru=-
é Homy:  “Anewceit Kpeesiu Anewcasapos’ <aleksandrov-zy@datagile ru-

LoBpaiit geHb. BNk 0EHEDYREHE MIMEHERWA B RFC-CO8aMHERMAX,

¥aaneHs! cnegyowme RFC:

CucTema

RFC-coeguuenme

Lienesoit xocT

TST

TST_Testl

test.hostistlll

TST_Test3

TST_Tests

1 coofiweHne

26 Oexabps 2023 r. 13:40

tdmMzé@ L HOdz] RESTS] HJdzj dzd J
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CosgaHo =1 Anexceit Anexcargpos
3anpoc Ha ycTp cneaytouy Teii:
H YA3BUMOCTE || Ccbinika Ha TacK Tpekep H AsTop 3anpoca || Cpok ucnpaenexua H

KommeHTapmii

H[00263] Pabota ¢ darnamu

I [[aLexanprov_a [18.10.2024 13:09:24 |

tdmMz@és§ Of tesf dzO0O EZMistcOdzj dzd |

1 tod d3d WOdad W

1. pHtc] M

s fydzj
L Of k&

¢ s d3O dg dalz ®

1 jtco sdzOyOdz! dzm 2

=
Mepeas AaTa NepUoja CTapTa aKTMBHOIO 3afjaHns

L dzj € Is te ts dzdzts 2
2.1 jsBAatHd B d&ZOMistetsd s
4.7 [ sdzd Iststcd dze
[ dzv
[ dzv

fsylsr”
dgdzls j ctcOyd®

m
]

wisdzts o T
YdoOodedw Wtsdetsor A
CO dBsdzdlststed dzg O

NS k.

L OH Odzd 2

MOHUTOPWHT (hOHOBbLIX 3agaHuii SafeERP

) OBHoBMTL

]

o 2022/10 2022/11
H...|38 |30 (404143 |43 | 44 (45 |46 |4
MH 19 26 3 10 17 24 31 7 14 2
Br 20 27 4 11 18 25 1 8 15 2
Cp 2128 512192 2 9 16 2
Yr 22 29 6 13 20 27 3 10 17 2
Mr 23 30 7 14 21 28 4 11 18 2
C6 24 1 & 1522 20 5 12 19 ]
Bc 25 2 9 16 23 30 6 13 20 2
< 3 <03
E

MaHens 3agaHni

Tpynna cucreM HacTpo...
IMITIAL REPORT
TEST REPORT

+/ Bce cucremsl  SEGA

Test SEGA
Ipynna fazuca SEGA
BEBB SEGA
Opyrue ©3 SETTIN...

MpuMeHnTs

fjteo 5dzOyOdz dz 2

Yo a3 dz¥ ;
o j tco OW

. Tabnnua akTMBHEIX 331aHHiA

[7] Cnpagka

@UAETP GOHOBLX Z30aHKNA
& ZHETP MOHOBLX S3AZHMH

AKTHBHbIE

B/ BunonHenHsie

OTMeHeHHble

EIREMNEMEENEEN ER EIN b
OkTs6pb 2022, MoHegenbHuk 03

WMA hoHOBOMD Z3f3HUA

/GAZIS/S1_FILL_CHECKSELF 00382400
/GAZIS/S1_FILL_CHECKSELF 01382400
/GAZIS/S1_FILL_CHECKSELF 02382400
/GAZIS/S1_FILL_CHECKSELF 03382400
/GAZIS/S1_FILL_CHECKSELF 04382400
/GAZIS/S1_FILL_CHECKSELF 05382400
/GAZIS/S1_FILL_CHECKSELF 06382400
/GAZIS/S1_FILL_CHECKSELF 07382400
/GAZIS/S1_FILL_CHECKSELF 08382400
/GAZIS/S1_FILL_CHECKSELF 09382400
/GAZIS/S1_FILL_CHECKSELF 23382400
LAL_SCAN_051MaRyK7kofJKanHmRu2m 00482400 PRE PRE
LAT_SCAN_051MaRyK7kotjKSnHmRu2m 01482400 PRE PRE
LAT_SCAN_051MaRyK7kofjKanHmRu2m 02482400 PRE PRE
LAT_SCAN_051MaRyK7kotjKSnHmRu2m 03482400 PRE PRE
LAT_SCAN_051MaRyK7kofjKSnHmMRu2m 04482400 PRE PRE
LAT_SCAN_051MaRyK7kotjKSnHmRu2m 05482400 PRE PRE
LAL SCAN_051MaRyK7kofjKSnHmMRu2m 06482400 PRE PRE
LAT_SCAN_051MaRyK7kotjKSnHmRu2m 07482400 PRE PRE
LAL SCAN_051MaRyK7kofjKSnHmMRu2m 08482400 PRE PRE
| 09482400 PRE PRE

LAI_SCAN_051MaRyK7kotjKSnHmRu2m

< >

m
-

t dmMzéaSq sded Iststed dzc ¥ Gdathd L OH
1 CteOdz oantBHW IS Mdzj Hizs b dj

HOKO §jedsHO MO0 OCkds dsd s

1 CtcOdz H2cj HiNIsOo dzj dz dzO tcd .

9" W o dzj dadzts 2

f sdz! L 59 OHsQ diatz” AH.sdzy J «
M feyltser’ o3

L OH O dzN/GAZIBAYPRIEBS. Iz j Is fiyw
W sdese 5¢ N GAOHIGSEEIM O Nigj s

N z37aH... CHCT. SAP Hazeawwe npoekta 00:00-01... 01:00-02... 02:00-03... 03:00-04... 04:00-05... 05:00-06... 06:00-07... 07:00-08.

Ldzy &34

L OH Odz
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b Wddz ste Wtsdzseor n L OH Odzd 2 ;
Y% f Odzgj dz L OH Odzd ? ;
% sOBd&dy0O M tojLbkd kOlsOi].

]l tBdzOMmis! c¢f ijdzgée ontHWIS: MdzjHlzs h dj 1 dzj d&3gj dalsr
o Cdesf CO ¢ [Bdzsadls! e
2 1sOB zPgBdodz" = L OHOdzd ? ;

% Nf 0o § O.

] sBd&OMIs! cAadd Iste Wsdso' & LOHOMJ2e oRGHWI fMdj
v, A cOClsdody je;

v, @ ¢ slsdgj dzj dzdz | &
v, W cor f sdedzj dzdzr j e .

] ®B&OMIS! ¢l Odjd LOHOM]2E ontHWI fmdjHEZshdj
o Cdesf CO ¢l " BtcOIs! oMmj/ zBteOIls! o' HJdzj dzdz’ | € ;
2otz f O MdMisi o&;

1 dzOMlstes?2 ¢ O.

]l tBdOMmMis! c¢cuvOBdZJYOEe ornBHWI o MdzjHEkeMdj { dzj dzj dz
Yo W Wdetsosets L OH Odad W
Yo desd3j o L OH Odad W ;

Y JHjdesdW dC Otste MdMmisjdr SAP;
Y dzOL 9 Odedy ftetsy C50O;
Y otoj Bj dedz’ | fesdiNklsCd M hOesd 1 yoOfm f 0 HE

RdzH S Oydw otej d3j dedz" » ftotsdzd Yy 2IsCBo ftoj HMNIsOo dzj dzr

v OB ZBYPAZHdC Oydw otcj d3d dedz" » ftotsdzd Y 2IsC 5o

Ao jls{§dmOdedj

1 OHOdzdj o' § tsdzdzj d
1 OHOdzdj ©® ~tSHJ 9
1 OHOdzd j tslsd3j dzj dzty

[ dzv ftecfifddslstcO Witsdatso ' n L OHOdzd?2 dzgj sBrBHdBS o' s
1) ] r BtcOIs! HOIsE o tBdZOMISd ¢l jtcoOW HOISO 62) tcd tSH ¢
2) ]l " BteOIs! Isdf Wtdzsotsets LOHOdzdw o tsBEZOMERY ¢ A (¢
3) ] " BtcOIls' Isdf LOHOdedw o B d&ZOMER)] ¢1 Odzj dz L OH O«

1 onos | mwem |

48 utOodzsjdzdj HokD dljtOyd?2 ftesjClsoO Isd
fdv LOfkEMSO MieOodej dzd?2 Hobkn dljtOyd?2 fsjSlo I
INN GAZ1 S/ COMPARE | TERS o Ct&0dHdz Msest .
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CpaBHeHHne nrepaynn SafeERP Code Security

& 21Mony4unTs creHepuUpoBaHHbIi OTHET

' MapameTpel npoekTa

MpoekT |

OnucaHue |

Wrepaums 1 |OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO‘
[Jata BbinonHeHus

Bpems BeinonHeHus 00:00:00

WTtepauus 2 |OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO‘
[laTa BbINOAHEHUS

Bpems BeinonHeHus 00:00:00

' MapaMmeTpsl 3kcnopTa

(#) lnanorosbii

MyTb k apxuBy
() oHoBBII

t dmkz @3 ¢ ¢ digste © dzL ON/GAYZKS/COMPARE_ITERS

[ dzv MtcOodzj dzgdV Holkzr dlsjteOyd?2 dzj sBrtHdBs o ff tsdzdz
1)1 O 0Is! Cdesf Sz o MstdHL ] cl tosj Clse (tedf.

2) I T BteOls: fEsjSl o ssgmrahﬂgmw s5Cdzj, dzOy Ols:
3) I " BteOls: dlsj eBAyds st o j &hw sc@ﬂ, $ZOy Ols!

[ SECS project iteration ID (2} 5 3anWo HalgeHwl

oan[r[o] =1 1]

410 npoekTa Code Security: 051MWaad7jkWe345bvbw

L CS iteration * _BoinonHexwne BbinonHeHne
¢ 000000000000000ODODOODODOOOOOO00 4:24.05.2021 16:15:05
d 005056834FE01EDBAFI200ABDOED3OFE 24.05.2021  16:02:58
005056834FB91EDBAFS2487BE4E03A36 24.05.2021 16:17:03
005056834FB91EDBAFSZ05DF774A3B07 24.05.2021 16:59:23
00505691BF141EDCBDB2E1567A717740 25.10.2021  16:25:45

tdMkz6d reste dlsjeoydd

20 Momy4uTb CreHepupoBaHHbIA OTYET
I

4)1 Oy Ols! S ( tc dof).
5) ] r BtcOIls! Otcndo o BlthGfah@LBftg;Vq’GE])q’ dzOy Ols! Cdztsi €
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[& Buifbepute @aiin apxuea (1) 6 3anucou HalaeHsl

—

o B[nr[=.

| Crpoka_Wms daitna OnncaHne Nata Bpema W[ npoekra CS SECS project iteration ID

1 COMPARE_20220914_150533.tar 24.05.2021, 17:05:49 25.10.2021 16:25:37 051MWqa97jklaoepioRx8G 005056834F801EDBAFI32A4FABCT3B21
(2 ACDMPARE_20220914_150653.Gr 24.05.2021, 17:05:49 25.10.2021 16:25:37 051MWqa97jklaoepioRx8G 005056834F801EDBAFO32A4FABCT3B21
3 COMPARE_20220913_152231.tar 24.05.2021, 17:07:52 25.10.2021 16:25:32 051MWgad97iklapSgxgVxAm 005056834F891 EEBAFA4FFE6DC44ED4F
4 COMPARE_20220913_172311.tar 24.05.2021, 17:07:52 25.10.2021 16:25:32 051MWga97jklapSgxqvxAm 005056834F891 EEBAFA4FFE6DCA4ED4F
5] COMPARE_20220913_172319.tar 24.05.2021, 17:07:52 25.10.2021 16:25:32 051MWga%97jklapSgxavxAm 005056834F891 EEBAFA4FFEEDC44ED4F
6 COMPARE_20211029_155156.tar ZCB_DEMO_SECURITY 08.09.2022 10:59:25 051MaRyK7joEb02ZQZ340 00505691BF141EDCSES400B446E46010

t Mk @&y r Btste ORdo O

1 tod d3j yOrdzetfvj MtcOo dzj dzedw dzi sBatsSHd B dlsjteOydd M SH
[ dzv feshddslstc® BGlsyilsO 5 MtcOso dzj dzd & Hobka dlsjts
tejLizdz sOIsOdRd MtcOo dzj dad W .
1 OL d&2Oyjdedj Bbyjtarse o Owrndej *
Y% CHECKS.XLSXi e tsHdz" 2 MyfdmtsS ofMmjrn MicOBBISOah dr 1 t
dlsjtcOyd?2 ftesj CIsO M 2SOLOddjdB5 dr Mlsjtfjdzgj 2 €
Y FLAWXLSX i MesHdzr 2 Midmse eMmjrn MtcOBtslsOah drn o
dlsjtcOydd dRACEYLCAd@] | i3 OHtcj MO dzO2 H j dzdese s dzgj H S
sBl jJCIO, Eyomls¢ O CtHO;
Y% ITERATIONXLSX i Mo sH d&zOW OB dzdy0 6 &jlsteds Od MtC
ftesy Cls0O;
Y% OBJECTXLSX i Mo tsHdz" 2 My dmtse oMmjrn fHtetseo jtow jdisr n
sBl jGClstso

49 CCMf stels oW d dzj 2

CCMmMYf stels § tetsW d dzj 2 SAP GIdzilze Y B izv j Ismw Mmdzj Hiz¥ b d di3d
B ftsdish i 8 Is ONGALISISEQAf d  /
Y fsdiash i 8 Is teQaks/egony es; /
v f sd3sh 18 O Asuef@dias/lexport_secs.

491 CCMyctls fosWddj2 f edsh' v ksteOd. 0Sydd / N/ G
[dzv 1 CMystesO fesWddj?2 djsBitHd®Bs o' § sddedls: fd
1)1 jtej2d 5 Majrkeh jkz fklsd: [ cf cdddFRS Yz dzr .
CCMmfsldicss Ols! .
beddd yodedd . 1 odzv 1 (SBGSRISB Rfseifidgisdzy § 6 2sd 5
fllsd: | tftsdddsjd d j YSEGRYYJYS iV © ddsiafundo Is -
24).
2) ] T BgOl! ¢l osWef)d e (tsdf.
3) 1T BwOls!  wHj2fkadj f (oW ddi @' (cftissOddise
cldtiLOfdmOls: HOMBE je) (M. tedMm.
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JKkenopt npoduneil SEPS
@

[ e EE— | —
MNpoduns 17001 )

* NobaenTe w oBbHOBUTE OaHHBIE

I'Iepesanuca'rh AaHHbIE

{dMzasd r sste § sl GERS) ( H dzv

4) 1 O} Ols! ¢Cdztsq Gzdzd Is' & .

492 CCMmMf stels fesWddzj2 M foigsh: ¥ IstceOdzt OSydd / n/ g
vteOdzL OC ydw /I n/l gazis/export _seps i toj H&GDaEREO  J o
Platform Security.

JCdzs IstcOdz OCSydd / n/ gazis/ expbitt _seps ftojHMISOD

3kcnopT npodunen SEPS
@

MNpodune v
* NobasuTe v 0OHOBMTE AaHHbIE

MNepesanucaTh gaHHbIE
tdmz@sE C Y stels oSUSERB) 2 ((H dzv

[y {Chicekso fsWdd)?2 dj s q s e qivs dzdzd 5! ) d
1)1 8tc0l! fidd HEY 1 ChHfctso.

2) 1" BOL! Hj2flkedj M fs¥ddid (cfss0sdls!
clitjLOfdMmOl! HOdd je).

3)1 Oy Ok’ €dzsf Gzdzdls! & .

51 0y0l: Digsgewd crbtokzOd 68Mfstels0e (todf.

BIRE N EAPIEEAEERERE 20| of 20| ]

Tun TekcT coobleHus...

[ OK. JSON files is created in: /tmp/

. OK. Data archiving successfully in: ftmp/SEPS_PFL_20221017_174629.5ar

. OK. File SEPS_PFL_20221017_174629.5ar is saved to local: C:\USERS\ZHDANOVA\DOCUMENTS\SAP\SAF
[l OK. File SEPS_PFL_20221017_174629.5ar is removed from : /tmp/

[ OK. J50N files removed from: /tmp/

|Q || &4 TexHuyeckan uHbopMaums | @
tdmzas Y Cdets ¢r todzOdz + S MY slsOe




G I FASH®OPM } sc¢SafeERP Security Suitee

CEPBUC tE¢tsosHMlsots OHBddd MistcOlststc © 56

493 CCMYf stels fosWddzj?2 M fosikEshs ¥ steOdzL ©OSydd / n/ g
vteOdzL OCydw [/ n/ cpa ZAitesj/HedzOp odzGty jsdeO H dzw) 21 CShigtf @R tu
Security.

JCdes IstcOdeL OC ydd /e / fHtagh Yl @ x gz pIzts de@ tod M.

SKecnopT npoduns SECS

@
IF .
Npodune 1 J|:|'

* lobaeute 1 oOHoBUTL AaHHble
I'Iepesannca‘rb OdaHHEI2

tdmzE T MY stels § esSWSEAS) 2 ( H dzv
rdzv 1 Sl (oW ddj?2 djcseBrsHdds o §.&2zdzdls!  Hj

410 R B Stels § tets¥ d dzj 2
RBY stcls ftesWddzj 2 thmiEh jMsedw jlsmw MmdzjHkze h dd&3dd MY
B fl f cdi3udte FdzL OSydd / N/ GAZI S/ SEGA;
' fsishi 8 IsteOdL ©OSydd / n/ gazis/i mport _seps;
o fsiEsh 8 steOdzL OCydgs./ n/ gazi s/ i mport _se
410 1R B stels ftosWddzj 2 M fiRshi s ISteOdzt ©Sydd / N/ GA
Fdzv diBf stelsO ftesWddzy 2 dzgj sSBrBSHIMBS o' §f sdzdzed s+ Mmdzj
DYjtej2d 6 MmMizklsHde M &Y sdzded Isj dzt dzr | WEdZC ydd
R®BY steclsdtetso Ols! .
ltedd3dj yodedj . 1 dzv disf stclsO® ftesWddzw SECS dzj 5B -
fzlsd: [ Sftsdddlsjd d j WYedStydd Y 1wsWddad SEC
2) I T BtcOls! ftesWddz70)e Cdai (tedfm.
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Y Otkpbitne X

1T ¥ 5 3ror KOMMbHOTEP » 3arpysku 2 v U | MNowuck B: 3arpyzku o

Ynopaaouwts ¥ Hoeana nanka E- @m @
Mmsa Jlata nameH

s Brictpeiii goctyn

~ PaHee Ha 3101 Heaene (1)
@ OneDrive - Personal

|| SEPS_PFL 20260505_143056.prf 05.05.2026
9 301 komnbroTep > NlagHo (6)
# Cetb
< >
Vs daiina: |SEPS_PFL_20260505_143056,prf || PICS Rules File (*prf) v
| OTkpbITh |V| | OTmeHa |

t M@ ¢ dskf sels O § esW ddv

3)1 00Ol ¢t litmes. 70.dMm.
4)1 040! Dz crktedzOd TUEY StelsOe (o .

ISR AIE R RENE 0] o] 20| 6l

T.. Teker coobweHns

B daiin : C:\Users\zhdanova-e\Downloads\SEPS_PFL_20260505_14 npounTaH
B 3arpy=unu AaHHble W3 daiina

B MNpounTank gaHHele gna npodwuns: 27001

B Data from C:\Users\zhdanova-e\Downloads\SEPS_PFL_2

I Details:

B 27001 : Profile updated successfully

(/JIK2) 55 TexHuueckan uHdopMaumus [ o

tdMmMezdds g Cdets ¢cr ZtedzOdz d 3 stcls O é

4102RrR B stels ftoesWddzj 2 M fsdkshi s IstcOdzt ©Sydd / n/ ga

U tc OdzL OR/gasfimpbrt_sepsf toj H &ZOL dzZOYJ dzO Hd&zW J B sStclsO oW

Security.

[ dzv diBf stelsO ftesWddzj 2 dzj 5B~ SHAEBE Msotfftsdzded s+ Mmdzj
1) ] " BtcOlsy ftesWddzr o HBY sSdkdd®.) d' dsdg s dj ( hd.
2)1 04 0Ol €fbf Gzt mes. 7®.d M.

3)1 O Ols¢ Qmsmcudz; crztcdzOdz qUIBY stclsO©e (ted M.
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4103R B stels ftosWddzj 2 f fsdiish ! 8 IstcOdegt ©OSydd / n/ ga
vteOdzL O ydw / n/ acpa zfitesj/Hidabprodg@y jsde® H d&zv Jd B sEEe f te
Security.

[ dzv d B stels©@ ftotsWddzj?2 dgjtsBrtsHd s orf f4l@azdls! Hj 2

4111 tetse j €S O fdMmlsj dir

1 tetso § tgfSds j figf3r Mz dls Hdzw ftese jteCd Cdzdyj Mse O
sO¢YJ HAzv RF@igs j wq dzj dzd v .

rdzv ftetso jteCd MdMmilsj d3" d/[CAHSISEGA| a3ts ¢ B P fizis dzlz ¥/ Mlis t
slsCter oh jdizsMw Cdzgj o ftsdz cstBfOddw/ ekt §f O/ adMmis
d3d dz¢ o " BtOIs! ¢cRrRL MBI ddls! MdMhisi @3z &2) UzOl&l@&‘sks'*dzjsdBfﬁ
clteso jtedls! MmMdMmlsj idzeé, o9 jijMmlsd dtsecddz d fOttsd I
cloBHE.

= zMeHUTE CHCTeMY

OnucaHue KoMNaHKK SafeERP

OnucaHKe rpynnel Bce cucTemMsul

OnNUCaHWE CUCTEMI E- 1|
RFC-coeguHeHne QAS % RFC

RFC c areHTa 3anncaTe

Tun arexTa ABLF

BepcuA areHTa
Mo cucTeMsl
CeTeBol agpec

MNpog. cucTema?

Platform Security i

Code Security

TMS-MHTETPAUKA

License Main 00000000000000000000000000000000 W
License Support 00000000000000000000000000000000 w

ea] [eo] [E[Q]
M@y Cds ¢crRL G ddls! Mdmlsj Bze

HlsOlskihn Oc¢jddsO Moz fesyjHke ftse jteld:

Y» Nifnpyj dzOtedd dz0 Oc¢ j dzlsj BlsfkzlsMmise k¥ Is;

L LiCtsddud Mlsets MyJ dzOtedj o dzO Mmjtea jtej, BESd N j
Yo MTIStsdzdyj Msoats fMyj dzOtedjo dO Ocjdelsj, BtSdzr hj
Yo AT Csdzdyj Msats Myj dzOtcdjo dzO Ocjdesj = 0 ddzd
Codzdyd Msoz My dzOtedj o dzO Mmjteo jteg;

B li Csdzdyj Msets Myj dzOtcdjo dzO© fmjteo jtej d dzO 0Oc
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mModkdr Myd dzOted v = ;

Y RimfdmMtsS OCIkdodz » My dzOted § odzetsizfglz ;mMtstslse j sMise Iz,
Yo Ei dgj Mzh jMmlsolze h d2 ftosWddz HAzv 90tdOddsO ftotso
Yo a1 tsh dB ¢ O-MBRE @ d daj dzd W .
[ dzv o' tcQodzgd o OdzdwY Ctsdzdyj MlsoO© ftetse jtosC dzj 5B R SH
(todrB). dzO> Ols!c J¢ dQfoldzy Is! @) Ols ¢ et Adzd Is* & .

[ MNpocMoTpeTs cHCTeMy »
-

-
OnWCaHWe KoMIaHuK LSHfEERP

QOnKcaHKWe rpynnol Bre cucTeMbl

OnWcaHWe CKMCTEeMEl HD3

RFC-coeguHEHNE HD3_SAFEERP_HAMA__ AGEMTH RFC
Twn arexHTa HENA

BepcuA areHTa 044 HA_100.0003

g cKucTeMbl HD3

Tenant name HD3

Mpog. cucreMa?

Platform Security ~
Licensa Main DAFL4-16PVV-ETQUU-ES test o
License Support 00000000000000000000000000000000 w

2| (2] Q]
@Sy Cdts ¢) eamdstejls! fMdhlsj dke

1 tod a3 yQdaddgs ydw clrtcQodzgdo Odedje HtsMskzf dzO o tj ydd

4121 OMmMlstes?2 € O f stcWHECO SlssBtcOY J dzd 2
HeMiskf dzsisd OGc J dzls© 9 dBsHEZ dz] ¢l Odzj dz!

[ dzv dz2OMmlstes?2Cd W HCO lssBtcOy jdd?2 Htose jtetsS

¢l Odzgj dzists dzd Iststed dzG O e (188%3. dag dsfg .~ SH d i3S 99 jMmlsd

IN/GAZIS/IMONITOR® S tsd3OdzH dzz¥ Mistes§ 2.

[Cdets IstcOdzL OSydd ftej7d4MmlsOo dzj des dzO ted .

]l bOBd&dyk dOmMsttts?2¢d orntHWIS MdzjHEkzehdj] Mbsds yr :
oeolsL g stcWHCSo" 2 dzsd3jte 9" 9atsHO ftetse jt6C d;

% ¢c10tcORgistfictctse j SO dqL MfdmMEO ftese j € d;

o cEIlsdo desiffsIsd o detsfils! tslstsBtcOy jdedWw fHtetse jt6C (. r
ftotso jteSd dzj sSBABHdBE EMsOdkss dls! % dzOa

ldzsmwismw dLd3gd dzgj dedv o Mmdzj Hikze hdj Mmlssdze Yy’ :

2 ¢isL dedw

Yo ¢cletse jéasC O

Y ¢c@®Isdo desfyls:
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Hacrpolika napaMeTpoB MOHWUTOPUHIa: M3MeHeHKe: 0bzop
&3 Hosbezanmcn [ B w» B W B

HacTpoiika NapaMeTpoE MOHWTOPHHIA

MozuumA MapameTp AKTHMBHOCTE
I_]J ]D,am NpoBEPKK b v
2 SID areHTa A ~
3 XOCT areHTa hd i
4 TeHaHT HAMA areHTa A ~
5 MpoBEpKE A3HHLX CMCTEMB e

13 RFC-coegMHeHKe e d
7 MpoBepka AaThl/BpEMEHN W wd
8 (JCHOBHEA NWLEHZMA e o
4 NUUeHzKA NoggepHKK b v
10 MpOCTPaHCTED HA OWCKE e i

M@y C dzs dzOMlstes2 Cd H v tstsds s fot@d j fad® i st ji  H
Ocjdsj o dBsHkd] ¢! Odj &z dBsdedlststsd dzc

[ &z HBBOodzj dgdWw ftotseo jtesC © tsCdets ¢y Odedzr | B C
OBRIE3AMMCH . 55 jfisd HOddzr j © Missdey' ¢} sLdydw

-
cPCIlsdodetsfls: &, |EI_)>|G)ISJ Cdesf C k2

1 ted o34 yQud@Bjdzd y© Hdzv dL d3j dzgj dzgdw o' atsHO (dJdaW stedsOyd
e ydd3i ¢t jHOCIsdtcse Oded J € .

[ dz¥ tjHOCIsdetso OdzgdY or" asSHO ftetseo jtesE dzgj sBr tSHJ BB

=
C dzts 7™ 2
4131 sdmMS YMJ oHBS sdRBRB] dzlsOted §
1 5dMS fMjoHBSCSdRB] s O SAR Gt jsdtz de ydd § s
ffjoHBS BB dsOted j o sfkh jlse dv j Isiw )
IN/GAZIS/IPSEUDOCOMMENT.
[ dzv tOBtsls' dzjtsBrtsHdBs L Of sdzdadls! Mmdzj Hzs hdj B d
b ¢eBhdj dOfipsicesRBEgte dqHjdsdW S Oste® dL  Mf dMm¢ (
Wisdetse 53 6 Ny d B ;
Y ¢k Bstc tsBeijjksastwte f OC jIstso d B jJCIstso;
Y»¢¥F BBBte MyjeddOsc'dgtete HOdzdzr =~ 68 BJjLSYTOMdsmIsd,
EHsBMmlsolz Mtsftcso Y Hj ded W .
[dzv fsdmMSO ffjoHtS sdd dals Oteed j S ts ddf) deBRUFH d fiffiste lolzj f
IN/GAZIS/IPSEUDOCOMMENT, o slsCtsr oh j &)y IOtz dzztb§ . s8 d&zOM
&ZOoMmlstes2¢de, ¢l rrBtstc B JCIstso e, (;J@sgisltdtjfrjsqu’ﬂstgqég.
1 ted 3 yQddgyj tcOB tsls dgj sBrtsHd s L Of sdzdedIs! oM s
Ml osdsdgj dzlsOtcd j o dzj BRZHJIS L Of M ] dz
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- =
v KE 00 = el @%
HCEBﬂDI{DMMEHTapHH

&
Ofwmre HacTpoAKK

=
Cucrema |_
3anyck B OHOBOM pEXMME

Buibop obwekToB

NakeT ] Mo 4

DbbexkT Mo ot
Beifop cCUgHapues

BezonacHoCTE Mo ot

MponzB0gMTENEHOCTE Ma ot

YaoboTED CONPOBOXASHKUSA Mo 8

tdmizaas g § dg®
4141 Oflstets2 ¢ O

[ dzw ftetso j &

[ ozw ZOMmlstets?2 ¢ d
dzj 5B~ BH d d3ts

stcOdat OC yd *

¢cINDe 99 JMmMisd
dzOx Ols !

2Oy 0ls: Hpsgok

Cnosaps: npocmoTp Tabnuuel

S oG

Fl

aE 0 B

Csdzd yj mMlse ©
Wl dzS Yy d s dzO dz' dats 2
Ctsdzd yd Mlso ©
dzj sSBrSHdBs BBOISdIs! Mw ¢

Csdzd yd Mlso O
99 J Mis BEL b tc O dgL JOEBYRAEH d B

I GAZI S/ STCS Wy & oy ®ls k) dzC dztsqf & L fls d
cBAse o d f te@y Ols ¥ (Ctezfd).C ko
4 s ool Misd  d L d3j OZALGE FOWS  (VBIE HIGHS

ktcOdet OSydd 5 §s5dMSk §MjoHsS

Wz dzC yd ts dzO dz.
Gz 4

WizdeC yd sdzOdz! dz" = BBs H L
sOBddyd [/ GAZI S/ STCS_C
WkdC ydsdzOdz' dzr n d3ts H
99 Mk teml ¢

slsCter oh j d3f
( @8 .

] oy i

TexHHYeCKHe NapaMeTpPbl HACTPORKK

b

r =]
MNpozpauHas Taﬁ.nnu;u LIGHIIS.FSI'CS_C‘-" _||:'! AXTHEHD

KpaTeoe onuaHHe Crtical values

tdmza@aasyq J de

s OB dzd Y



Gl

rFASUH®OPM
CEPBUC

Epayzep naHHblx: Tabnuua /GAZIS/STCS_CV: 3kpaH eoibopa

@ $ B [

CMPID
CAT
IND
VAR
POS

CUSTOM
SPGSC
POLZUK
SIGN

OPT
CHAR_IND
WVALUE_LOW
WALUE_HIGH

Yucno 3anucen

MpKMHA CNWCKE BLIBEOAA

MawkcHwonoCoenage

HI1

tdMda dd st

Tabnuvua /GAZIS/STCS_CV UzM-Tb

MpoBepoYHanA Tabnuua

MAMNDT
CMPID
CAT
IND

BOS

CUSTOM
SPG5C
POLZUK
SIGH

QFT

CHAR IND
VALUE LOW
VALUE HIGH

tdmMzdsdq OMstes2 C AL Jtetso § o

} sc¢SafeERP Security Suitee
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100

- =E =

==
(=

Hild =

41
20

Mo
Mo
Mo
Mo
Mo

Mo
Mo
Mo
Mo
Mo
Mo
Mo
Mo

O 10 1% 10 I

9 10 0% IC% (0% 0% IC% I

s OB dzq Yy
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4151 OMistets?2 € © o dztHsjHtfiRuze MY O dzd tets o O dzd d
1 sfdzy OCIkdoeOydd dzOfmstets2¢d k ftsdz' L so Olsj dzw 24 o
teso jdz@ o dzsy j dedetsMisd BJjL EZyjlsO odztsy jdeder = o' L 59
[ dzv  dzOflstets2 Cd o dztsy j dedetsfylsd dzj sBrRtsHd dists o " ff tsdzdzed Is
1) 1 9 j fMisd Istc ONMBABDIS/INEFY _SCAN_SETo S tsd3OdzH ddzs Mistots$

Hacrpoiku ckaHuposaHua enoxeHHocT Code Security: nameHenune: ob3op
°2  Hosmezamew B B O B B B

HacTpoiiky ckaHnpoBaHns BnoxedHocTn Code Security

Mo aredta  ONWCEHWE CHCTeMbI MonbLz0BaTENL

t Mk ass g ¢ diss O dzL ON/GAZIB/NEST SCAN_SET

2)1 Oy Olg:  HoEwezamal, . (7g)
3)1 0y 0Ols: Cimf CfiglstsdzB yj) CRH] dZsd¥ S Obtste O] dzsOe

9" BtcOIs! OGJj dzgls. 1 Of tsdzded Is fnls@dszquDtls'E].lgldzﬂB@l
1 tod d3j WOdad ¥

1.v fsdz LsoOjdzj?2, SCStltsterj dzj odgj mjder o dzOMls

ofny tBi jCIsr, oCdz yow o dztsy j dgdz" | .

2.1 0fMbts?2¢0 ©OBBIKOJSAPGUL]dzls j tol j 2 )

416) tctso J 6 € O tc OHNg Isro | 4dmFIORI

st dzj € Htoetse jtoCd tcOB-§tehy BBERE p dztd GHaffERP $ewurity
Suitee.

[ dzw tcOB tsisT f stcOdzsL OC ydJj 2 dzj sBn SH J d@BES f sdz L
fsdzdzsdzgsydw, ECOLOdzd2 §J o ftoddztsy 4 dzd

[Cdes IsteOdzeL OCydd ¢ tej8a.MlsOo dzj des dzO tod .
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Komnnexc nposepki paborocnocobrocri 10 SafeERP
& [

| Habop npoeepok

[E:'n Bulfpatk BCE

-
I_I:I AKTMBHOCTE ICF-yana r
[ |Hanuume CHCTEMHLIX NCEBAOHMMOB

[ IHanuuwe owwbok 8 ERROR_LOG

t Mz C dzs  Is to O dei/GAEIS|CHECK_SAFEERP

] tCdt kttOdL 0¢ydd orntHWI MddzjHkshd] ftese jtel d:
Y ¢ §lsdo dd€Mlis: é&209 HOdzdzts? ftetso jtoCj Gtotso j toWIGHs ipw
ELd&zO. virjdz CF (I nternek Commny limeatsH dad dzF d a 1
fljtco jtotse HzW tOBBIS' a bdadals jftddVdjd2siyjj;dzd?2 o 9 B
2 ¢\ 0zd udd MmdMmisj ddde” 27 § i) HoOwizsak® B ac s o § 6 ¢ jdzdiusfgo J
OClsdodese s MdMmilsj Bdese s f MjoHBsdddBO o MmMdMmilsj &3 ;
Y\ O0dzdyudy tferoBisdei ® HOdzdzts?2 ftetseo jtoCj Gtotso jtowsls
dzts cejror_log, MowL Odedzr | M OBl smtse dzesMmis: 8 MmJ
tt OB tsls bf delsjjste ¥ j 2 O.
R sdz' L s sfyw fMdzj ks hdj MsOkkmr Hdow ddHdSOydd
- B fece 10O fs2H,jdz0. [hdBCd dzj 2O2Hj dz

- % oo SO dzj ) FeEBE ). ST dMOdd | &OSHJISM
Mssen jddve 8)MmMds. tedf.

[z feehMBtlsttd &Gsdkdlsttedds®  fdhls] dto kP a g

IN/GAZISICHECK_SAFEERP® § ts5OdzH dzz® Milste 6 Y dzD g 0 of st o th o

40y Ols .@.nsq ¢k
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K pabor 6HocTy 10 SafeERP
QEBER &FTTF & B BT =

Et Cepenc
SGWP_SEGA_SRV

=

Mpoeepka * Tekcr cooBwexna
AKTHEHOCTE ICF-y2nos
Hanuuye CMCTEMHBIX NCEBI0HUMOE
Hanuuue ouwmbok B ERROR_LOG Invalid key predicate
Method 'ANALYSISSET_UPDATE_ENTITY' not implemented in data provider class
Failed to read property 'PrdValue’ at offset 282"
Owwbka ofipabiotkn changeset
Failed to read property 'PrdValue’ at offset 246"
Failed to read property 'PrdValue’ at offset '280°
Failed to read property 'PrdValue’ at offset 231
Owwbka obpaboTkn changeset
Failed to read property 'CsDeep’ at offset '161"
Owwbka obpaboTkn changeset
Failed to read property 'CsDeep’ at offset '160"
Owwbka obpaboTkn changeset
Failed to read property 'PrdValue’ at offset 247"
URL zanpoc wam MET3A3HHEIX
Failed to read property 'PrdValue’ at offset 247"
Ouwwbka obpaboTkn changeset
URL zanpoca wnu M bl
URL zanpoc wan METaAaHHbIX
Method 'ANALYSISSET_GET_ENTITYSET' not implemented in data provider clss
Method 'ANALYSISSET_GET_ENTITYSET' not implemented in data provider class
Failed to read property 'PrdMonths’ at offset '232
Ouwwbka obpaboTkn changeset
Failed to read property 'PrdMonths’ at offset '232

Fr P e P et

EﬁﬂﬁﬂﬁﬁﬁﬂﬁﬂﬁﬂﬁﬂﬁﬂﬁﬂﬁﬁﬁﬁﬁEE§
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Monezoeaten: [data T Bpens
00:00: =

YAMILOVRR 25.08.2023 16:44:

ALEXANDROV. 16:14:
ALEXANDROV. 11:45%
ALEXANDROV.

ALEXANDROV. 11:43%
ALEXANDROV... 11:404
YAMILOVRR 11:31%
YAMILOVRR

ALEXANDROV. 10:337
ALEXANDROV...

YAMILOVRR 10:33¢
YAMILOVRR

YAMILOVRR 10:30:
ALEXANDROV... 10:26:
YAMILOVRR 24.08.2023 16:34:
YAMILOVRR

YAMILOVRR 16:18:
YAMILOVRR. 15:363
YAMILOVRR 15:00:
ALEXANDROV... 15:03¢
YAMILOVRR 14:37%
YAMILOVRR.

YAMILOVRR 23.08.2023 10:34:
VAR WED T

i

tdmMz@ANG jLEzdz sOIsT M Odzd tetso Oded W

4171 s jJicC O RFC MmMtsj HJdzj ded 2
U tcOdzL O NGHAS/ICONTROL RFC f toj H dz2OL dzO y j dz0O

OGJ dzlsts o
RIESY 15 51 st twkzbf ™2

ZOMtets2Cd YWndsescts L OHOdIY HJRFC-IB jsic®dzj GdRz B¢ fs

[ dzw ftcsoRBREC dytsj H d dzj dzd 2 OGJ dzlsts o
IN/GAZISICONTROL RFCo9 S tsd3OdzH dzz¥ MmilstetsC Iz
[Sdzs IstcOdzL OF el dlztsy talFR. fidsGrp.

BBegenne HacTpoekx A/1s1 KOHTpoJis1 3a RFC-coegnHeHHsIMH

(%)OnucaHWe TpaH3aKLuK

fiiil OBLme HacTpoitku } (*) boHoBOE 33s1aHKe

dzj 5B - SH d d3ts

Obwme HacTporKn

&£ CkaHupyeMsie arenTs

VIlMNposepka akTueHocT RFC

S]]l 5[ )| [55C6poc sHauenmii
ATpubyTbl Ha KOHTpONE

= Wma nons HassaHne
RFCHOST Llenesou xocT
RFCCLIENT MaHgaHT
RFCSAMEUSR Tekylwuin Nonb3oBaTeNb
RFCUSER Mcesponm AppHaszHau
RFCAUTH Maponeb
RFCLOGON JxpaH RFC-Bxopa
RFCTSYSOPT [ocToBepHasa cucTeMa
RFCSNC RFC SNC
AUTHORITY AgpecHasHaueH./monHomou.
RFCLANG Asbik

t Mz @Y Cdets tcOdet OC ydd

KoHTponb
\E\
\E\
\E\

4";|

&) &) &) &

I nl gazis/ contr
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]l bttOdl 0 yds ontHWIs MdzjHlkzehdj o6¢d&zOHSCJ:
Yoo Bhdj dzOfiplsitedz@ fflsftc 52 Gips jRIFGEZ] dzd 2 0OG6 j dzlstso . )
ftej HSMISOo dzw j IsMwW o 5L dI3tsy detsMils! dzOMistes2 ¢ d Olsted
Yo cnsdeso s LEOHOME jcs2 C O Wisdatsoar 7 L OH Odzd 2
Il s 9Cd&zOHCE ¢ [Bh dj dipunlsHidas BEEED MdssH W Is
e Bhdd dOfpstets?2 ¢ d
Y ctedBlzlsr dzOeiCos Blsdsts jlstcdB ZIstso HdzW OdzOdzd L O.
]l BB d&OMIs! c¢codolstcdBlzlsr dO Ctdistetrdzj € o-tHWIS Mdzi HE
Yo ¢ fj dzj 9 s2¢; nsMls
Y2 ¢ [OdzH @dzls
Yooy Skhd?2 ftsdzeL s Olsj dz
Yo cMnjoHBdad 3 ¢ Htc©,OL dzgOyj ded W
¥ ¢ 10 te sz
Y2 ¢ CtcOdz -RFEH O
2 ¢ sMistse j tdzOve; Md Misj RO
% ¢RFC SNCe¢;
Yo ¢ pitc] @y dzOy 4 dz. / ;s dzdzts d3ts . .
Yo ¢ @ "
rdzv fsmisOdzso $d ObtedBlzIsO dzZO CBdzlstetsdzr dzj 5B R t5SH d d
zOx Ols! Cdesf Sz cutsntcOdzdlIs’ €.
lted a3 yQdedy MBtetsMO dzgOMlstetsj & 5 & d3ts dzy O dzdctet BdmjsHE -
L dzOyg dzd 2 e .
I8 9Cd&ZOHSCE ¢ A tBdetso tsjindzj G Oz @M oS H W Is
Yo cRBW Wtdzso 56 BT dz@QHOOzEG'] ftosctcOBR , ClststcOw -
Wsdeso sets LOHOdedW. 168 kEddsdzyOdeds Mmistsdls ftetscte
% ¢ 10O ster el PPEEOWPIstcr L OTEMCO Wsdsotsets L OHC
]l BBd&OMIs! ¢l OORjIster L Of zfin€de o ~tsHWIS Mmdzj HEZ® h d
Yo cisfdzj Hdzj | 0@ @PdAEOISO d otej W o' ff sdzdzj dedWv ff 5
L OH Odzd v ;
Yo ctilzj HEZB P | EQOHHOAE®Q d otcj 3w o' f Sdzdzj dzd W  fydzi
L OH Odzd VW ;
% ¢cdsOlslzm or fet dgtePdetg) o' §f sdzdzj dzgd v  sfdzj Hdzgj e t5 W &
o ¢cljtodasivf jtcdtsH fsolstte] dzgdw Wisdzso sets L OH Odzd W
Yoo tcog te
Y2 ¢ P dzOdzd tetso Ols! eiL OO ot®j d3v o § Sdzdzj ded v fdzd
 silskzf dz@r MmMdzjHEze hdj MlsOkzMmr o' §f sdzdzgj dzgdv W sdztsoe tsc
% Ri OCIsd o dats;
> Yieslstso 5
Y PiHjBMAS dtcso Odzfs;
Y% ST L O dzOdzd tets 9 O dzts ;
Y Al tsls d3d dzj dzts;

N

N
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¥ Fior § tsdzdzj dzts;
Yo Xidzgj L ojMisdes] Mmissw ddj .

418 utcOo dzjdzdj HoOo kR ttsdzj 2

[ dzv ftc O o dzj dzq H o tzf 5B O df jdds 5B 6O ldsddO iy ¢ y §
IN/GAZISICOMPARE_ROLE.

= CpaBHeHue poneu

v " KE OO0 = ] @ %
CpaBHeHue poneu
@

Buibop cucrems 1
Cucrema 1 DEV v
ManganTt 1
Ponb

Boibop cucremb 2

Cucrema 2 v
MaHaaHT 2
Pone

t Iz 8 ¢ digstc ©dzt QN/GAZIB/COMPARE_ROLE

[ v MtOo dzj dzd v totsdej A tcigdasEsa N s h dj Hj 2Mlse dw:
)l etOl! fdmisj gz dL MEdMSO » te@Phisd ¢l bt
2)1 O3 0l! CdsfSbk cEntereé o fstsD of @d@oO®ds&E0:

dL My dmeco.
3) 104 0! CdsfClk cEnteré o Mbstsdij scpm@ise. s
My dM¢ O.

4) Irfsdddls: Hj2Msodw Hd&v olttets? #IMisj i k¢ OL

5) 1 Oy Ols' Cdztstf C ke @1 § sdzded Is -

) sfidzj M©Oodzj dzd¥ BEHjIS of HOd tjLbd O MOs daj
fls s dze y O ds3@): ( te d ).

% ¢ [MsB OW MEkmBQEELN MicOo dzj dzdv  sdzdesisyd2. dls
fMdzj Hizs h Izs gdzHd ¢ Oyds : L 4 dzj dz" d3qd (f tsdzdets dsts yd
(f sdzdsBsydy dzj Mo OHOs I5) ;

Y% ¢ Bl j&IszOd d3j dats 980 dgdSjls G5 to s dzd ;

Y ¢ Msdzj f S dzdR i) dzse Odzd j f sdzv f sdkzdsBsyYd2 s

Yo cds L dzOq digfyOdz' detsj L dzOyj dzad j ;

2 ¢¥s L dzOq] A fydzi Hded § L dzOyJ dzqd J ;
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Y c10d d3j datse Odzd j  f j t@oits @zO dipljfipisgjod@ dzd j , 5O dgn Odgls o
mMdMmisj &3 ;

Y c10d d3j detso Odzd j o s Bicits @20 diipigfjfipajod® dzd j , B0 dzH Odzls ¢
mMdMmlsd d3" .

) od &3j uOdef]j dzO Olsdd dz0 tsdr o S &) fnisdEsdzfdpd? {f st

MfdmMS O f of BOdzdzats? MdMmlsPsks?2 d HEOdeH Odzlstsds ( e fi.

CpaBHeHue porneit. BoiBoa AaHHBbIX.
PRE:000:/AIF/ADMINISTRATOR PRE:000:/AIF/ALL

IS I P A = D Y (]

Ocobas cutyaly... ObbekT Mone nonHo Co 3HaueHus Mo3HaueH.. PRE:000:/AIF/ADMINISTRAT... PRE:000:/AIF/A..
&2 /AIF/CFUNC /AIF/IF i Y
[ ] /AIF/CFUNC /AIF/IFVER ¥ v
] /AIF/CFUNC /AIF/NS W Vv
) /AIF/CFUNC /AIF/NSREC v v
m /AIF/CFUNC /AIF/OTHUS "' V ¥
(1] JAIF/CFUNC /AIF/OTHUS * o7 vy
[ ] /AIF/CFUNC /AIF/VISI A v v
&) JAIF/CFUNC ACTVT X v
[ ] /AIF/CFUNC ACTVT 03 V V
[ ] /AIF/CFUNC ACTVT 16 v v
3] /AIF/CUST /AIF/MC /AIF/ACTIONS M v
5| [AIF/CUST /AIF/MC /AIF/ALERT V V
[ dMiEeds v MBS (cddedsyd? (& toddg

¥ SA1:100:SAP_BC LVC ALL

Monb3oBatens Ponb C pathl o pgaty
OREHOVA-L SAP_BC_LVC_ALL 30.09.2024 31.12.9999

o[F[=[=nv][e[m[a[<] Hramm.
{ dMEBR Y  MiSC fd LsoOljd2 M o B0 ddzs?

419 R dzMIstclz d3j dzls W dS MOydd tjL kzdzt sOIstso

st O dzL OM/GAZIS/SEPS_VULNERS H ts fiy s kdg@R@ j dalstg O dzL O ¥ dzOL dzOu j
H dzw ¢ ts dzls te ts dzW dMmy tcOo dzj dgd W dzO2 H | dzdz" ~ EwiLoddstsm
dmt sdzded Is § dzw .

[Cdes IsteOdzaL OCydd ¢ tej8b.MlsOo dzj des dzO tcd .
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Ynpasnernne yassnMocTaMi npoexta SafeERP Platform Security
| @]l&ll | [@Dﬁmamb]l [Eﬂommpenﬂ mrmpmu] | ["IDTHpaBMTb Ha npnaepky] | [ﬁDTnpame (uuﬁmewe] | [jﬁtﬁssma B paboty
HasHa4eHHble Ha Bac ys3sumocTy
E. Npoext Npoduns NE yaze. OnucaHve y3BUMOCTM CTaTyc yAzBuMoCTH CChiNKa Ha Tack-Tpexep  [l0 Kakod AaTel MCNPaBuTh rKuMMeHmpmﬁ 0T MCNIP2BNAKILErD -‘1

19.12.2024, 19_00_04 UROLES 05225 PLVAR B pabote Wcnpaeun, nposepsi 4
test CURR state TEST_PRD__ 00005 OTYET 0 KONMPOBAHUW MaHAAHTOB OTKpLITO
test CURR state TEST_PRD__ 00011 BNOKMPOBKE NONL30BATENEA B paboTe https://test-tracker.dev... 11.12.2025 21:14:00

E TecT npoekTa KH no pacnucaduin 369 SESS_ABAP 00108 CTaHA3PTHARA YUETHAA Zanuce SAP* Ha nposepke rcnpasmn

AbI3BLINBLIEN

t dmMiza@as Y Cdets IstcOdat OC ydd

) tsMistslste s dMOdedy EwiLodkshlsd
[ v f to s fipdf e inOREdve d issfMls j 2 dzj sB O tsHJ di3s dzOy Ols'  dzO
o Mo jlskzeh jd5 fplet@eks yj ( M.

| cHisB s ] B dMOdedj] bkwiLodds@Bisd §tjHilsOs dzj dats  dzO

KH dukc2 FIX VULN 00001 PafoTa C napaMeTpamMu Npodunei MHCTaHUWA Ha paccMoTperny  https://azure.da.an/Dat.. ALEXANDROV A
[E OnucaHne YAZBUMOCTH x

Mpoeepka «YHUKanbHoCcTb SSO-HacTpoliku» onpegenseT us Tabnuusl TWPSSO2ACL |
KOJTMYECTBO YCTAHOB/IEHHBIX 3HaYeHU ana SSO M MHBOPMUMPYET O HaNMUKUK

[ONONHUTENBHbIX coeanHeruit. SSO (Single Sign-on) cpeacTeo Ans eAMHOro Bxoaa. [
Mo3BonseT NoNyyYuTb AOCTYN K APYrMM cucTemaM bes BBOAa /OrvHa 1 Napons, UCNonb3ys |
nonyyeHHbin SSO-ticket. [

M8 sHicsB desj ©fdMOdedj EviLodddsmlsd

RfMiststedw dL dgj dzj dzd 2

[ dzv  f tots fiyfdgdslasdd@] s dzd dzd 2 dzj 5B - BH d d3ts ot di ffEdzq Is 'dzOf I©ts
ChsfOmsmEsejls! dhsseds e .

RMiststdd w3 dzif dedi H s Oo dzj BO 2O ted fn).
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[ XKypHan waMeHeHni

25.11.2024 18:30:43
ALEKSANDROV 0oG3EWN KOMMEHTAPUI

A Bee, moHAT

25.11.2024 18:23:25
ALEKSANDROV 00G3EWN KOMMEHTAPUIA

Bpoze Tak 1 DomKHO DEITH

25.11.2024 18:07:21
ABTOp WMEMEHeHMI: ALEXANDROV_A

lone Crapoe 3HadeHue | HoBoe 3HauyeHue
CraTyc OTKpeITO B paboTe

ABTOp MCMpaBneHna ALEKSANDROV
ABTOp 3anpoca ALEXANDROV_A
KoMMeHTapHiA 0T 0TNpasnAaLlero Bepw & paboty

o KaKoH OaTel MCNPaBUTE 29.11.2024 21:07:05

25.11.2024 17:59:17
YazaumocTe [00001] PaboTa c napameTpamMu npodguneid MHCTAHUMA 0OHapyHeHa

4

tdmMz@ R Misstedw L d3d dzj dzd 2

[sftOodls! dz0 tOmmdslstj dd j

) od d3j QAR jeOfmtsslstej dzd j GlsftcOodvs sfw kWi o ddtshlsd
[ slftOodjdd® bkwLoddhsmlsd o0 twOmmdslst] ddj d
C dzsfcS[ts § s Oo d o dz@tE Mg 186) , L Of sdzdedls! §tsdzj © €
COmMmdsste) ddj ¢, cdFOeaHsen).C dzsy S Iz

[ OTnpaewnTe Ha paccMOTpeHue

KOMMeHTapHi Crp 1, Ctnb 1 Crp1-Crp1wuzl crpok

/]
—DI{i

tdmMe8S Y sftcOCa SO dzO tOmMmMdissiste dzd 4
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[sftcOodls! Mmstseh j dad

dzv tshftcOoCd Mseh jddw Oslttekz L Of iSO teddjo tsfasT |
fMstse M j @zhize 88 d M.L Of scdzdzd s’ sz o tGCdzj c¢c[lsftcOodls
¢ { s(€tsdom).

[S OTnpaenTs coobileHne

XII) (Bl (I

=
A UTD HYXHO MCNP3BAATE TO 7

[l

M@ sfc0oC 0O Messh j ded W

420 " ctezL €O d LOGtekzLCO HOdzdzr » Mo B 5
rdzv or" L tso O PIERYSEGSOydzidtse - tsH d ditss G@dpHdsfss § 2 Is tc O dzL (
In/gazis/secs_atc.
d4SH jtoey dls Mmdzj Hize b dj( todgi.r o ¢ dzOH 5C

V2 ¢ RBBY tségls

¢ € MY Btcls

NHTerpauma ATC n SECS

@ ZETonyunTb creHepnpoBaHHbIi OTYET = KapTa craTycos
Scnopr |

MapameTpbl NpoekTa

MpoekT
Utepauus 00000000000000000000000000000000 00:00:00

I'Iapameprl ANanorosoro BbiMNOHEHUs

= [lnanorosbii
MyTb k apxusy
®oHoBbIN

{ Mz @Y C ZOHC O ¢cRrR BY Siclse
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]l CZOHR @Y Sl
]l CdzZOHC O cRrRBBY stelsé ftoj HAdzZOL dzOYJ dzO Hdzv JddiBf stelsO ¢
WistedsOBpyy Istse EXCEL O dztsC Odz' dzlz ® BOM ddzlz  ( Myc
o' BtcOdzgdese s ftotsjCIsO d o' BteOdzdets?2 dlsjteOydd *. sa
CjLid kOO® dlsjttOydd d ftojsBELOLEZjlS HOdd j o E
d MrtOdW jIs s ECOLOdzdesdiz f 2zIsd) .
I S ZOHSE JiRf stels o Rtsmde@hlddz HEzs h dj
Y ¢cI0tcOWR ste’ fite B SHIWB® MistesCd ¢l twetsjClse d ¢RIsj tel
Y% ¢clOtOd3] IsteT HJOWde s BEISY tood § Btzdzfstlegl W Isdf © ¢ C
dzj 5B R SH d 3ts  zip@detE tzf Lo oK) tc d fr) .
[ dzv d st stols @z B E SHIFERS o' §f sdzdzd Is! fdzj HEz¥ P dj HJ 2
1) 1 Oy Ols! @dztsijﬁjilslztsts(;J MBI Ise of BtcOIls! ftotsj Cls o

5Cdzj 926 a0y 08Pl ¢ wsy o

2) 17 B0l dlsjwOyds o MmbesC) ¢OisjwcoydO®r:, O e
BlsCir oh j gy 98)C,dzj tz@ e @] ¢ sy ¢

3) 1 T BeOk! f OtcOdsjolddas sH dod dftisszdzj dzd @ o Mtstske jlsiise
Casfolk ¢l Pidadls

= 1 npoekta Code Security (1) 14 3anvcu HaligeHbl

OrpaHu4eHna

RO RSN

| WA npoekTta CS © _Onucaune
051MaRykK7joBbWhxYRRZMm 'proﬁle test

051Ma Ryk7joEb02Z0Z 140 _'ZCB_DEI'“'I 0O_SECURITY

051 MaRykFjoTadacPwgBBm ZC5S_60_CHECK

051 MaRyK7isBrsglLShxawy ZCS_DEMO_S001_TEST_ 20220907
051MaRyk7jsBriToRFOxeG ZCS_DEMO_S001_S005_TEST_20220907
051MaRyK7isCXSRbuESo TW  09.09.2022, 13:56:48
051MaRyK7kotjbYdRIavGW  SER_basis

051 MaRyK7 koWiCKihvBLnbW 28.01.2022, 14:52:43
051MVWoad7iklaaXpiG3wDW 24.05.2021, 16:16:20
051MVWogad7iklaoepioRx8G 24.05.2021, 17:05:49
051MWoad7iklapSgxgVvxam  24.05.2021, 17:07:52
051MWaad7iklwWe345bvbW Test

051MWagad7kkCaxurhi@gkW  DEM onsa TpaHCnopTHOTD Zanpoca
051MWaad7kkCywoNgGSivm DEM for ATC

M@ st s SlsO
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¥ SECS project iteration ID (1) 3 3anWcK HaRgeHkl

OrpaHudeHina

' L

g ALICIEIEY R = PEY

— W npoekTa Code Security: 051 MaRyK7joBbWhxYRRZMm
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tcOLtcOBtSISC | datso' 7 WhkdeC ydtsdzOdz' dgf = jHddzedy d Ctstete
feshstcOdhlsots ddy dz, o Cthtstesd ©OBsKOjIls fMdflksj kO
[  fteso j6Cd dzOfedkjjdfegbzzE 2 sH d it tBEOlsdls! Mw
IN/GAZIS/ICHECK_NAMES.
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[ 3anice TaSnvunt  O6paGorate  Mepeitmvi k. MapameTpst KACTPOKKM  CucTema  Cnpasxa

o " KE OO0 TH Y 0%
Bpaysep aanHbix: Tabnuua /GAZIS/STSHABL, coBnaaerui 55
DARYIEBEE =TY: @ EABT BESR

[ MANDT PGMID OBJECT  POS ATTRIBUTE SIGN OPT OBJ_NAME_LOW OBJ_NAME HIL. ACTIVE
100 R3TR PROG 1 CP  2CS_DEMO_*

1 X
100 R3TR 2 I CP [GAZIS/S1 * X
100  R3TR SAMC 1 X
100  R3TR SAPC 1 X
100 R3TR SCP1 1 X
100 R3TR SCVI 1 X
100  R3TR SFPF 1 X
100 R3TR SFRI 1 X
100  R3TR SHLP 1 X
100 R3TR SOTR 1 X
100 R3TR SOTS 1 X
100 R3TR STOB 1 X
100 R3TR STVI 1 X
100  R3TR SUSO 1 X
100 R3TR TABL 1INTTAB 1 CP /GAZIS/SS* X
100 R3R 2TRANSP 1 CP [GAZIS/ST* X
100  R3TR 3APPEND 1 CP Za® X
100 R3TR 4CLUSTER 1 CP /GAZIS/SS* X
100 R3TR 5 POOL 1 CP /[GAZIS/SS" X
100 R3TR 6 VIEW 1 X
100 R3TR TOB) 1 X
100 RITR TRAN 1 X
100 RIRTTYP () 1 1 CP /GAZIS/ST* X
100 R3RVIEW T 1 X
100 R3TR W3HT 1 X
100 R3TR W3MI 1 X
100 R3TR WAPA 1 X
100  R3TR WEBI 1 X
100 R3TR XINX 1 X

1 X

8
-
g

tdhzddtuef dmsC tsBi JCIstso

1 sMmMisOadls! ¢me o MlstsdzByy ¢ACTI VEe HdzV Isjrn
fcsf OfmMis: o ftetso jtol d.

1 ted d3j yOded v :

1. 1 sdz L 859 Olsj dz¢ { tc joHss fighdsOadeisvnjlsls i 5B O 9 dzj dad W  dz¥ B T
dmf sdz' L ¢ TBOOR dzd y Iz

2. 1 § SANTRIBUTEE s dzts L Odzj Misd HBY sdzdzd Is§ dz/ dzlz 6 d dgW &
Hdzv IsQBesddffy sOBdzdy" (ftesL tcOYdzOWH lsOB dzd yO, Mmlst

42421 Of zmM¢ IsteOdet OS ydd

[ dzw ftotseo jteCd dzOd d3j dzts © Odzd W sBl jCIlstse dzj 5B T
IN/GAZIS/ICHECK_NAMES 9 € ts 30 dzHiplsiActs € Iz .

[Mdzs o dzOW OB BYOW B dZOMI! IstcOdlODS ydd Htcj HMisOs dz
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V] " KEH OO0 T 1] O %
Tpe60BaHUA K HaMEHOBaHMAM O6LEKTOB
@

Cucrema
Cucrema ™ v

MakeT

Binrouas noanaxkeTbl

Tun obbekTa Mo

{ MEZABER [ fdzso dzOW OB BYOW B &ZOM! IteOdL OSyqdqd

[ Mdztso &zOY OB sYOW 5B &OMls! Msfissdls L fdjHks b j¢
Y fsdzj cudfbi &@& MdMmisj & Hd&Y MCOddtese Oded W ;
b fsdzj ¢1i®Q jBlisdc § OC jkO HdW MC Odedtetso Oded W :
bl dzj 5j dzls o' BBE©O ¢l & dzvO§ @Y o fORHE O S lorda to s o O dzd W
v {sd] cudi i®Eijsts @] ©Bi jCIlO

rdzv ftetseo j oS d dzOdd3j detso Odzdw tsBi j S Istse dzj 5B~ tsH d d3ts
1) ) Of sczdzd Is' §tsdzv ¢ udiflfj ds@e ,j SdslOOC jlse, s
2) 1 Oy Ols+ gdztsqf Szdzd s €

) ed ) yOdedj. 1} OCjls dgEssils fiptz fasdi@ep T s wiag i O ol y C

9" BtstcClz Btsdzr hdds sBi j dBtsdz H Odzdz = .

) SHEeBdZ 2 ©jLbEd sOIs §l@8) HfjlsOo dzj dz dz® ted M.

[ OBwexr O6pabota™ [lepeiiTh k  CucreMa  Cripaska

Q. ke 000 T 0%

MpoBepKa HaMMeHOBaHWIN 0OObEKTOB

[ = [ZTH]# [PL > L AL [ S @] =) ] ]

OcoBas cutyauus WaMp O6. NMs obbekTa OTBeTCTBEHHbIN  OpuruHan Maket [Jata Checked on
® R3TR TABL  ZTEST_HASH NIKANOROVA  PRE ZTEST_LUBA  25.07.2023  25.07.2023
o R3TR TABL ZTEST_HASH_ITER NIKANOROVA  PRE ZTEST 04.10.2023  04.10.2023
. R3TR TABL  ZTEST_HASH_REPOR NIKANOROVA  PRE ZTEST 03.10.2023  03.10.2023
. R3TR TABL  ZTEST_HASH_TEST NIKANOROVA  PRE ZTEST 04.10.2023  04.10.2023
. R3TR TABL  ZTEST_HASH_VIDEO NIKANOROVA  PRE ZTEST 28.09.2023  28.09.2023

t dmMzdBY{ jLEzdz' sOIs ftese jtcC d

ltoddsj yOdedj. stOmdyr 2 ddzHndSOtste o fMsdeyj ¢ Mt
Mz yOj, SBEHO fose j©BCO daj 2 Hj dzO.
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425R J 6 Otcn dVW  Sdzdzs dzts yd 2

uv tc OdzL O fh/gafig/hierarchy § to j H dzZOL@EOAgY dzo " W o dzj dzd v MY dMCO
Colbtster &3 ftoedMmotsj de@ wStejHjdzjdeder | OQoalststedL Oydd.
[MMdztso dzOW tcOBtsYOW tsB dZzOMIs 109 tej H s Qo dzj dz0 dz0 ted fi

O KE OO0 T L] @ %
Wepapxua nosHOMo4Mi

®

BuiBop cicrems:

Cucrema ™ -
MangaHT

Buibop BapuaHTa anroputMa

= ABTOpU3ALMKU MO PONU
Ponb

ABTOpM3aLMK MO CMIVCKY MNPOBEPOK

Bbibop TMna BbiBoga pesynbTaToB

* BbiBoA Ha 3KpaH
Brisog B dhavin EXCEL

t dMzd8E [ Mdzso dzOY OB BYOWY B dZOMIS! IstcOdzL OC yd

[ Mdetso dzOv tO&zEMmBMIstsdls dL MmdzjHE®EhdR tBd&ZOMIS] 2 :
¢l Btste Ml sdfissdfji?2 : cudMmilsj 30e d ¢ [ OdzH Odzls ¢
¢l r Btste 9 Oted Odzls ® ¢ fAdiplsddtaldids dzpL fsdzd 2: cChoboltstedlL

chpolsstedL Oydw s MdmMek oo jtotsC e;
“clretste Isdf O or o sHe@ igdjlstdis IsPUs o dzj &3 delstse o B
1 CtcOdzé d c¢clretsH .9 WO2dz EXCELE

rdzv fsdmMe Oyt ddzdzstge mn sHdd3ts o §f sdzdegd Is! Mmdzj Hize M dj
1) 1 " BtcOls' figd filfssisdsls j siseo ze h j &3 § sdzj .

2) 1 Oy Ols' CHEBES L KE)dzH @dzOy Ols' (s B0l &OdzH C
dzso sz C @Rh). (tsd M.

3) /1" BtcOls! 90ttdOdzls ftsdmMC O § sdzdtksyd?2 o tB kOMIs
4) 1 rBtcOIls! Isdf o©" oaHO tjLbEkzd IsOktse o MmMtlse jIsMmlis
51 03 Ols+ gdzsff Szdzd Is! é .

4261 sdmM¢ tsBiff jsWidsitsadzts y d 2

steOdzL OC ydw ftoj HdzZOL dzOYyJ dzO H dzw tsB dzOtclzy j dad W i ts
9" B tc Odadzts I dMds i dgg .

[ Mdzso dzOW OB tsSYOWY 5B dZOMIS 110 tej HMIsOo dzj dzO0 dzO® tod M.
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o T KEH OO0 = ] O %
O61BbeKTbl MOHOMOYMHA B TPaH3aKUUAX

@ [l

Cucrtema v
TpaHzakuus Mo
InybuHa aHanmsa 3

Mowck no CTaHA4apTHbBIM NporpamMMamM

{ Mz AR [ Mdzse &zOW OB SYOW B nk@diphran_aste O dzL OS y

]l fideso dzz¥ tcOBtYkzy B dZOMIs! o"tsHdls Mmdzj HEEH jj:
b fsdzj cudfilsj g®ac Mmdmilsj 3" HAzv OdzOdzdL O;

b fsdzj cuvtcOddPEGAver BtstcO Ipts@dRzdGEA 2 s &g das
sBl jGIstse

Y fts dzj c|l &z ddzO 1 Ot@rdyy ot o dztsy jdgder = o' L 59,
sfmih jmMsodzw s Mw fdmMe GBI jClsse f sdzdsdksyd? ;
Yo 1dzj dzgj dzls o' BstcO ¢l sdfipff {fidss cliplO@ppO@Melsdz ! tcd EMmlis
HOdzdzts?2 tsB dZOMisd Y tsdMmMe Bl jClstso f sdzdasdktsyd?2 (
sfmizh j Mlse dzw s+ Mw o  #fldc@dzHcCDelisixD nn S ASP Iz d3ts dzy O dzd
f sdzdesdBsyd?2 thmiEzh jhseodw jlsiqfw o COMistsdiddL dqtetso Odz

rdzv f sdmMC O Bl jJCIstse §odzdtdBsyd? djtsBatHddBs or f
1)l " BteOlsy MmMdMmlsj Bz o Mslse jlsMiseakze h j &3 § sdzj

2) ] " BtecOls! IstceOdzL OC yde o Mtslse jlsMlsoakzs h j &3  sdzj .
3y LEOLO! cdkzzByd dpsOHOEdNBOo e M j i3 ff sdzj .
4)1 O Olst gdzsf Szdzd Is* e .
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5R dzfis tc Iz digjfriplsts B sy H j dad W

R dzmis tc z d3j dzls ts ol sSmiegR&Ed Security Suitee 1T 1 Ists d dzmlis tc iz df3
tc] Odzd L s9 Odzdgr 2 O wMdesej SCI (Sap code inspect
tcjLzdz sOlIsse M Odzdtetso Odzd W fls O sSpfeERA Sexarity SWez@dzd L C
ftoj Hdz@j de@ 2 Hdzv BBdzjj ChzBGSSEt Ofiaeyd B d@d S |
MtcOB Ol 9 Odzd?2 5 dzgO@2 H jdgder 7 kWL oddissflsw .
51 1 sdzdzs d3ts yd v
[ dzw Costetej CIsdets? tcOBBIST ddzmlstczdzj dzls© MmMotsBSY HJ (
f sdzdsBsydy ¢ H G g2 RFCSsdsIiyCSUited.
52 1 JBrBHd&GMptotd?2 ¢ d
 dzv Ctstetej SClsdzs? OB BIST Jdzmistezdzd dzgls © tsmoe tsB 5 H § dzd
Oc jdzsmSdy yomisd.
521 1 OfMtets?2 C O Mmjteo jtodzs?2 YyOMmilsd
[ &z tOBBIsr Mite jtedets? yOfmisd dzj sBrBHIBS ftoetso j tod
) teso jtow j d3OW MmdMmlsj 3O HEsdzy 2O B ' Is! HisB O9 dzj dz
HyAMseakze h s d&dyjdzt d Isdf O Mai n.
1 tod Bj yOrdedyj fesfmBEslste® d dOfMistes2Cd Ocj dzs® dzj t
I NIl GAZ1 S/ SEGA 9 C(BBOdH ARzt Mt kz.
2) RFC-MtsiHddzj ded i s Mjtco j tc O =CdyQms) dls filst s 20 Cisdfip lsizisd
)1 sdz Lso Olsjdzé, YtsH G tslssdgdar)igdsigts Hdsszy RFEC B " |
dzj SBABHI & j 1§ sddatsdisydy .

4) 1 sdz' L s9 Olsj dz' Cslststgr 2 BkzHjIs dZzOMmlstcOd o Ols ¢
| GAZ1 S/ SACT Htsdzy jdz dd3j Is i ts didgts SafeERP'Sec@ity d3d dac
Suitee.

) oddsj UOMSddzs j cteOydY HEedydO B' ! (0o dd das dzOf

[ dzv dzOflstes?2Cd fjto jteds? yOflsd dzjsBrRsHd®s o' § &
1) lojflsd ltOdL OCyd® / N/ GAZI S/ SACT o € t5d0dzH dzlz !
2) ] T BeOl! ©OLHjd& ¢[Mdse dill). dzOMmses2Sde (tsdf.
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5.

r

5
r

Maxnens agMHHHCTPDHPOBaHHA NpoBepok SafeERP

%BMMMHMUWMBHHME npoeepok SafeERP |
b @g AMMUHHC TRHPOBaHHNE
- @ HacTpoim
» £ OcHoBHHE HacTpOiENM
= [ili| 0caoBoxnemma
J E'-J Benemme YTEEDENADITLN
J E@ OuMCcTHAa OaHHHK
b VOpasleHHE KadecTBOM

. g Epaysep oceBobommeHmm:
. |:1g JonycTipEie 3JanpocH Ha ocBoCoEOeHME

tdmMezas e [ Cdets IstcOdeL OSydd ¢/ N/ GAZI S/ SAC

3) ] T BtcOIs GdzsB Odz! dz 2 f tetsW d dz i toiipq g 'Caf@ls ' dinw Cfif
dmf sdz! LEzjdd = fHtose jtetsC .

4) ¢SCIsdodtetso Ols! tsMmeotsBtsSY Hj dad W .

5) S Isdeodteso Ols! fsystseo’ § kZojHBddz dzdWv Hzv klse |
ltodd3j yQddrf'j tcOB tslsr fsylstsea" 7 ko jHisddzj dzd 2 H s dzy
Mdtwojte d o dzdyder » HOdzdzr =7 BEZleo jtyHOs M jeBs EGC(
BzHEI ftsMmiskzf Ols! ko jHBdAddzj dd v .

6) 1 O} Ols! Ceksf COdzdIs’ e.

2.1.1. ChhwmmprOON jcts

dzv  dzOMmistes?2 ¢ d klstsg BH Qe | gt tegzded Is' Mmdzj Hizs h
1) 1l 9 jMmlsd Istc ONBIGAZ Y EY SIACT o Ctsd3OdzH dzlzt MistesC 2.
2) ]l T BtcOIsy ©WOLHJjd ¢l jHjdzd] BElse jteyHOshdre.

3)1 0y Ols:  (Eollobasnms|

4 1retOl! fsd L o Offjdyts q s ¢ O
51 04 0Is! CesfF CBdzdIs! e.

221 Offstes?2 C O Ogd fiEsdn S s 2

zv dZOMmistets?2Cd O j dzZlsmMEts?2 yYyOfmlsd dzgj sBrtSHdBs §toso
1)1 IsOBdZdyd [/ GAZI S/ ATRFS HGRBCHdgts jpirdlsiz] dzf Jj L dg®y [C
Mjtcojtok (HBAdydts Bris! OCIkdodes d dOMlstetsj dz@ o
2)] SEO03 Htsdzydzr Brls! 0OCIsdo dtdass @de'ts otOtdag af | v OF toifst
3)] TRCHECK HBdy d&O B'"Is! dOfmstetsj d&z0O B Azt Jtctso € O
4)1 0 0c¢jdzlsméts?2 MmMdMmlsi dzdi (btcOdzL ©OSydw SCI) Hd
(B dzets o7 tcQoadgwIs! M Mijtco JtcO) .

5 rsdzyjdz Brilsy MtsLHOdz 9 0tdOdzls fftetso j 6Cid, § teitiss jOW S
zdsts oMMy d {Istsls 90tdOdels dzgj SsBrBBHJ B HESB OO s
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523 1 sylstse " j ko jHtsddzj ded W
[ dzv tOBtsls' fybtsern ko jHtddz] dd?2 dzj sBrtHJ B dzO
Z{ tc ©9 ddj siz§afeERP Security Suitee.
1 tod d3j yOrdatfyj Ctstotcj Clsdats? tcOB SIS WizdeC yd sdzOdz! detsmls
dzj sBn SH d d@Bts ftsdz L s Olsj dzv , f f sdistsh ' 8 RFCL tslsts
MsjHddzj ded j ( Oklsj dzZlsdW dS Oydw), dzOfmlstetsd s o fmd dzj t
fsybtseor d3 Mitco jtetsdz, Is. ¢. dRc@dzzvtskMmy cttod dgfsdzdz] Bz
Il sybstser j ko jHtdgdzj dzdv Hdzw tlftcOQodzwe h jets 1fA:dr BH
o ftod BGIsC dztsdzj dzd d ;
Yo ftelso jteyHjdzdd d tslsC dztsdzj dzed ( ;
Y dgd S sGHO.

OcHOBHbBIE HACTPOHKH HHCTDYMEHTa ocsoboxgernii SafeERP
=

| AHanuzartop Koga

FNoBankHLIA BapUAHT NPOBEDKK ‘10001

| OceoboxaeHnsA

AKTUBALUMA 0CBOBOMAEHMIA
(o) Ma

() Her

| MoYTOBLIE YEEAOMASHNA

AKTWEALWA NOUTOBLX YESLOMASHWA ANA YyTEEPXOAKWErD
(®) Ia

() Hew

t dmzdBe [ Mdetso dz | dzeOMistes2 € d

[ dzw Flso jtoy HOE M j @t fsyktsear j o j HBd3dzj dzd W dz
INN GAZI S/ SACT o ©OLHjdj ¢ [Mmdase d j dzOmMistes2Cde (
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OcHOBHbBIE HACTPOHKH HHCTDYMEHTa ocsoboxgernii SafeERP
=

| AHANMI3TOP KOA3

FNoBansHsIA BEapUaHT NPOBEDKK ‘10001

| OceoboxaeHns

AKTUEAUMA oceoboxcaeHWiA
(&) Ia

(") Her

| MouToBLE YEEAOMNEHUA

AKTWEALWA NOUTOELX YESLOMASHWA ANA YTEEPXOAKIWErD
(*) Ha

() Her

t Mz 8L [ detso detsj € dzts

Il systseor j ko jHtsddzj dzedw Hdzw BElse jtey HOE N jes ftedn SH
Yo ML HOdzdd BMotsBtSYHJ dad W,
Yo{jtejatBH] BGmMotsBYHjddWY o MsOlskzm ¢l tBKOBBISC

53 ulsOlskzmr tmheotsBtsy Hj dad 2

dlsOlskzmr tMmMeotsBYHjdd?2 BFro0Osls MmMdzjuHlzs h dd&3d:
e[Sl Isse;

“ ¢l ®tBtOBBISC ] EZ EZlseo jtoyHOs N jetse;

“ ¢l tBttOBBISC] EZ LOftcOhdoOsh jetse;

Yo ¢ [ IsC dztsdzj dzts e ;

Yo culse jtoy H | detse .

54 vise jteyH]jdzd] tMotsBESY HJ ded W

541 utsSL HOdzdWwW tsMosBBYHJ dedW

LIse j ey H ] dzd sfeo tsB Y H j dad W HdzZv tOLtOBSlsyds O dz

HJy2Mmlse dw:

DrisdsSdtetse Ols? stcOdzmtf stclsdzr 2 L Of s, Cslstster ;
stcOdzL OSEQ§d 1 O0fEmMEOjIsMmw sy M OdOdzdL © dfi)-
sMotsBBYHjddY ft fteso jtew jdsr &3 tsBi j CIs O3.

1l sdzy CtsdyOddY 0O0dzOdzdL O ff sW o dzv j IstHifiye SBCsdgsi | figac
(todifid).] wlsCtr ah j @MY Cdgr @Oy Ol Cdsf Sk
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OpraHu3aTop nepeHoCcoB: 3anpochl
A NBLAT v B W

3anpocH nosbz0BaTens ABAKUMOV _ME (Makcum EBreHneBud ABaxkyMOB)

& 100 test

(SRR LS 92 LS el [& OpraHi3aTop NepeHOCos: 3anpock!

B -> /AGE]
) 3anpocuTb ocBoboXAeHUN?
—E Vzwme
=
._
B | ha -1 Her
. { sty FE 9
B9 SA1K901718 v ABAKUMOV_ME Pa3zp./KoppekTypa
G0 SA1K901717 v ABAKUMOV_ME Pa3zp./KoppekTypa
B3 SA1K901715 v ABAKUMOV_ME Pasp./KoppexTypa
A Cmoucok 06BEKTOB 3ampoca

t M aBry jBdsSJeto Odzdj L Of tsfO

2) I r BtcOIs! 9o lCter oh jddmw Cdj o"BtOIS! EwLoddBtsf
115).

[¥ Ocsoboxaenus SafeERP

a1 (2] =0 ]l (2L =] e m) )
Yueno Mone Cratyc KaTeropis HomMep OnvcaHue nposepky1 KpunuHocTs OGbexT TunOGLeKTa Aapec yA3BNMOCTH Naket
1 3anpocuTs oceoboxaenue M 013 Acnons3osanme ncesao KoMMeHTaphes (#EC) [i] [GAZIS/AFG_AUDIT FUGR [GAZIS/LAFG_AUDITUOL /GAZIS/AAUDIT

(<2

{ qhME@Stuf dhse Evioddshs)?

10 fittosds NOGy ¢ Bl jd3 sMotsBYHEthdy sz

4) 17 BwOl! cubkojteyHOshdg2e d fGwdyuddoe. | Ofsd
cltedquddOe, c etshhseOdkdje, O kOCyj] dOmMktsd
¢ b 57 O d4] s dLEp).
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[® Ocsoboxaenus SafeERP X
LWaru DopMa yTBepKACHHA
[E] O6w&m ocsoboxaenus ™ Yy &l
P [=] Yreepxaaiownii 1 npuunHa MpuunHa v
OBocHoBaH1e ‘ | ] =B
YsepomneHv1e MHe NocpeacTsoM i nouTsl

* Mpy OTKNOHEHNN
Mpy yTBEPXKACHUM MM OTK/IOHEHUN

Hukoraa

[dlv]e]

tdmMzdBTuvise jtex HOs N d2 d ftcedyd dzO

r dzv EZle jtoyHjddy tMhMotBYHjddWY d SBatSHJ B or § t5dz
1)) 0fefmisdls:  IstdNDBAZI $JESACT/ dzO0 fMjtco jtoj .
2) I r BtcOIs! 9C d&ZOHSCEZ cJ1tcOkzL jto SMotsBisSYy HjddWe.
3) ] " BtgOIs+ 9 BlCtr oah jdii3mMw Cdzj c¢cuvise $tby o B dhtz &ts ¢
( tc dify7).

Epayzep oceoboxneHuin SafeERP
&

OTBETCTERHHOCTE

r@—l
=

YTREDHAI0WMA

3anpawvEaWKM A

ObbekT

Tun obbekTa
WMma obbekTa Mo

CTaTyC YTEED¥ARHWA

+ D6pabaTelBaeTCA ZaNpalWMBa LMK

~ OTKDBITEIE MCKNOYEHWA
~f YTBep#OeHHLIE MCKIHYEHWUA
" OTHNOHEHHLIE WCKNKDYEHHA

+f O6pabaTeiBaeTCA YTEEPHARKILMM

t dmMz@Er) tcOkzL jtc SMosBiSY HJ dad 2
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HoBB2der B3 S dzd S tsd3 dzj o 52

esjlsy §SHEESB dats j

Bpay3ep ocsoboxaeHni SafeERP

IR |
B crarycO6sext

N

bRl

/GAZIS/AFG_AUDIT
/GAZIS/ACL_EXEMPTION

Z_TEST_PROGRAM _1
/GAZIS/AFG_AUDIT

AANANYN

e

ZCS_DEMO_BROKEN_AUTHORITY
2CS_DEMO_BROKEN_AUTHORITY

Sl = @ B (]| ]| @ yreepam. | O Omknowms

92

CsfSd & hd dz0

5§ dmoOded J

Tun obvexra Npogepka i KMHT yTBep

CTpoka KOMMeHTapua MOZHAYKIN OREHOVA-L

rpynna pywkumii  CNoNL30BaHHe NCEBAO KOMMeHTapHes (#EC) OREHOVA-L ABAKUMOV_ME  uis

Knacc (ABAP Objects) OTCYTCTBUE KOHTPO/IS 3HAYEHUS SY-SUBRC MOCNE BbISOBA OYHKLIOHA OREHOVA-L ABAKUMOV_ME  ASDASD
Iporpa PUes 1 CTPOK KOAa ADMIN OREHOVA-L
Iporp: \PYeB 1 CTPOK Koza OREHOVA-L OREHOVA-L Moxanyicra!
Iporp: PUes 1 CTPOK KOAa OREHOVA-L OREHOVA-L TMoxanyticra!

Tpynna dyHKuMA OrcyTerame NpH Bbiz0BE moayns ABAKUMOV_ME Yrteepxaaio! ABAKUMOV_ME

219)B tc O dzdzts

i KoMMeHT. oT 3anp. oceoSoxaeHne

| CYNTAIO YTO 30eCh NPABUMLHII K¢

=
Lvlammwwn He BbIGpaHs!

Bpay3ep ocBoboxaeHuit SafeERP

{dmzdaBLef dMss

sfeo tsB 5 H j dad 2

IS G 21 1= @l = [2m] ) w1 ] 2 vreepanms| 1 omenonms
B Cratyc O6bekT Tun obwekTa Mposepka YTeep)aalowmii KMHT yTeep 3anpalumsaiowmii  KOMMEHT. OT 3anp. ocBoBoXaeHM
[ o : CTpoKa KOMMeHTapHs MOZHAYKIN OREHOVA-L
() /GAZIS/AFG_AUDIT Tpynna dyHKumiA Men ncesao (#EC) OREHOVA-L ABAKUMOV_ME  ¢sis
@ [GAZIS/ACL _EXEMPTION Knacc (ABAP Objects) OTCYTCTBUE KOHTPOJIS 3HAYEHMS SY-SUBRC MOC/E BbI3OBA OYHKLMOH OREHOVA-L ABAKUMOV_ME  ASDASD
(§ 2CS_DEMO_BROKEN_AUTHORITY Mporpamma t W CTPOK koaa ADMIN OREHOVA-L
@ ZCS_DEMO_BROKEN_AUTHORITY Mporpamma W CTPOK Kopa OREHOVA-L OREHOVA-L Moxanyiicra!
E, Z_TEST_PROGRAM_1 Mporpamma 1 CTPOK Koga OREHOVA-L OREHOVA-L Moxanyiicral
EY, /GAZIS/AFG_AUDIT rpynna dyHKumiA Orcy npu Bbi3oBe Moaynsa ABAKUMOV_ME Yreepxaaio! ABAKUMOV_ME  §l CUMTalO YTO 34eCh NPaBUNbHbIA
<b <
Ocsoboxa. Wctopus
3
& Omkpeimo
PesyneTar nposepku
MNaket /GAZIS/AARUDIT

Tpynna dyHKumi
QYHKUMOHANLHBII MOAYNb

Mposepka

/GAZIS/AFG_AUDIT
/GAZIS/AFM _CHECK ENABLE_ SM20
W

TMposepoyHoe cooblueHie Wai

nceso (#EC)

KoHTponbHasi cymma
>

1 Oy Ols!

Cleppg Rdz® udls!

l tod di3j yQdelj Mmd3j daj
CusnicOd]ls!

ncesao (#EC)

1545152732~

t Mz@BE) sHictsB dats |

ted 3y d BO
d LOGCE 5! &,

LOfOh do O] i dlze .

5§ dmoOded |

sMeotsBBY HJ d

P Qe LisasjfiErzd s e .
HisMis k2§ dzr
CUHOddIs! e,

fpdzy wizs Mg H

culse j te
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6 1 Of omGd dzls j oW PP RGP dzd MIsL @ Ist
¢cSafeERP Security Suitee

[ dz¥ tcOB isd dzldnj teWjje?2 Misdz W k& dz¢ y dcBalpBRE SdxiurifylsSdited ssSAP
UIS/Fiori dzj sB R tsHd B L Of )l gSAP Fidfi tgfd 84®sfiddadsj o3 . | s
M smsB ' LOf EMC O:

BLyjtejL o' Lo dL §od Lol & MSCsets dgj dz¢ (ted .

SAP Easy Access - MeHio nonb3s. ans AgMUHUCTpaTopa
['; = — %

* Iu U3bpaHHoe
v w MeHio Nonb3. Ans AQMUHUCTpaTopa

« b SafeERP. HacTpoiKa KoMnnekca
« ¥ NaHenb 3anycka SAP Fiori

tdmMzd2e%] r L s SAP Fiori dL djde® MmdMmls,

Y yj ted L o9tH Iswg@azkifi@s 9d ¢ sgio dzH dets1Rk)ls e 5 €

N oLl
0 r|tJ v_l<< @

SAP Easy Access - MeHw nonbs. ana Adm
tdmzdaxstl r Ls9 SAP Fiori Launchpad dL €¢td

Yo ydtedL WwWtedzm €, tOmMfsdzsyjdde 2 dzO ttOBtBYJ d3 Mmissdz
YyjtedL §0Odgj dz¢ B Mstesets HsMszEf O o BtOBRL jtc] .
1 tod d3j WOdad W

1. 1 s ¢SafeERP Security Suiteé slsC tcr 9 Oj Isfmfv o BOERL j to] fts L
EMsOdetso dzj dz & f sdzr L soa OIsjdzv dzO@ ¢t [ .

2.1 o] HY sdzOG O] Is gBafeERB ISexurity Suiteé Y | EMlsOdztso dzj dz dzO
B3d Misd Y tc@EeERMSetugty Suiteed Mtsslse jIsmisekze h dj § tsd
ftcj HsMIsOo dzj dz" .

3.1 smdzy OSIsdoe Oyd dh/gazislip/dz. @f B SHJ B §solstsedzs O
fdmlsj 3 .

1 sdzj tcj edmipEBg R o9 MJ tco j tc O sixhateORPIzFedrdty Suiteé

tcOL 9 jtodzj IsfMw MisOtclstsdDy MistcOdzd yo© ( ted M.
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WHdopmauma

O npogykte  Bepcum  CTaTWCTWKa

Mporpammueii komnneke (MK) «SafeERP Security Suite» npegHazHadeH 4nA aHanW2a 3alWWLEHHOCTH 1
KOHTROMA LEeNOCTHOCTH NPMKNSAHOTO NporpamMmMHoro obecneuseHaA MHOTONONB30BATENBECKUX
3BETOMaTWEMPOBaHHEIX cMCTeM Ha Daze nnaTdpopmel SAP.

O6nactbio KoHTpona MK «SafeERP Security Suite» ABnsATCA:

nporpaMmHelid kog ABAP;

nporpamMmHele 0DBEKTEI;

NoML30BaTENECKWE POAW;

HacTpoikn N0 koHTponupyemelx cuctem (ABAP-arenToe, Java-arentoe, BO-arentoe wnw HANA-
areHTOE).

®yHkuum MK «SafeERP Security Suite» gocTynHbl cnegyrowme gelcTBuA:

onpegeneHve HeBezonacHore cocTeAHWA HacTpoek MO v cpecTe 3aWMTEI;

MOMCK M BEIABMEHWE M3MEHEHMWI KOHTPOMbHLIX CYMM NPOTpPaMMHbIX 00 BLEKTOB;

thukcauua cobeITMA No 06BEKTaM MHIDOPMaLMKM OTPaHWUEHHOTD foCTyna;

durcauua cobbITUiA No obLeKTaMm aeTopyaLui;

huKcauua cobbITUR No CO303HWH HOBLIX 00BLEKTOE;

MOMCK 1 BbIABMNEHWE HEGE30MACHOTD NPOrPaMMHOT KOG, HEaNWCAHHOTO Ha A3bIKe NPOrpPaMMUPOEaHWA
ABAP;

NPOEEPKa NPOrPaMMHOTS KOL4a Ha COOTEETCTEME 3a0aHHEIM XapaKTepUCTUKaM;

npocMoTp NaHawadiTa CUCTEMBI;

npocmMoTp W yTeepxaeHue RFC-coeguHeHnid;

NPOCMOTR M3MEHEHWHA 0BLEKTOR SBTOPWUIAUMA B NONB30EATENLCKMX PONAX (MPOCMOTP MCTOPHK
NOAHOMOUWA, MEPAPXUA NOMTHOMOUWMA, CPaBHEHWE POner);

TexHuueckan NoanepHKa: 8-800-700-09-87, support@gaz-is.ru
.i, CravaTb goKyMeHTaLMo

AsTopcumwe npasa (c) 000 «MazuHcpopmcepency 2025, Boe npaga 3alMuleHbL.

t dMzd@2BLulsOlstso OW g BaBERP\BECUrity Suitee

ltod d3j UQA] Jf j tto 5dzOYOdz dzts? MisteOdzd yj H sy ls(lztdf L ag)
d MOolsdmME®)d « ci@sise jsMmisokzs h i o¢ ZOHS OR

f tots



rFASUH®OPM
CEPBUC

O npogykte

Mudhopmauus

Bepcun

Bepcusa penvaa

Bepcusa ABAP-arexTa

Bepcusa BO-arenTa

Bepcua HANA-areHTa

Bepcusa JAVA-areHTa

} sc¢SafeERP Security Suitee
tE¢tsosHMlsots OHBddd MistcOlststc ©

Cratuctuka

495

04S_AA_740.0005

044_B0O_420.0001

044_HA_100.0003

044_JA_730.0001

95

t dimMz a8 %] j tc ) d v¢SafeBRP Security Suiteed 0OcG j dzlstso

WHdopmauma

O npogyxte  Bepcuu  CraTuctuka

3a Bpems pa6oThl
TMpocKkaHMpOBaHO CTPOK Koga
OGHapyxXeHo ya3suMocTeit

OGHapyXeHO yA3BMMOCTel BbICOKOrO YPOBHS

Ton 10 ys3BMMOCTel B KaTeropumn
OBLeKTLI NONHOMOUMH B Koae

Bce sxoxgenus SY_UNAME

Vcnions3osaie Tabnuy 6assi AakHbix 63
3BTOP3ALMOHHBIX FPYNIT

[vHaMMUeCKan NiepeMeHHaR ANA YTeHNA
BaHHbIX

CHHTaKcUUecKas OWHGKa B NporpamMMme
0O6xop katanora READ DATASET

OTKpBITLITA B51308 AAPa

FIBHO 33aHHOE 3HAUEHUE CHCTEMHOI
nepemeHHo

SiBHo 33gaHHOe 3HaueHHe nonb30BaTens (SY-
UNAME)

Tun nepemerHoii 8soga STRING

66 959
6 500
3524

"Be3onacHocTb"

O ZHDANOVAADM
~

[ dMzdMEulsOldMisdSO 5 dzO2Hjdede &5 WL odds



G I FASH®OPM } sc¢SafeERP Security Suitee

CEPBUC tE¢tsosHMlsots OHBddd MistcOlststc © 96

{fdmMOdzed jJd dzls J BW J 2 MO OH d3d d
1 sc¢SafeERP Security Suitee

7.1. ANEzdz€ yd s dzOdz! dz' J SatBERP BekzdritycSuitee
l sffdzj twjedMmsteOydd dzO fj BafeERP SedurycSDiteelz] dz@V o ) © dzic!
1 CtOdz Hdzw OBl f tsf)dzso dzts 2¢SafkERESyotiriy dBDitze izt i) ls -
OB tsyYd B B EZOMISWY &d :

Y% BsHEzdzj &3 ¢l Odzj dzr B d2f)ststed dzc 0e ( tod ).

Y% ®BsHEzdzj &3 ¢l tetsj § Is ' SafeERR Bl&f@mzpecwity) ( ( @®2pf. d ¢ ¢ dzOdz

¢ s H @afeERP Code Security) ( ®2a7)) .

Va2 BSHEZd]d ¢coc il e (tdfm.

Y BSHEZzdzj &5 ¢ Odzn. 1B Ise ( tod

V2 BSH Iz dzj d3 ¢ sREGA( taddB0);

Y% BsHEZd] & ¢l osWiptkde (todf.

V2 BsHEZdZ] &3 ¢coolstEdBRyYdde

B BsHEZdj B3 ¢cstdstesd 1WOYj Mlso O& (todf.

V2 BSHEzdzj &3 ¢ ¢ H B3] ded MisteiBse Odedd e (ted M.

Y% BSH Iz dg BHE Is

V2 i3S H Iz dgjudg § H s d3dzj ded 35 ( ted M.

MaHens MOHUTOpHHra ’Q\ NM3aBeT:

= ®unap ¢) otuoeuTs
Gra Cra
Moy
o] PRE ABAP PRE 049_AA_740.0002
AG2_agent SafeERP ABAP AG2 049_AA_700.0002
uHAuKaTOp:
nagem
o A
ABAP
nagem
o pa
o A

BO BO bo7 044_BA_420.0001

(o]

t MEzdSE [ Mdzso dzOY OB BYOWY B dZOMIS! dBsHEZEY ¢l C
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FASUH®OPM

CEPBUC

MpoekTbl / CkaHep

Ql ™ @

Tecr cosgannn npoexta KH

19.12.2024,17_55_05

20.12.2024,11 35 55

20.12.2024,00.52 13

19.12.2024,19_00_04

{dmizdazast [ Mdzse dzOV

o 19.12.2024, 17_11_18
ol 19.12.2024,12_36_14
KH 19.12.2024, 12_32_55
KH' 19.12.2024,12_18_25
KH. Tect
KH KH_tecT_KH
e 16.12.2024, 13_41_57
o VIHCTYMEHT GKCaLHM NpoekTos KH
MpoexTsl / AHanus koaa
T Hase. Aranur
*
a Tl | 0o
L
“* s f
i [ 0o
-
A . 0o
| ]
L
A Do
-
< m ol
wK
m
. u
™.
L
AKX
o m lo

I dmMz a2BT [ Mdetso dzOW

Anemime

Cepeep
ynpasnexua

Cepsep
ynpasnesus

PRE

PRE

PRE

PRE

a8

} sc¢SafeERP Security Suitee
teStsotsHMmMlsots OHMBdddMisteOIlstste ©

© T ouwmp

SAL

DEVL

SAL

Cepoep ynpasneHia

PRE

= ouwwrp

Buinonwes

Buinonven

Boinonwen

Boinonwen

Boinonnen

Boinonwen

Beinonwex

Boinonwen

Buinonwes

Ton arenTa

ABAP

5

Benonker

Buimonker

Buimonker

Bbinonker

OTmenex

Belnonker

Bunonken

Bunonken

Bunonken

Benonker

Benonker

Buimonker

Bbinonker

vV VvV v VvV v v VvV Vv v v v Vv Vv V¥V

Buimonker

OB BYOW

29 man 20251, 15:58:15

29 man 2025 r., 15:27:57

21 map. 2025r., 15:14:38

14 map. 2025r., 18:22:36

12 map. 2025r., 16:15:36

4 pex. 2024 ., 16:50:48

4 pex. 2024 ., 16:50:00

4 pex. 2024 ., 16:49:11

4 pex. 2024 ., 16:28:31

OB sYyoOw

SsnnaruiposanHLi sanye

8 051MWn4a7a2F
aGmHxnEXdW

B 051MWn4a7a2F
a2NMVwwWXm

B] 051MWnda7kwl
w5brd7CZV0

B 051MWn4a7ka2f
Blmm1df60

g 051MWnda7jwss
TTOgubpj0

051MWn4a7jsqm
solt2VxZW

051MWnda7kaBt
vaK7HbJJW

051MWn4a7jaCt
pXoyMyXam

B) 051MWn4a7kaBt
oUdSGtCVW

=+ Coanath npoext

20 gex. 2024 1., 16:58:32

20 flek. 20241, 14:46:14

20 flek. 2024 1, 12:25:51

20 gex. 2024 1., 11:40:12

20 gex. 2024 1., 09:53:25

19 flok. 2024 1., 19:08:13

19 gex. 2024 1., 17:39:55

19 gex. 2024 1., 17:19:46

19 gex. 2024 1., 12:33:23

19 gex. 2024 1., 12:19:00

18 gex. 2024 1., 12:28:00

17 flek. 2024 1, 1311321

16 flek. 2024 1, 13:42:21

11 Aek. 2024 1., 11:35:37

S8 dZOMls

-+ Coagars npoexr

Vs dono

SECS_051MWn4a7a2FaG
mHxnEXdW

SECS_051MWn4a7a2Fa2N
MVwwWXm

SECS_051MWn4a7kwiwSb
rd7CZV0

SECS_051MWnda7ka2fBl
mm1df60

SECS_051MWn4a7jwssTT
Ogubpj0

INV_051MWn4a7jsqmsolt2
viaw

INV_051MWn4a7kaBtvaK7
HbjJW

SECS_051MWn4a7jaCtpXo
yMyXam

SECS_051MWn4a7kaBtoU
d5GtCVW

5B d&zOfls
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Orser m
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B

B

BB H EZ dzv
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rFASUH®OPM

TNiueHzHA NoaRepHan

RFC craryc

{ dmMzd2BT [ Mdets o dzOW

CEPBUC
AreHThbl
Q
Hazeanue Tun arexta (OCHOBHA NMUEHINA
> Bce cuctems:
> TecT uHpaMKaTOpOR
> HANA
> BO
> JAVA
> ABAP
> Mpoayktus
Nanpwadct

% Cepsepbi ynpasnienus

813 L 13100

a5 ABAP cuctemsi

e & eosiED

&% HANA cucremer

e

a5 JAVA cuctemet

(=L

a5 BO cucremsi

=2

Q
== QAs
(=2l 049_MS_750.0003
& 921 ABAP

=2 Cepsep ynpasnexus
047_MS_750.0000000006

£ 1B

=2 SMS
=2 04s_ms_750.0001

P o

Q

¢ TEST_DELETED_RFC_...

© He yrsepxagero

£ SNW
(< 10.10.58.215

@ He yrsepwaeno

£ SLD_uc
RFCSERVER SLD_UC

© He yrsepxageno

£ SLD_NUC
RFCSERVER SLD_NUC

© He yrsepxageno
£ SE_HA HD3
& e
@ He yraepxaero
£ SER_00
10.10.58.31

© He yrsepxagero

tdmzdast [ Mdzso dzOW

RFC-coepuHenme

} sc¢SafeERP Security Suitee
tE¢tsosHMlsots OHBddd MistcOlststc ©

() Mposepa arentos

OB sYyow

OB 5YOW

BepcuA arexta SiD

98

O Enmsasera Kaanosa

o

B Peaynsatei npos:

DyHKLMORAN

s5B dZOMIs

=
= QAS AeaP
049_Ms_750.0003

&L 9218

MapameTpbi arexHTa

Tun arexta
Bepcus arenta

siD

oc

MO cucrems!
DymkyvoHan
OcHoBHan nuuyeHaua
TuiyeHaus noARepxKU
RFC craryc

Cxanep

Asanuz koga ABAP

TC Arenta OTmeHuTs

sB dZOMIls

epki ~+ foGaswTe

XocT [1]]

BEH & dzw

O ZHDANOVAADM
m .

X

RFC-coeauHerus

ABAP
049_MS_750.0003

QAS

Linux
SAPK-75207INSAPBASIS

He npoayktus

(]

e 0 o

BB H EZ dzw
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t (M d88Ef sHEkd cstddstesd RFCe

t dMzad v [ Mdztse dzOW OB SYOW 5B dZOMIs! BiSH Iz dzw





















































































































































































































































































































































































































































































































































































































