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AHHOTauuA
[laHHOe pyKOBOACTBO SBMSIETCA NPOrpaMMHbIM JOKYMEHTOM, OMpedensitowmm nopsaok
YCTaHOBKU M ydaneHus KOMMOHEHTOB MporpamMmHoro komnnekca (ganee — [NK) «SafeERP
Security Suite». PykoBoACTBO coaepXuT cBedeHusi, Heobxogumble ana obecneyeHus
B3aMMOAENCTBUA CUCTEMHOro nporpammucta (agmuHuctpatopa) K «SafeERP  Security
Suite» ¢ nporpaMmHbIM obecrnedeHnem NK Ha cBoem aBTOMaTU3NPOBaHHOM paboyem MecTe.
HacTosiwee pykoBOACTBO COCTOUT W3 WH(OPMAUMOHHOW YacTu (aHHOTauuu wn nucrta
coAaepXaHus) n pasgenoB OCHOBHOW YacTu, BKOYaOLWMX B cebs:

— cBefeHus o HasHadveHun MK «SafeERP Security Suitey;

— ycnosusa pabotsl K «SafeERP Security Suitey;

— nopsgok ycraHoBku K «SafeERP Security Suite;

— nopsaok yaaneHus komnoHeHToB K «SafeERP Security Suitey;

— COO0BLLEHNS CUCTEMHOMY MPOrPaMMUCTY.
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G I FASUH®OPM MK «SafeERP Security Suite»
CEPBUC YcTaHoBKa, yaaneHve

1. HasHaudeHue K «SafeERP Security Suite»

MK «SafeERP Security Suite» npegHasHayeH Ans KOHTponsa (aHanusa) 3alMLLEHHOCTU n
KOHTPONS LENOCTHOCTM MH(POPMAaLMOHHO-MNPOrpaMMHbIX PECYPCOB MHOIOMNOSIb30BaTEbCKUX
aBTOMATU3NPOBaHHbLIX CUCTEM Ha 0ase npuknagHoOro nporpamMmHoro obecnevyeHus
npoussoactea komnaHum SAP [K «SafeERP Security Suite» QyHKUMOHUPYET B
nHTerpaunoHHon nnatgopme SAP NetWeaver.
O6nacTtbto koHTpons MK «SafeERP Security Suite» asnatoTcs:

— nporpaMmmHble 06bekTbl SAP-cuctemsl;

— HaCTpPOWKK NporpamMmMHoro obecneyeHus n cpeacts 3awmtbl SAP-cuctemsl;

— nporpamMmmMHbIn kog ABAP.
MK «SafeERP Security Suite» BbisBnseT:

— M3MeHeHMe LLeNOCTHOCTU NPOrpaMMHbIX OO BHEKTOB;

— YSI3BUMOCTU B HAcTpoOKKe NporpaMmmMHoro obecneveHusi 1 cpeacTeax 3alluThbl;

— HepocTtaTtkn (owmnbkn) nporpammHoro koga ABAP npuknagHoro nporpamMHoOro

obecneyveHus.
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2. Ycnosusi pabotbl K «SafeERP Security Suite»

2.1. KomnoHeHTbI K «SafeERP Security Suite»

MK «SafeERP Security Suite» cocTonT u3 crnegyowmx KOMMNOHEHTOB:
— cepsep ynpasneHus [MK;
— ABAP-areHT lNK (areHT ans cuctem SAP NetWeaver Ha ABAP-cTeke);
— Java-areHT lK (areHT ansa cuctem SAP NetWeaver Ha Java cTeke);
— BO-areHT lNK (areHT ansa cuctem SAP Business Objects);
— HANA-areHT lNK (areHT gns cuctem SAP HANA).

O6wasa cxema pabotbl MK npegcraeneHa Ha puc. 1.

ABAP-areHT

ApmMmuHucTpaTop
MK SafeERP

AVA-areHT

Onepatop
MK SafeERP

3anpocbl, Nosy4eHne AaHHbIX
ANA HAaCTPOEK, NepeAaya AaHHbIX
ANA aHaNU3a

BO-areHT

CepBep ynpaBneHuns

PucyHok 1 — O6wasn cxema paboTbl MK «SafeERP Security Suite»

2.2. TexHun4Yeckue cpencTBa, obecneunBarowme padoty lNK «SafeERP

Security Suite»

K TexHu4eckum cpencteam, obecneumnsatowum paboty K, oTHOCATCA: cepBep ynpaBneHus,
aBTOMaTu3npoBaHHble paboyne mecta onepartopa U agMuHUCTpaTopa MK
«SafeERP Security Suite». [JononHutenbHbix TpeboBaHUN K TEXHUYECKMM CpencTBaM npu
yctaHoBke MK He npegbasnsetcs. K «SafeERP Security Suite» moxeT ObITb yCTaHOBMNEH Ha
noboM TexHM4YecKOM CpeAcTBe 3akasuduka, rge yxe ycrtaHoBrneHa cuctema SAP u
COCTaBnALME €€ KOMMNOHEHTHI.
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2.3. lporpamMHble cpeacTBa, obecneuyunBarwme paboty lNK SafeERP
[MporpammHoe obecnedenne MK «SafeERP Security Suite» COCTOUT U3 CepBEPHON YacTu n
areHTckon Yyactu. CepBepHasi YacTb yCTaHaBnuBaeTcs Ha SAP-cuctemy, rae dyaet pabotatb
onepatop K «SafeERP Security Suite». CepBepHasi 4acTb coOoepXuT (PyHKUMoHan Aans
aHanusa ob6bekToB SAP-cucTembl Ha 6e3onacHOCTb. s NonyYeHnsa 4aHHbIX O MPOBEPSEMOM
o06bekTe cepBepHass 4acTb MOCbiNaeT 3anpoc areHTCKOM 4YacTu. AreHTckasi 4acTb
ycTaHaBnmBaeTcss Ha SAP-cuctemy, 00bekTbl KOTOpOM HeobxogMmo aHanuM3vMpoBaTb.
AreHTCKas 4YacTb coAepXuT Habop (yHKUMIK, KOTOpble NO 3anpocy cobupalT AaHHble O
npoBepsieMoM OObEKTE M NepenarT MX Ha CepBEPHYI0 YacTb AN aHanuaa. [porpammHoe
obecneyeHne K no3BondeT ocywecTBnaTb NpsiMoe obpalleHne K kogy cucteMbl SAP 6e3
BbIFPY3KKN KoAa.

[nsa paboTbl cepBepa ynpaBneHus Heobxoammo creayoLee:

— nnatgopma SAP NetWeaver AS ABAP He Huxe Bepcum 7.52 C yCTaHOBMEHHbLIM
komnoHeHToM SAP FIORI FRONT-END SERVER He Huxe Bepcun 6.0 1 KOMMNOHEHTOM
SAP_UI 7.54.

Mpumevanue. [onyckaetca HekoppekTHaa pabota [MK «SafeERP Security Suite» B
nutepdence SAP FIORI Ha Bepcusix SAP_UI Hmke 7.54 SP05, a Takke Ha SAP_UI 7.54 ¢
©onee paHHMMK NakeTamu nNogaepxku, B Tom ymncrie SP04 n Huxe.

[ns paboTtbl areHToB HeO6X0ANMbI NAaTgopMbI:

— ans ABAP-areHTa — SAP NetWeaver AS ABAP He Huxe Bepcun 7.0;

— ana Java-areHta — SAP NetWeaver AS Java He Huxe Bepcumn 7.31;

— ansa BO-areHta — SAP BusinessObject Bl He Huxe Bepcun 4.1;

— ans HANA-areHta — SAP HANA He Huxe Bepcun 1.0.

Ha aBTomaTu3mpoBaHHble paboyme MecTa onepartopa n agmuHuctpatopa K «SafeERP
Security Suite» gormkHbl 6b1Tb ycTaHoBneHbl: SAP GUI for Windows He Huxke Bepcun 7.50 n
Microsoft Office — ons dopMnpoBaHUsa U NPOCMOTPa OTHETOB.



FASUUHO®OPM MK «SafeERP Security Suite»
G I CEPBUC YcTaHoBKa, yaaneHve

3. YcraHoBka areHToB [1K «SafeERP Security
Suite»

3.1. YctaHoBKa lNK areHToB

3.1.1. YctaHoBKa ABAP-areHTa
[1ns ycTaHOBKKM areHTa Ha cuctemy Heobxoammo 3antn B SAP-cuctemy areHta NK «SafeERP
Security Suite» (B maHgaHT cuctembl 000) nog y4eTHOW 3anncbio agMUHUCTPaTOpa CUCTEMBI
C NpaBamMu Ha YCTaHOBKY NAKeTOB 1 paboTy C Nofib3oBaTensMm, 3anyCcTuTb TpaH3akumio SAINT
N BbINONHUTbL AENCTBUS B Crieaytowen nocrneaoBaTeribHOCTH:
1) BuibpaTtb nyHKT MeHto «Installation package» -> «Load packages» -> «From frontend».
2) Bbibpatb dann «AA NNN_nnn_type.SAR» B OMPEKTOPMM HA YCTAHOBOYHOM [MCKE
\Installation\Agent, rae NNN — o603HayeHne Bepcum nnatdopmbl, NN — HOMEP BEPCUMN.
3) Haxatb kHonky « OTKpbITb» (puUC. 2).

Wmn daidna: | A4 700 4.8.0 Insall.SAR ~ |§Furchh.reﬁla {*.car: *.sar) P

OTkpeITE OTmena

PucyHok 2 — Beibop hanna naketa MHCTannsaumm

4) B nosiBMBLUEMCS OKHE HaXkaTb KHOMKy «Decompress» (puc. 3).
Mpumeyvanue. MNpn HaNU4MM HegebNOKNPOBAHHBLIX TPAHCMOPTHLIX 3aMPOCOB B CUCTEME,
X HeoBxoaMMOo NPONyCTUTL NPU YCTaHOBKE.

[ Content of the compressed file ‘safeerp_aa_740_043_sp03.sar’

Result of the signature verification:
@ The archive is not signed!

Hame Size Path to Target Directory
[t:amuzﬂﬁ?zszs_nnnunzs-PM ] 2.267.567usr/sap/trans/EF5/in
CRI00206723829 0000031.EAT 13.705usr/sap/trans/EF5/in
CRI00206723259 0000032.BAT Z4.%11lusr/sap/trans/EP5/in
CRI00Z06723825% 0000033.EAT 352.815usr/sap/trans/EF5/in A
W
< > < >

Total Size in Bytes:  2.859.098

| @ Decompress | € |

PucyHok 3 — PacnakoBka yCTaHOBOYHOIro dpanna

5) Haxatb kHonky «Start» (puc. 4).
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Add-On Installation Tool - Version 7.40/0064

& [

2dd-0n Installation Tool @ Installed Rdd-ons

Add-ons and Preconfigured Systems installed in the system

Add-on/PCS Release Level Description Import .. [iiil
PI_BASIS 740 0010 Basis Plug-In oc
SAP_ABA 740 0010 Cross-Application Component oC
SAP_BASIS 740 0010 SAP Basis Component oc
SAP_BW 740 0010 SAP Business Warehouse ot
SAP_GWFND 740 0010 SAP Gateway Foundation 7.40 oc
SAP_UI 740 0011 User Interface Technology 7.40 oc
SCMB_UI 100 0003 SAP FIORI FOR SAP S5CM oc
ST-PI 740 0001 SAP Solution Tools Plug-In 0C A

'

< 2 < 2
Status/Rermarks

I_.‘_'- The overview shows you the installed Add-ons and Preconfigured systems
- Choose [START] to start an instaliation or an upgrade

o | DBt |

PucyHok 4 — 3anyck nHctannsumn ABAP-areHTa

6) B nosiBuBLLEMCS OKHE BbiOpaTh komnoHeHT GAZIS (SafeERP ABAP Agent), nocrne 4ero
HaxaTb KHonky «Continue» (puc. 5).
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Add-On Installation Tool - Version 7.40/0064

@ [

Bdd-on Installation Tool: Add-on selection

E ||§';| |$| | Stack Configuration ” e Stack XML file

Installable Add-on packages for your system

Add-On Release Description Package typiii

GAZIS 043_AA_740 GAZIS 043_AA_740: Add-On Installation Instaliation
~
~

< > < >
Status/Remarks

IE Select one or several packages from the installkble Add-on packages
- Choose [CONTINUE] to start the calculation of the installation queue
- Choose [BACK] to go back to the overview of the installed Add-ons
- Choose [LOAD] to load additional packages from the application server

| 4] Back || [3 Continue || i |oad | Screen1/ 6

PucyHok 5 — Beibop komnoHeHTa ansa nHctannaumm ABAP-areHTa

7) B oTKpbIBLIEMCS OKHE HaxaTb KHOMKy «Continue» (puc. 6).
Add-On Installation Tool - Version 7.40/0064

@ [

Installation of sewveral Add-ons : Support Package selecticn

Installation queue Support Package selection

Software Comp. Target Support Package Level Calculated Package Level -
GAZIS A4 SAPK-043C0INGAZIS ula (]}
SAP_BASIS A
SAP_ABA v
SAP_GWFND A
SAP_UI v
PI_BASIS v
ST-P1 A

~
SAP_BW v v
Status/Remarks

IE You can extend the installation queue with further Support Packages
- Choose the required target Support Package for each component
- Choose [CONTINUE] to start the calculation of the extended installation queue
- Choose [BACK] to go back to the Add-on selection
- The tab page "Installation queue” displays the preliminary installation queue

| &) Back || [3 Continue || [ Logs | Screen 2 / 6

PucyHok 6 — AkTnBaums naketa ansa nHctannsumn ABAP-areHTa

10
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8) B crneaytoulem okHe HaxaTtb KHomnKy «Continue» (puc. 7).
Add-On Installation Tool - Version 7.40/0064

a [

Installation of sewveral Add-ons : Calculated gueue

Installation queue Software Components |

0CS packages for import

0CS Package Package type Software Compo... Release Short descrig/fiil
SAPK-043COINGAZIS Instaliation GAZIS 043_AA_740 GAZIS 043_F
~
~
< > < >
Status/Remarks

m The displayed packages must be imported when instaling the Add-on
- You have not selected any further Support Packages
- Choose [CONTINUE] to add Modification Adjustrment Transports to the queue
- Choose [BACK] to go back to the Support Package selection

| 4] Back || [3 Continue || Il Logs | Screen 3/ 6

PucyHok 7 — MHcTtannaumsa ABAP-areHTa

9) lMpu nonyyeHun coobweHns «Cnegyet nu [obaBUTb NEPEHOCH  CpaBHEHWUN
MoauduKauumn B ovepeab NHCTaNAaUmMmM?» Heobxoanmo HaxaTb KHomnky «No» (puc. 8).
[= Add Modification Adjustment Transports to the Queue

Do you want to add Modification Adjustment Transports to
e the queue?

| Yes || No " Info |

PucyHok 8 — [lobaBneHne nepeHoCoB CpaBHEHMS

10)B nosiBMBLUEMCS OKHE HaXaTb kHoMKy ¥ 1 xaaTb OKOHYaHWUS YCTaHOBKM areHTa (puc.
9).
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[ Instalation Package Edit Goto Extras  Utiities  Environment  System  Help M X

v MRS Q i n
Add-On Installation Tool - Version 7.40/0064
& @

% Installation of sewveral Add-ons : Imported gueue

Instalation queue Software Components |

Imported OCS packages

-

0CS Package Package type Software Compo... Release Short descrifiiil
SAPK-043COINGAZIS Installation GAZIS 043_AA_740 GAZIS 043_¢
SAPK-D4301INGAZIS Support Package GAZIS 043_AA_740 GAZIS 043_¢
SAPK-04302INGAZIS Support Package GAZIS 043_AA_740 GAZIS 043_¢#
SAPK-04303INGAZIS Support Package GAZIS 043_AA_740 GAZIS 043_¢

~

v

<> <>

Status/Remarks

E The Add-on was successfully imported with the displayed queue
- Choose [LOGS] to display the import logs
- Choose [FIMISH] to complete the instalation

& The Add-on was successfully imported ~E Y » SAPLSAINT_UI ¥ | sap | INS o V|

PucyHok 9 — YctaHoBka ABAP-areHTa

11)lNocne ycnewHon ycTaHOBKN HaxaTb KHoMKy «Finish» (puc. 10).
Add-On Installation Tool - Version 7.40/0064

& a
Installation of sewveral Add-ons : Imported queue

Instalation queue Software Components |

Imported OCS packages

QCS Package Package type Software Compa... Release Short descrip
SAPK-0432COINGAZIS Installation GAZIS 043_AA_740 GAZIS 043 _¢
SAPK-04301INGAZIS Support Package GAZIS 043_AA_ 740 GAZIS 043_4#
SAPK-04302INGAZIS Support Package GAZIS 043_AA_740 GAZIS 043_¢
SAPK-04303INGAZIS Support Package GAZIS 043_AA_740 GAZIS 043_¢

~

w

< > <>

Status/Remarks

E The Add-on was successfully imported with the displayed queue
- Choose [LOGS] to display the import logs
- Choose [FINISH] to complete the installation

| Back || [3 Finish | | I Logs | Screen 6/ 6

PucyHok 10 — CoobLueHne 0 3aBepLUEHNN UHCTaNALMN

12
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3.1.2. YcTtaHOBKa Java-areHTa
Ons ycraHoBkn Java-areHTa [MK «SafeERP Security Suite» HeobxoanMmo BbINONHUTL
cneaywowne aencTens:

1)

2)
3)
4)

Ha cepBepe ynpaBneHus otpegaktmpoBatb gann «Reginfoy.

MogknounTbea K cepBepy ynpasneHnsa n B dann «Reginfo» gobasButb cneayroulyto
ctpoky: «P TP=SAFEERP_JAVA_AGENT HOST=<Server> ACCESS=* CANCEL="».
BmecTto <Server> ykasaTb umsa unu IP-agpec xocta, Ha KoTopom OyaeT ycTaHOBMeH
Java-areHT.

Cospatb nonb3oBaTens Ha cepBepe yrnpaBreHns, Kak ykazaHo B NyHkTe 3.1.2
Cospatb RFC-coeguHeHmne OT areHTa K cepBepy ynpaBrieHus.

Mopkntountbes kK SAP NetWeaver AS Java n 3antn B NWA, cospgatb RFC-coeanHeHne
c cepepom ynpaeneHus («Configuration» -> «Infrastructure» -> «Destinations») (puc.
11). B oTkpbiBLLEMCSH OKHE HaxaTb KHOMKY «Create», B OTKpbIBLLEMCS Ananore 3agatb
MM cepBepa ynpasreHusi, Homep cuctembl, umsa «Gateway service» U JaHHble
ayTeHTudunkauyum (Nonb3oBaTesb, CO34aHHbIN COrfacHO NEPEUYNCEHNIO 2).

Destination List

[Create.. | [Remove |[ Remove Al | [ Refresh |

Un| | Destination | Destination Type
@
|:| DASdefault HTTP Destination
|_| e RFC Destination
Destination Detail
Ping Destination
RFC ination QAS
oo g | o | st
L)
Connection
Load Balancing: () Yes (=) No
Local System Connection: 7]
Target Host: |10.10.58.36
System Number: oo |
System ID: laas
Message Server: | J
Meszage Server Service: [ J
Logon Group: | |
Gateway Host: |10.10.58.36 |
Gateway Service: |sapgw00 |
SNC
SNC: () Active (=) Inactive
QoP: |?: Privacy Protection \
SNC Partner Name: | J

PucyHok 11 — Co3gaHHoe coeanHeHne Ha areHTe SafeERP

5) CospaTb aganTep pecypcos.

[Ons cosgaHna apantepa pecypcoB Heobxoaumo B MeHio «Configurationy ->
«Infrastructure» -> «Application Resources: Overview» (puc. 12) BblbpaTb MNyHKT
«Create New Resource» -> «New Resource Adapter» (puc. 13). B ctpoke «Template»
BblOpaTh «SAPJRATemplate», B cTpoke «Application» ykasaTtb noboe nmvs.
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7 Application Resources - SAP [ 3

1| &= c ‘Q‘ [OF "1 mis.saploa50000Avebdynprofresources fsap.com fte~lm~itsa

Application Resources: Overview

Favorites 4 Related Links s Go Toa Support Details

Show: |4l Resources - |

Resource List

[ Create Mewve Resource ][ Delete Selected Resource ] [ Refresh ][ hlore Actions « ]
State Resource Mame
I
. (& AledingConnectionFactory
[ [ AlentingConsumer ConnectionFactory
i CTCDE
: ClassificationService ' 2ConnectionFactory
: ClazsificationServicew 2Cueus
: DAservicetueus
: DA zerviceQueusFactory
| L) JokbGueus
| L) JobGueusFactory
| | MW ZOMCIustertotificationTopic

Possible States: Fully available 2 Partly available i@ Mot Available < Unknown

Resource Details

I —— AlertingConnectionFactory ————=]
JMS Connection Factory Reference

1 Settings Properties Aliases

sap.comfcom. sap . ai.at.swc

Application Mame:
Client ICx:

d Description:

wirtual Provider Mame: | 8lertinglocalvP

PucyHok 12 — HTepdenc «Application Resources: Overview»

| SRR

= SAP MetWeaver... | = Application ... = Application Res... -+

wBa 9 8 A =

.

€ | 7 agn.saplocs fwebdynpro/resourc L&

Application ResSOouU, resworepefaut view | ¢oBackForward=p History, | Home | Help | Logoff
Favorites , Related Links , GoTo Support Details Search: | J
New Resource Adapter Creation E‘ E'

- Names

[saPJRATemplate -

Template: *
Application: * ClonedRa_| SafeERP_Agent_AG4 ]

PucyHok 13 — CosgaHme HOBOro agantepa pecypcoB

14
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6) Hanee HaxaTb KHOMKy «Next». Bo Bknagke «Settings» ykasatb nms B CTpoke

name» (puc. 14).

(= e =]

™ SAP NeiWeaver/E! Application .. * \E SAP MetWeaver.., | 7™ Application Res... | +

(' 'fi,.' agn.sap.loc:50600/ webdynpro/resources/sa c Q, search ‘ﬂ’ E { ‘ﬁ' =

Appﬁcaﬁon Resou, restoreDefaut View | ¢@BackForwardep History, | Home | Help | Logoff

Favorites , Related Links , GoTo Support Details Search: | |

| New Resource Adapter Creation =] |
- SafeERP_QAS SafeERP_QAS -
Resource Adapter JCA Resource CA Connection Facto
| Back |
' [Cancel] |
Settings ]’ Properties |' Loader References |' Meszage Listeners l“ E'
e —————————————————————————————————————————————————————————————————————————————————————————————
INDI Name: = SafeERP_QAS
Class Name: com.sap.mw.jco. jra.JRASRescurceAdapterimpl
Description: | |
Work Manager Max Thread Count: -1
Work Manager Start Thread Timeout: -1

PucyHok 14 — Bknagka «Settings»

7) Bo Bknagke «Properties» ykasaTb 3Ha4deHna n3 Tabnuusl Tabnuua 1 (puc. 15).

Hew Resource Adapter Creation

4 SafeERP_OAS SafeERP_QAS =]

Resource Adapter JCA Resource JCA Connection Factary

ot et

Settings /V Propertieslf Loader References |, Message Listeners |, Administration Ohjects |, Security Permissions |, Related

[ Add New Property 4 ][ Remove Property ]

| Name | Type | Yalue
¥
] ProgramiD Class java lang String SAFEERP_JAVA_AGENT_MIS|
] MaxReader ThreadCount Clazs java lang Integer 1
:I GatewayServer Class java lang String gas.5aploc
:I GatewayService Class java lang String sapgyw00
:I Destinationkame Class javalang. String QAT
—| hincingkey Class java lang String SAFEERP_Jawa_ AGEMT

PucyHok 15 — Bknagka «Properties»

15
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Tabnuua 1 — 3HadYeHnsa ons napameTpoB BKNaaku «Properties»

Nmsa napameTpa

3HayeHune

KpaTtkoe onucaHue

Programm_id

SAFEERP_JAVA_AGENT <SID>

Mma  nporpammsbl,
KOTOPYH BblI3blBAlOT
Ha wrno3e

MaxReader
ThreadCount

GatewayServer

<Nmqa cepsepa>

Mms cepBepa, Ha
KOTOPOM
yCTaHOBIIEH cepBep
ynpaBneHus

GatewayService

<Nmqa cepBuca>

Mms cepBuca gng
cepBepa
yrnpaBneHus

DestinationName

<mga RFC>

Nwmsa RFC,
CO34aHHOro
cornacHo
nepeyuncrneHno 3

bindingKey

SAFEERP_JAVA_AGENT

BHyTpeHHss
nporpaMmma-areHT
SafeERP

16

8) lMepentn Ha BkNaaky «Message Listenersy, ABa pasa HaxaTb JIEBOM KnaBuLLEN MbILLN
Ha CTPOKy «com.sap.mw.jco.jra.SynchronousMessageListener», B ctonbue «Name»
ykasatb «SafeERPJavaAgentMBy», 3ameHnTb B pasgene «Element Name» napametp
«Function name» Ha «BindingKey» co 3HayeHnem SAFEERP_JAVA_AGENT (puc. 16).
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java resource.ciMessageListener oo sap muvjco 2. RAT=tandarActivalionSpec

comsa.mw jco ra ochiessageListener oo ap mwvjco . JRANDocActivationSpec

oo 3a.mw o ra DocCueuehlessageListener oo ap oo 8. RAHDocActivationpec

ooz mw o ra. SueuedDoches sageListener oo ap mwvjoo 8. RAHDocActivationSpec

PucyHok 16 — Bknagka «Message Listeners»

9) Haxatb kHonky «Next» (aHanornyHo B nosiBuslemcs okHe «Related JCA Connection
Factories» (puc. 17)).

I =
" GafeERP OAS | 1
L2 SafeERP_OAS 1T

_ Resource Adapter JCA Resource JZA Connection Factory

' |

JC& Connection Factory Details

Resource Mame

PucyHok 17 — OkHo «Related JCA Connection Factories»

10)Bo Bknagke «Namespace» 3agatb umsa gns «JCA Connection Factory» (puc. 18).
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Application Resources: Overview RestoreDefaut View | (@BackForwardsh History, | Home | Hep | LogOff
Favortes; RelatedLinkzy GoTog Support Details Search:[ ]
Shows | 41| Resources J
Hew Resource Adapter Creation E E|
% — SafeERP_QAS —— SafeERP_QAS SafeERP_QAS_JCA
Resource Adapter JCA Resource JCA Connection Factory
Back

_./ Connectivity ]/ Connection Pacling }/ Configuration Propetties }/ Securty }/ Retated Resources

INDIName: * | SafeERP_QAS_ICA| |

[ ot Mew Aias || Femove Selected A |
| Aliaz Name |D
B

m Mo sliases to be displayed

PucyHok 18 — CospaHne «JCA Connection Factory»

11)MNepenTn Ha Bknaaky «Connection Pooling» (puc. 19) 1 ykasaTb napamMeTpbl COrfnacHo
AaHHbIM 13 Tabnuupl 2.

Resource Details

I» SafeERP_Agent_JCA
JCA Connection Factory
N pace ]/ C clivity Configuration Properfies }/ Security l/ Related Resources
Maximum Gonnections: [ 1
Maximum Waiting Time for Connectien (Sec.): = | 100
Cleanup Interval (Sec.) * [ &0
Connection Lifetime (Sec.): * [ 3.000

PucyHok 19 — Bknagka «Connection Pooling»

Tabnuua 2 — 3HadeHnsa ons napameTpoB Bknagkm « Connection Pooling»

MapameTp 3HauyeHne
Maximum Connections 1
Maximum Waiting Time for Connection (Sec) 100
Cleanup interval (Sec) 60
Connection Lifetime (Sec) 3000

12)MNepentn Ha Bknagky «Configuration Properties» wn pgobaButb napamMmeTpbl
«gatewayServer», «gatewayService» co 3Ha4yeHuamMmM 13 Tabnuubl 1 (puc. 20).
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Application Resources: Overview

Favaorites s Relsted Linkss GoToa Support Details

Hew Resource Adapter Creation

I— - —— SafeERP_QAS_JCA ——]
JCA Connection Factory
[ Beck]
[ save || Cancel
MNamespace Connectivity Connection Pooling Configuration Properties Security Relsted Resources

| Add Mew Property 4 || Remove Property

Mame Type Walug

¥
DestinationMame Clazs java lang. String QA%
gatevvayServer Class java lang.String oas saploc
gatevvayService Clazs java lang.String sapngD|

PucyHok 20 — Bknagka «Configuration Properties »

13)HaxaTtb KHomMKy «Savey.

14)[nga yctaHoBKKU hbanna Java-areHTa Heobxo4MMOo 3anyCTUTb COeANHEHNE C CepBEPOM
npunoxeHna depes npotokon telnet ana areHta SafeERP (puc. 21), ucnonbsys
y4YeTHYI0 3anucb nonb3oBaTtend Administrator. YctaHoBo4Hble dpansnbl Java-areHTa K
«SafeERP Security Suite» Heobxoanmo ckonupoBaTb C MHCTANMAALUMOHHOIO ANCKA Ha
cepsep, rae ycraHosneH SAP NetWeaver AS Java. Ero MOXXHO NMOMECTUTb B Katasnor
/usr/sap/ Ha cepBepe. [Janee cnefyeT BbINOSHUTL KOMaHAY N5 yCTaHOBKM Java-areHTta
MK «SafeERP Security Suite », yka3aB nyTb K ¢banny areHta Ha cepepe (CM. puc. 21):
deploy /usr/sap/<dain c areHTom>, deploy /usr/sap/<cann ¢ 4eNCTBUAMMU>.

EP MIS - PUTTY = e

i Adwministrator

Welcome To = wer node 2 EOS0.

>deploy fusre/

PucyHok 21 — 3anyck nHcTannsumm

Pe3ynbTat ycnewHon yCTaHOBKWN MNoKasaH Ha puc. 22.
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e result can be seen using [get result]

ng deployment operation, wait...

file path:
ar 49

L]

END DEPLOY RE3ULT

Suwmmary - Deploy

X

MK «SafeERP Security Suite»
YcTaHoBKa, yaaneHue

20

cormand

finished.

PucyHok 22 — YcnelHas yctaHoBKa Java-areHTa

[anee cnegyet oTpegakTupoBaTtb posib Java-areHTta. [na atoro Heob6xogMmo BOWUTU B

NHTEpeNCc peaakTMpoBaHUS ponu

Ha cepBepe areHta wu pobasutb B posb

«SafeERPAgentRole» nonHomouns Ha paspelueHHble AeNCTBUS, yKa3aHHble B Tabnvue 3.

Tabnuua 3 — NonHomounsa Ha paspelueHHble genctema gna ponn SafeERPAgentRole

Tun Cepsuc/lpunoxeHune Nms

J2EE safeerp java_agent~ear SafeERPJavaAgentAccess

UME configuration ACCESS_CFGMANAGER_ACTION
safeerp _java_agent~action

UME S ReadMlITablesAction
safeerp_java_agent~action

UME S ReadEPTablesAction
safeerp_java_agent~action

UME S ReadUMETablesAction
safeerp_java_agent~action

UME S ReadBCTablesAction
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[anee cneayeT akTMBMpOBaTb KHOMKY «Savey (puc. 23).

3.1.3.

. . Jaliekczd - O s
/ =% Identity Management - © X\

&« (= |® He zawmueHo | 5a5:50000/webdynpro/resources/sap.com/tc~Im~itsam~ui~mainfr... 1fr| ﬁr (o |

S5 Cepewcn ﬂ IPTV-nnefdnncren @ BubponawTtl B ape; @ FACE: Monwposka ans » Apyrue saknagkm

Identity Management: Ov¢ ResiorDefavit View | o Back Forward=p  History, | Home | Help | Log Off

Favorites , Relafed Links, Go To, Support Details Search: | |
[ Identity Management | [ Import || Configuration || Gonsistency Check |
Search =
Search Criteria: [Role | [All Data Sources | |SafeERPAgeniRale |

[ Create Role | | [ Delete | | [ Export | |

|75y | Principal . | Hame = | Description Data Source =
SafeERPAgentRole UME Database

=

Details of Role SafeERPAgentRole

[ Modify | | [ Save |[ Cancel | |

General Information }/ Assigned Groups }/ Assigned Users ﬁ’ﬂ [14][v][2]

Assigned Actions
Get: | LG
| Pr... | Type | Service [ Applicafion = | Mame |E|
l@ J2EE safeerp_java_ageni~ear SafeERPJavaigenticcess
@ UME safeerp_java_ageni~actions ReadEPTablesAction
l@ UME safeerp_java_agent~actions ReadMIITablesAction
@ UME safeerp_java_ageni~actions ReadUMETablesAction
@ UME safeerp_java_agent~actions ReadBCTablesAction E‘

PucyHok 23 — [lob6asneHue gencteum B ponb SafeERPAgentRole

YctaHoBka BO-areHTa

Onga ycraHoBkm SAP BO-areHta K «SafeERP Security Suite» Heob6xoguMMO BbINOMHUTL
cneaywowmne aencTens:

1)

2)

Cospatb nonb3oBaTens Ha Beb-cepBepe Tomcat.

[nsa cosgaHusa nonb3oBaTens Ha Beb-cepeepe Tomcat Heo6xoanmMo oTpeaakTMpoBaThb
KOH(MrypaumoHHbIn dann «tomcat-users.xmly», nob6aBuB B HEro cnegyowme CTPOKU:
«<role rolename="manager-gui"/> <user username="tomcat" password="tomcat"
roles="managergui"/>». ®ann HaxoguTcsa Mo cnegywowemy nyTn: <OupekTopus, B
KOTOpyto ycTaHoBreH Tomcat> /conf.

lMepesanycTnTb HAaCTPONKN Ha BeG-cepBepe Tomcat.

[na aktmBaumm BbINOMHEHHbLIX HACTPOEK COrfacHo npeablaywemy nepeyvncrieHmto
Heobxo4MMO BbLINONHUTL Nepesanyck Beb-cepBepa Tomcat. [ns atoro Heob6xoanmo
nepevtM B [OMPEKTOPUIO, B KOTOPOW YCTAHOBMEH MONb3oBaTenb, W BbIMNOMHUTb
cnegytowme KomaHabl:
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— ./bin /shutdown.sh;

— ./bin /startup.sh.

3) 3arpys3utb areHT Ha cepsep SAP BO.

[nsa 3arpysku danna Ha cepBep HeobxoomMmo ckonupoBaTb ¢hann ns auctpubyTtuea
(SafeERP_BOAgent.war) Ha cepBep NpUIIOXEHUS, Hanpumep, B OUPEKTOpUIO, B
KOTOpPYH YyCTaHOBMeH nonb3oBatenb «Tomcat». B 6Gpaysepe BbINONHUTL BXOA4 B
npunoxeHne «Manager App» Ha cepBepe Tomcat, ans 9T0ro B agpecHon CTpoke
yKkasatb <ums cepepa SAPBO>: <noptTomcat>//manager/html, Hanpnmep:
http://agn.sap.loc:8080/ manager/html.

4) BBecTu NOrvH M Naponb Morb3oBaTens, CO34aHHOro COorfiacHo nepedncrieHvio 1, B
HWKHEN 4YacTn OTKPbIBLLErocsi okHa B pa3sgene «Deploy» HaxaTb kKHOMNKy «Bbibepute
danny» (puc. 24). Boibpatb paHee coxpaHéHHbIn hann SafeERP_BOAgent.war (puc.
25). HaxxaTb kHonky «Deploy».

Deploy directory or WAR file located on server

Context Path (required): l:l
XMLConfigurationfle URL: ||

WAR or Directory URL: |

WAR file to deploy

Select WAR file to upload | Beibepute dpaitn | ®ain He BriGpax
Deploy

PucyHok 24 — IHTepdenc 3arpy3ku npuioxeHus

WAR file to deploy

Select WAR file to upload | Buibepute dhaiin | SafeERP_.. gentwar
Deploy

PucyHok 25 — HTepdenc yCTaHOBKM MPUNOXEHUS

5) lNocne ycnewHon ycTaHOBKM B pasgene «Applications» npoBepuTb Hanunuve
npunoxeHnsa «SafeERP_BOAgent» (puc. 26).
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Q, Search I @

/ percre

Tomcat Web Application Manager

‘au

‘nga:

List Appheations

HIML Manager Help

Manager Help

Server Status

Path Version

Display Name

Commands

Nane speciled

—

Witlcarng 10 Tomcat trug Q

stan [ swp | (Reload | [ undepiy |

| Expre sessions | with idle > 20

minutes

None specified

SAP BugineszObjects Admin Tools [T 1]

Stan [ 5w0p | [ Raioad ] [ undepiy |

[ Exprs msscns ) wih e 20

rminutes

[BOE None specied

BOE

stan [ swp | [ Reload | [ undepiy |

| Expre sessions | with ile = 20

minutes

Business Process BI e i}

stan [ sw0p |  Reload | [ undepiy |

L Expre sessons | ith dle 2 20

minutes

MOBIServer true Q

Stari [ Swop | [ Reload | [ undepioy |

[Expre sessions | vih e 2 20

minuies

WiohileBiSenice true 2

[SaleERP_BOAgen | Mane speciied

stan [ 0p | [ Reload ] [ undepiy |

| Expre sessions | with idle 2 60

minutés

 Em BT

e sesgiong | with idle @ 30 minutes

None specifed

3.1.4. YctaHoBKa HANA-areHTa

org apache. okngo.odata? bipodata trug 1]

PucyHok 26 — NpoBepka yCTaHOBNEHHOIO NPUNOXKEHUS

stan [ sw0p | [ Reioad ] [ undepiy |

23

Ons ycrtaHoBkn HANA-areHta K «SafeERP Security Suite» Heobxoammo BbINOMHUTL

crnepyowne aencTeus:

1) 3anyctute npunoxenne «SAP HANA Studio», BbINOMHUTbL COEQUHEHWE C CUCTEMOW
SAP HANA, B koTopyto npeanonaraetcs yctaHoBka HANA-areHTa. Pa3BepHyTb MeHI0
HaXkaTMem npaBOM KMaBULIM MbIWM Ha Ha3BaHWW CUCTEMbI, BbliOpaTb MYHKTbl MEHIO
«Lifecycle Management» -> «Application Lifecycle Management» -> «Home» (puc. 27),
B MOSABMBLUEMCS OKHE BblOpaTb YY€THble AaHHble Monb3oBaTens C MOHOMOYUSMU
sap.hana.xs.Im.roles::Administrator (puc. 28).
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File Edit MNavigate
B iR viEE e
B-l@iji-mB8% =0

T R

?B Systerns 25

Jearch  Project  Run

Window  Help

-

Al%HDE[
* B
[ = Ca
= Co
b = Pr
b = Se

» [FG HOB (

&

ﬁ?

Configuration and KMaonitaring
Lifecycle Managerment
Backup and Recovery
Security

Cpen 501 Console

SAP HANA Modeler

Add Systerm with Differert User..,
Rernove

Log Off
Refresh

Properties

Delete

Fi

Alt+Enter

3

{i. *HD2 - SHUBN 22

HD2 (SYSTEM) Hana DB 2.0 10.10.58.35 00

»

3

Application Lifecycle Managerment » Harme
Flatform Lifecycle Managernent v B Mam
com.sap.ndb.st
LSEF e FararmeTers| L Inst
# SHUBN

[T Disable ODBC/IDBC access

Authentication
Password
Passward™; Confirm™*:
Farce passward change on nest lagan: @) Yes Mo
[ kerberos
External 10
TR 17 2M1R 83010 GRAT 0300 [

Walid Frars Walid

PucyHok 27 — MnTepdenc SAP HANA Studio

SAP HANA

Logon

admin|

PucyHok 28 — OkHo aBTOpm3auum B «Application Lifecycle Management»

2) B nosBuBliemcs okHe BbibpaTb pasagen «Delivery Units» (puc. 29).
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o7 SAP HAMNA Application Lifecyc) X =N BN =
<« G @ & hitpsAhd2:4300/53p/hanafem Andexhtml ) wee | Q Search mn @ =
E’HANAA ication Lifecycle SHUBM (&dministrstor) | HD2 (hd2)  UNMDEFINED  Help [C]
HOME FPRODUCTS TRANSPORT INSTALLATION  SETTINGS
Transport Overview
@ [—] P Recent Activities
~ _ ® Runni...
"
Products Delivery Units o recordioun Wiarmi.. WDz Gmp... BE2017
Fail SE_HANA_AGENT (ga
@ Eror
W HOZ (mp... 16122016
CurrentUser (s All Users SE_HA (gaz-is.com)
Today 7 Days = 30 Days
g2

) [mm]

V¥ r—
Settings Packages (Web- Systems

based o 1 =ystemis)

Development

Workbench) & Daysternis)

A 0systemis) Goto log view for details
[

L » — =
Install and Update Configuration S... Changes Transport Support &
Products and (Process Engine} Documentation
Software
Compeonents

PucyHok 29 — NMHTepdenc Application Lifecycle Management

3) BbinonHutb nmnopT npoaykTta MNK «SafeERP Security Suite». [Ina aToro Heo6xoaumo
HaxkaTb KHOMKy «Import», ykasaTb NyTb A0 dpavna C areHToM (HaxoauTca Ha
YCTaHOBOYHOM AUCKE), HaXaB KHOMKY «Browsey, 1 BbINONMHUTL 3arpy3Ky, HaXkaB KHOMKY
«Import» (puc. 30).

\ c @ @ B htpsihd 24200/ = @ € | Q Seorc

3 ana b Am Ande e

Import Delivery Unit

SE_HANA_AGEMT-gaz-Is.com tgz

| Browse

Supported archive hpe: 1oz

PucyHok 30 — UHTepdoenc 3arpysku npunoxeHns HANA-areHTa

4) lNoaTteBepauTb 3arpy3Ky KOMMOHEHTOB, KOTOPbIE MOSBATCA B CredyloLweM OKHe, HaxaBs
kHonKy «Ilmport» (puc. 31).
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3.2.

3.2.1.

Confirm Import of Delivery Unit x

Delivery Unit Details

Mame SE_HAMA_AGE] Wersion 41..
Wendor gaz-is.com Responsible GazlnformServic

Objects Test Import Result

Status Ohject Type Fackage

o project SE ol
~ XSACCESS SE H
~ wsapp SE

o HaAMAADEnt xsodata SE

~ SEHA hdbrole SE

~ seha hdbscherma SE

o wAUDIT_POLICL.. hdbview SE s

PucyHok 31 — lNoaresepxaeHne 3arpy3kv KOMNOHEHTOB

[Mpu ycnewHoM uMMopTe MNOSIBUTCA HaAMNWCb B HWXKHEW YacTu OKHa 00 ycnewwHom
3aBepLueHumn 3agaunm (puc. 32).

AT+0300

PucyHok 32 — lNogTeepXxaeHne ycnewwHoro umnopTa

CospaHune cuctemubix Y3 areHToB K «SafeERP Security Suite»

Co3pgaHue nonb3oBartens Ha ABAP-areHTe

[Ons co3gaHma nonb3oBaTtensa (ons RFC-coeanHenus)) B pabodem MaHOAHTE CUCTEMBI
Heo6Xxo4MMO BbIMOMHUTL CrieayoLwme eNCTBUS:

1)

2)
3)
4)
5)
6)
7

8)
9)

3anyctutb TpaH3akumio PFCG, BbinonHuTb 3arpy3ky ponm Z_SAFEERP_AGENT wu3
Komnnekta noctaBkn. CreHepupoBaTb Npodunb 3arpyXeHHOM ponu M BbIATU U3
TpaH3akuun.

3anyctuTtb TpaH3sakumio SUO1.

B none «User» BBecTn 3HadeHne «SAFEERPAGENT».

BbibpaTtb nyHKTbl MeH0 «Users» -> «Create.

Ha Bknagke «Address» B nosne «Last name» BBecTu 3Ha4yeHne «Safeerp».

Ha Bknagke «Address» B nosne «First name» BBecTu 3HayeHne «Agent».

Ha Bknagke «Logon data» B none «User Type» BblbpaTb nyHKT «Communications
Data».

BBecTtu naponb «Safeerp» B nons «Initial password» n «Repeat password».

Ha Bknagke «Roles» nobasutb ponb «Z_SAFEERP_AGENT».

10) BbibpaTtb nyHKTbI MeHt0 «Users» -> «Savey.

3.2.2.

Co3aaHve nonb3oBaTens Ha Java-areHte

[Ons cosgaHma nonb3oBaTenss Ha Java-areHte HeobGXoOuMMO BbINOSMHUTL  crieayowme
JEencTBuUS:

1)

3anyctutb npunoxexHne «User Management», Bo Bknagke «General Information»
co3gaTb HOBYHO ponb ¢ uMeHeM «SafeERPAgentRole» (6e3 aBTopusaunin) (puc. 33).
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Identity Management: Overview

Favortes s Related Linksa GoTou Support Details

_| Identity Management |[Imp0r1 ][Configuraﬁon ][Consis‘tency Check ]
Search

Search Criteria: [Role v] [AII Data Sources ] [SafeERPAgentRole ]

[Crea‘te Role] | [Dele‘te] | [Export]

5 | Principal Type | Mame

@ Enter & search parameter and choose Go

Details

[ hadify ] | [Save J[ Cancel]

Assigned Groups 1/ Asszigned Users 1/ Assigned Actions l/ Uszer Mapping for System Access

Unigue Mame: * [SafeERPAgentRole

]
Display Mame: [ |
Location: [ ]
]
]

Description: |SafeERPAgentRole]
Linigue 10 [

PucyHok 33 — Co3agaHne nonb3oBaTens Ha CUCTEME areHTa

2) Cospgatb nonb3oBatensa «Safeerpagent» n npucBouTb emMy paHee CO3[aHHYH pPOrb
«SafeERPAgentRole» (puc. 34).
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1 Identity Management: Overview Res
User created

Favoriess Relted Likss GoTou Support Defls
(_ certty Managgmert \M[Conﬂgwamn ][Consiﬁency Check ]

Search

Search Criteria: fAH Data Sources \Safeerpegem Advanced Search

o] [t o Gt

Ll ‘ Principal Type ‘Swtus |Lug0n ] B ‘Name Department

@ Safeerpagent et SafsERP

Details of User Safeerpagent

iy )| 50 o

GengralInformation V Aecount nformation V Contact Information ]/ Acitional Information i/ Assiyned Grops }/ Lser hlapping far System Access }/E-ma\ISignawve}

Assigned Roles

Seareh Criteias 4 05 S0 [ ﬂ Search Recursively

Principal Type ‘ Name H | Description ‘ Data Source
h SafeERPAgentRol: SafeERPAgentRols UME Datahase

PucyHok 34 — Co3pnaHue nonb3oBatens «Safeerpagent»

3.2.3. Co3paHue nonb3oBartens Ha BO-areHTe
[na cospgaHua nonb3oBatend Ha BO-areHTe HeobxoouMMO 3alMTU B KOHCOMb ynpaBneHus
cuctembl SAP BO Central Management Console (CMC) n BbINONHUTL cnegytowme enCTBus:
1) BbinonHute Bxog B koHconb SAP BO, HabpaB B agpecHonm cTpoke Opaysepa
cnegytowun agpec: «http://<msa cepsepa SAP BO>:<nopt SAP BO>/BOE/CMC». B
OKHe BXOJa BBECTU MM4 NONb30BaTenNs ¢ npasaMn agMUHUCTPATOPA, BbIMOHUTL BXO4
(puc. 35).

28
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¢ agn.saplocB0E0/EOE /M san 'ﬁ’ O\E

I
SAP BusinessObjects

Central Management Console

Enter your user information, and click “"Log On®.

If wou are unsure of your account information, conkack your syskem
adrministrator,

System: AGH:6400 |

Iser Mame: |.|5.|:|ministrat|:|r |

Passwiord: |"""u |

Authentication: | Enterprise IEI

W HElp
1]

PucyHok 35 — UHTepdenic Bxoga B CMC SAP BO

2) OtkpbiTb pasgen «Users and Groups», Bbibpatb rpynny «Administrators» (puc. 36).
BbibpaTb Ha naHenun MHCTpPyMeHTOB NyHKT «Create a user».
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““F Central Management Consale X

e

C @

@ agn.saplocB0E0/BOE/CMCS

Central Management Console

— |_
e -

| E?.’ R

3
]

E.:{:

|5 | 8] % | F| 3 B I

:Users and Groups El

Manage -

Actions =

L)

[
=

Wik | Pl 0. N0 . [y 0

El

IE’I Llser List D

c& Garoup List L

28
22 Group Hierarchy

52 Administrators

&S Cryptographic Officers

£t Data Federation Administratc

&S Everyone

g= Manitaring Users
- oS QaaW's Group Designer
- Feport Conversion Tool User:
&5 Translators

i
EE Universe Designer Users

Name *
administrator

PucyHok 36 — OKHO ynpaBneHusi nonb3oBaTensmm

30

MocTaBuTb hnar B none «Password never expires», B none «Account name» BBeCTU
3HayeHne «SAFEERPAGENT», B none «Full name» BBectn 3HadyeHne «Y3 areHTa
SAFEERP», B none «Description» BBECTU «CUCTEMHbIN MONb30OBaTENb ANs1 areHTa
SafeERP» (puc. 37). Haxatb kHonky «Create & Close».
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New User T Ox

Authentication Type: Enterprise -

Account Mame: SAFEERPAGENT
Full Marme: ¥3 areHTa SAFEERP
Ermail:

CHCTEMHEIA NONE20ESTENE ANA

Description: areHTa
SAfRERE.
Enterprise Password Settings
Pagsword: |(eesssses Passwoard never expires
B J—— F User must change password at next

logan

[ User cannot change password

Access Type

Limited by concurrent session pool
@ Guaranteed - named user

Create| Create & Close| Cancel|

o

PucyHok 37 — OkHO co3faHus nonb3oBaTtens

3.2.4. Co3pnaHue nonb3oBartens Ha HANA-areHTe
Onsa cosganna nonb3oBatens B SAP HANA ansa MK «SafeERP Security Suite» Heobxogmmo

BbINOMHUTL CrieayoLlne AencTBUS:
1) 3anyctutb npunoxerHne «SAP HANA Studio» 1 BbINONHUTL COEANHEHME C CUCTEMOW,
B KOoTOpou BblnonHseTcs ycraHoBka HANA-areHTa. B pasgene «Security» -> «Users»
HaxkaTb NyHKT «Create a new user» (puc. 38).
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ﬁ‘v IQinv:; v._r'v“ {::jv -
Yo Systems i3 @'l@iﬁ'[ﬂ‘g%vzﬁ

- [F HDZ2 (SHUBM)
4 [l HD2 (S¥STEM) Hana DE 2.0

& Backup
» =+ Catalog

[ »

» = Content

m

> = Provisioning
4 [+ Zecurity
1 Security
A ﬁu} Usrrs
800 Mew User

0 Mew Restricted User

Refresh Fa

N

Find User Create a new user

—+ -
5 Filters..,

1323F47CETEF422TB1TA30B048 2FEAFFHDI
i} 1833FATCETEF4227B1T430B0482FEIFF&00

kS ATDE2TEN2TNDACE A AT COCDMC2 227

PucyHok 38 — MeHto co3gaHus nonb3oBaTens

i
i
i
i
i
f
i

2) B okHe cnpaBa Heobxoaumo 3anucaTtb nms nonb3oBatensa «SafeERPagenty», 3agatb
napornb, a Takke npucsontb ponb PUBLIC n _gazis .SEHA::SEHA (puc. 39), nocne

4Yero HaxaTb KHOIMKY «|_|pI/IMeHl/1Tb» L © .

User] User Parameters|

i SAFEERPAGENT
[[]Disable ODBCADEBC access

Authentication

[¥] Password [] samL [T sap Logon Ticket
Passuord™: Confirm®*:
Farce password change on next lagan: @ Yes Mo
[T Kerberas [T %509 [T sAP Assertion Ticket
External ID™:
“Walid From: 19.02.2018 14:54:59 GMT +03:00 FE| Walid Until: il

Session Client:

Granted Roles| System Privileges Object Privileges Analytic Privileges  Package Privileges Application Privileges Privileges on Users

+ X 24 ~ | Details for '_gazis_.SEHAzSEHA'

Role Grantor
@ _gazis_ SEHA:SEHA, _S¥S_REPOD Grantable to other users and roles
[§ pueLic S

PucyHok 39 — [NapameTpbl nonb3oBaTtens

3.3. YcrtaHoBKa cepBepa ynpasBrneHus lNK «SafeERP Security Suite»
[na yctaHoBKM cepBepa ynpasrieHns HeobXxoAMMO BbINOMHWUTL AEWUCTBUSA, aHanoruyvHble
npuBegeHHbIM B nyHkTe 3.3.1 , BMmecto pavna «SafeERP_nnn_AA_NNN.SAR» cnegyet
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ncnono3osatb  (pavn  «SafeERP_nnn_MS_NNN.SAR»  (gupektopus  Ha  OucKe

\Installation\Server\).
MpumeyvaHue. MNpu ycTaHOBKe cepBepa ynpaBneHns HeobxoaMMOo YCTaHOBUTbL apXxmBaTop Anis
KOPPEKTHOro co3aaHus oT4yeToB B Moayre «CkaHep».

3.3.1. AktuBauusna BC Set
[na nepeHoca AaHHbIX B paboynin kKnneHT Heobxogumo BbibpaTb paboymit MaHOaHT, B
KoTopoMm 6yayT pabotatb onepatop v agmuHuctpatop K «SafeERP Security Suitey.
[encteus, onucaHHble B NyHKTax 3.3.1 — 3.3.7, cneayeT BbINOSHATL B TOM XXe MaHAaHTe.
[ns aktueauum BC Set Heobxoanmo 3anyctuTb TpaH3akuuio scpr20 1 BbIMOMHUTL akTUBaLMIO
cnefyowmnx Habopos:

— IGAZIS/FIORYI,

— IGAZIS/SECS;

— IGAZIS/ISEGA,;

— IGAZIS/SEPS;

— IGAZIS/SE_COMMON,;

— IGAZIS/SREPORT,

— IGAZIS/ISTGAJAT,

— IGAZIS/APPL_LOG.
MpumeyaHne — Bo wmsbexaHune TanmmayTa, aktmBauuio Habopa /GAZIS/SEPS Heobxoanumo
3anyckaTb B (oOHOBOM pexume (puc. 40).

H Edit Goto  Utiities  System  Help

J Activate F7 b

. |hgt'r'mte in Background... Shift+F7 | 0

H Overall View Fo on
Print... Shift+F9

b Upload... Ctrl+Shift+F8 EE'
Exit Shift+F3

PucyHok 40 — AktnBaums B poHoBoM pexmme BC set

3.3.2. HacTpounka komnoHeHTa SAP FIORI
Ons HacTtponkn nntepgenca SAP FIORI Heob6xoaumo BbINONHUTL Crieayowme enNCTBuS:
1) 3anyctutb TpaH3akumio SICF 1 BbINONHUTL akTUBALMIO BETKN CEPBUCOB U3 CNIUCKA:
— [sap/bc/ui5_ui5/GAZIS;
— /sap/opu/odata/gazis;
— /[sap/bc/apc/gazis;
— [sap/public/opu.
2) 3anyctutb TpaHsakumio STCO1 1 BbINONHUTL cnefyoLwmne CKpUnThbl:
— SAP_FIORI_LAUNCHPAD _INIT_SETUP;
— /UIF/SCHEDULE_LREP_JOB;
— SAP_FIORI_REFERENCE_APPS_SETUP;
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— SAP_GW _FIORI_ERP_ONE_CLNT_SETUP.

3) [Mpwn BLINOMTHEHMN CKPUNTOB HEOOXOANMO KOHTPONMPOBATL ONMMCAHNE KaXKaoro wara mux
BbINOSIHEHNSA N NPU HEOBXOANMOCTM KOPPEKTUPOBATb AENCTBUS «BPYYHYHO».

4) B pabounin maHOaHT MMNOPTMPOBAaThb TpaHCNOpTHbIN 3anpoc DMSK904408 (SafeERP
Fiori 2020 for SP9).

3.3.3. AKTMBauua cepBMCOB
[nsa aktMBauumn cepBucoB HEOHXOAMMO BbINOSMHUTL CriefyoLime AenCTBUS:
1) lepentun B Tpansakumo /N/GAZIS/MAINT _SERVICE.
2) lNpoBepuTb BCe cepBUCHI, HaunHawwmecs Ha «/GAZIS/*». Heobxoanmo npoBepuTb
aktnBHocTb ICF-y3noB 1 cnctemHble ncesgoHnMbl ICF-y3nos.
3) HaxaTtb kHOMKy «3arpy3anTb MeTagaHHbIEY.
MpumevaHus:
1. Ecnn cepBuc He akTMBMpPOBaH, TO HEOBXoOUMO HaxaTtb KHOMKy «ICF-y3en», 3atem
Ha)kaTb KHOMKY «AKTUBUPOBATbY.
2. Ecnm  He npucBOEHbl  NCEBOOHMMbI, TO  HEOOXOAMMO  HaxaTb  KHOMKY
«[Jo6.cuct.nceBgoHMMy, gobaBuTb 3HaveHne «*mmsa cepsuca* 0001», Alias — LOCAL,
ycTaHoBUTb donar B ctonbue «Default systemy.

3.3.4. HacTpounka RFC-rpynn

[na BO3MOXHOCTM OOHOBPEMEHHOIO BbIMNOMIHEHUA MNPOLIECCOB CKaHMPOBaHWSA  Koda
Heobxoaumo HacTpouTb RFC-rpynnbl Ha cepeepe ynpasneHud. [ns aToro cnegyet 3anyCcTuTb
TpaH3akumo RZ12 n cospgatb HoByk rpynny ¢ ummeHem SafeERP, fob6aBnB B Heé€ Bce
CyLLEeCTBYIOLINE UHCTAHUUKU cepBepa ynpasneHund. Ecnn nHcTaHums ogHa, TO Heobxogmmo
BKITHOUNTb TOSbKO €e.

3.3.5. AktuBauus SAP Gateway

Ona pa6botbl dyHkumoHana SAP  FIORI Heobxogumo akTmBMpoBaTb  TEXHOMOMMO
nogkntoyeHus yctponcts SAP Gateway, ansa atoro crnefyet 3anyctuTb TpaH3akuuio SPRO,
HaxkaTb kHonky «CcbinovHoe IMG SAP» (puc. 41) n nponTtn no cnegytowemy nytn: «SAP
NetWeaver» -> «SAP Gateway» -> «OData Channel» -> «Configuration», HaxaTb nesou
KHOMNKOM MbIWwWK Ha NyHKT «Activate or Deactivate SAP Gateway» (puc. 42) n BbibpaTb B

L
OTKPbIBLLEMCA OKHE HaXXaTb KHOTMKY Q
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v | ~ | &&[BAP Reference IMG| [i] IMG Information  Project Analysis

My Customizing Worklist

Project Mame
r L
— -~
- A
L ]
P e
I\._ A

[ Manage Worklist ]

PucyHok 41 — CcbinoyvHoe IMG SAP

v | MR

Existing BC Sets  [i] Release Notes  Change Log  Where Else Used

Structure
v@ SAP Customizing Implementation Guide
(& (5 Activate Business Functions
4 SAP NetWeaver
> SAP Gateway Service Enablement
Y SAP Gateway
' OData Channel
s Configuration
> User Settings
? Connection Settings
= @:—Acﬂvate or Deactivate SAP Gateway—:

> Administration

> Composition
Motification Channel

Ul Technologies

B

General settings

Mobile Infrastructure

Business Warehouse

Business Planning and Consoclidation

Application Server

I8 b

Knowledge Management

S v v v v S A A S
B

Search and Operational Analytics
Cross-Application Components
Financial Supply Chain Management

Planning and Consolidation

ooooboooooooooboooooooooood

R Y R "

Integration with Other SAP Components

PucyHok 42 — lNyTb Kk «Activate or deactivate SAP Gateaway»

Cancel

Cancel
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3.3.6. Co3zpaHne nonb3oBatensa ¢ npaBamu onepartopa MK «SafeERP Security
Suite»

[Ons cosgaHna nonb3oBaTenss ¢ npaBamu onepatopa [1K «SafeERP Security Suite»
Heo6xo4MMO BbINONHUTL AEUCTBUS B CreayoLen nocnenoBaTefnlbHOCTH:

1) 3anyctutb TpaH3akumo SUO1.

2) B none «User» BBeCTM uaeHTUMKATOP NEPCOHUMPULMPOBAHHOM YYETHOW 3anucu
nonb3oBaTesNis B COOTBETCTBMM C BHYTPEHHUM perfiameHToOM opraHnsaunm.

3) BbibpaTb NyHKTbI MeHo «Usersy -> «Createy.

4) Ha Bknagke «Address» B none «Last name» un «First name» BBeCT\ nepcoHasnbHble
AaHHble Norb3oBaTens.

5) Ha Bknagke «Logon datay» B none «User Type» BblOpaTb NyHKT «Dialog.

6) Beectun napons «OPERATOR» B nons «Initial password» n «Repeat password».

7) Ha  Bknagke «Roles» B none  «Role» BBECTU Ha3BaHWe  ponu:
«Z_SAFEERP_OPERATOR».

8) BbibpaTtb nyHKTbI MeHto «Usersy -> «Savey.

9) B TpaH3akumm PFCG (npM HeobGXxoguMmMoCTu pasrpaHUYeHus OocTyna onepatopoB K
cucTemMam) co3gaTtb AOMOMHUTENBHYIO POrib, B KOTOPOWN ByaeT ykasaH naeHTudukatop
rpynnbl, COAepXallumMi CMUCOK CUCTEM Afis onpedefneHHOro onepaTtopa/onepaTtopos
(pvic. 43, 44, 45).

Change Role: Authorizations

& T B, selectioncriteria = Manualy Organizational levels... [ Trace  [{] Information Versions
Role Z_SAFEERP_OPERATOR ~
Maint. 0 unmaint. org. levels, 5 open fields v

Status: Changed

‘A Status ”Edt A”ﬂ|‘|3||2”'§‘ .”::‘H ‘”@ Search ‘||Values|

Group/ Object/Authorization/Field Mantena... 4. Value Text

> [ OOM Object class AAAB Manuzly Cross-zpplication Authorization Objects
> g OOm Object class BC_A Manualy Basis: Administration

» [y 040 Object class BC_C Manualy Basis - Developrment Environment

> [l OOM Object class BC_Z Manualy Basis - Central Functions

¥y 040 Object class ZSBS Manualty Authorization objects for SafeERP
» [lm 040 Authorization Object /GAZIS/SCA Manually e SafeERP Code Security Administrator

Vs
“ 0 040 Authorization Object /GAZIS/SPS Manualy ~ JGAZIS/SPS
v 040 Authorizet. T-Q599028000 Manualy Ve JGAZIS/SPS
- 2 Ml /GAZIS/SGR Manualy :/ Systern group
= [B 4 /GAZIS/SCM Manually P Company idenitifier
~ 1 OOm Authorization Object ZSBS_ROLE Manualy P SafeERP role
vy OOm Authorizat. T-Q593028000 Manualy ”~ Titaniumn role
-3 Ml ACTVT Manualy # Display Activity

PucyHok 43 — Co3gaHve gonosTHUTENBHOM PO
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[E System group (1) 14 Entries found

lo/an]#]s]. |2

Company idenitifier: 0001

SystGroup™ System group description
ool All systems
ooz
nos
ooz
pog
b 01z
22
024
025
09e
109
142
143
151

PucyHok 44 — Bbibop rpynnbl U3 cnmcka

= Field values »

Object SGRZIS/SPS
Field Mame | /GRZIIS/SGR Systern group

| Full authorization |

Value Intrvl
'From’ To'

I
u
o012 =

1ol YN EY IR

PucyHok 45 — Homep rpynnbl n3 cnmcka

37

nOpFI,D,OK AEeNCTBUA NO CO34aHuUI0 rpynnbel anda cucTembl/cuctem npmeegeH B AOKYMEHTE

«PykoBoaCTBO agMUHUCTpaTOpay.

MpUCBOUTL CO34aHHYH POSib ornepaTopy, KOTOPOMY AOSMKHbI ObiTb AOCTYMHbI CUCTEMbI U3

BblGpaHHON rpynnbl (puc. 46).
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Rola
Role Z_SLFEERP OPERATOR Obsolete
Description COperator for blockhost Tianuim
Target System . Mo destination

[ Dpescription [l Menu (@  workfow [l Authorizations Minidpps |7  Personalization |

o

! Organizational Mg...| ! User Comparison |

User Assignments

User ID User Name From to In...
OPERETOR-01 Onepatop SafeERP 11.05.2021 31.12.9999 "
_OPERATCR-02 _Onepatop SafeERP 21.07.2020 31.12.9999 -

PucyHok 46 — MTorosblIn CMCOK ponen oneparopa

CospgaHue nonb3oBaTtensa ¢ npaBamu agmuHuctpartopa [MK «SafeERP

Security Suite»
[na cos3gaHua nonb3oBartens ¢ npaBamu agmuHuctpartopa K «SafeERP Security Suite»
Heob6xo4MMO BbINONHUTL AEUCTBUS B CrieayoLlen nocnenoBaTenbHOCTH:

1)
2)

3)
4)

5)
6)
7

8)

3.3.8.

3anyctutb TpaHsakumo SUO1.

B none «User» BBectTM mnaeHTndukatop nepCcoHNPULNPOBAHHON YYEeTHOW 3anucu
nonb3oBaTenis B COOTBETCTBMM C BHYTPEHHUM perfnameHToOM opraHusaunm.

BbibpaTb nyHKTbl MeH0 «Users» -> «Create».

Ha Bknagke «Address» B nons «Last name» n «First name» BBeCTM nepcoHarnbHble
AaHHble norib3oBaTens.

Ha Bknagke «Logon data» B none «User Type» BbiGpaTb NyHKT «Dialog».

Beectn napons «ADMIN» B nons «Initial password» n «Repeat password».

Ha BKNnagke «Roles» B nose «Role» BBECTU Ha3BaHue ponu:
«Z_SAFEERP_ADMINISTRATOR».

BbibpaTb nyHKTblI MeHIO «Users» -> «Savey.

CospnaHue RFC-coeauHeHUs OT cepBepa yrnpaBneHusa K ABAP-areHTy

Ona cospaHusa RFC-coeomHeHuss oT cepBepa ynpasneHus k ABAP-areHTy cuctembl
HeobXxoaUMO BbINOMHUTL OEUCTBUS B Criedyrolen nocnepoBaTtenbHOCTU (Ha npumepe
RFC-coeanHeHns k MaHaaHTy 100 cuctembl areHTa):

1)
2)
3)

4)
5)

6)

7

3anyctutb TpaH3akumo SM59.

BbibpaTb nyHKT MeHto «Edity -> «Create».

B none «RFC Destination» BBectn HasBaHne RFC-coegmHeHnsa cornacHo wabroHy
«ZSBC _ <hostname>_<SID>_<mandant>».

B none «Connection Type» BBeCTK 3Ha4YeHue 3.

Ha Bknagke «Technical Settings» B none «Target Host» BBectn hosthame cuctemsl
areHTa.

Ha Bknagke «Technical Settings» B none «System Number» BBectn SID-Homep
CUCTEMbI areHTa.

Ha Bknagke «Logon & Security» B none «Client» BBecTn 3Ha4yeHne paboyero KnmeHTa,
B KOTOPOM ObIf1 Nonb3oBaTenb.
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8) Ha Bknagke «Logon & Security» B none «User» BBectu 3HadeHne « AGENT».

9) Ha Bknagke «Logon & Security» B none «Password» BBeCTn naponb «Safeerp».

10)BbibpaTtb nyHKTbI MeH0 «Connectiony -> « Savey.

11)OcywectBntb npoBepky co3gaHHoro RFC-coeaMHeHnss 4epe3 OCHOBHOE MEHH
«Utilities(M)» -> «Test» -> «Authorization test» nnu yepes Habop knasuw CTRL+F4

(puc. 47).

Utilities(M) System  Help

Test > Connection Test (Ctri+F3)
Remote Logon (Cut+F7 Authorization Test (Ctri+F4) Q
‘Logon _ Connection Test  Unicode Te Unicode Test (CLrI+ES)

PucyHok 47 — Aktuaums nposepkn RFC-coegmHeHns

B cnyyae koppekTHon HacTporkun RFC-coeanHeHnsi NoABUTCS OKHO CO CTaTyCOM NPOBEPKU
(puc. 48).

Connection Test AG2

Connection Tyvpe SAP Connection

Action Result
Logon 22 msec
Transfer of 0 KB 1 msec
Transfer of 10 KB 2 msec
Transfer of 20 KB 3 msec
Transfer of 30 KB 4 msec

PucyHok 48 — OkHO co cTaTycom KoppekTHon nposepkn RFC-coeanHeHus

B cnyyae HekoppekTHoW HacTponkn RFC-coegmHeHnst NOSBUTCSA OKHO CO CTaTyCOM OLLUMOKM
(puc. 49).
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Connection Type SAP Connection

Action Result
Logon

| Connection Trpe 542 Connesian

Achon Resuk

PucyHok 49 — CoobLueHne o HekoppekTHon HacTponke RFC-coeanHeHns

3.3.9. Co3paHne RFC-coeanHeHuns OT cepBepa ynpaBrieHUsa K Java-areHTty
Ana cosgaHna RFC-coeguHeHnsa ot cepBepa ynpasreHus K Java-areHTy Heob6xoamMmo:

— BOWTW Ha cepBep ynpasneHuss n co3gaTtb HoBoe RFC-coeanHeHve ¢ napameTpamu,
yKkasaHHbIiMK B Tabnuue 4 (puc. 50);

— COXPaHUTb CoeauHEHNE;

— ocyllecTBUTb npoBepKky co3gaHHoro RFC-coeguHeHus 4Yepe3 OCHOBHOE MEHKO
TpaH3akumm SM59 «Utilitiles(M)» -> «Test» -> «Connection test» unu yepes Habop
knasuw CTRL+F3.

PeaynbtaTt koppekTHom HacTporikn RFC-coegmHeHns k Java-areHTy nokasaH Ha puc. 51.



MK «SafeERP Security Suite»

G I rFASUH®OPM
YcTaHoBKa, yaanexue

CEPBUC

RFC Destination AG5_AGENT_SAFEERP

Connection Test Unicode Test &3

B
RFC Destination LAGE_AGENT_SAFEERP E

Connection Type T TCP{IP Connection Description

Description

Description 1
Description 2

Description 3

Administration Logon & Security | Unicode | Specil Options |

Y

Activation Type

Start on Application Server ® Reqistered Server Program
Start on Explicit Host
Start on Front-End Work Station

Registered Server Program

Program ID SAFEERP_JAVA_AGENT_AGS

Start Type of External Program

® Default Gateway Value
Remote Execution
Remote Shel
Secure Shell

CPI-C Timeout

# Default Gateway Value

Specify Timeout &0 Defined Value in Seconds

Gateway Options

10.10.58.36

Gateway Host

Gateway service sapgwio

PucyHok 50 — Hactpownka RFC-coeanHeHuns oT cepBepa ynpasneHus Kk Java-areHTy

Tabnuua 4 — 3HaveHusa ana napameTpoB RFC-coeanHeHus k Java-areHty

41

Nmsa napameTtpa

3HaveHune

Program ID

SAFEERP_JAVA_AGENT <SID>

Gateway Host

<Nmga cepsepa>

Gateway service

<msa cepsuca>
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Connection Test AG5_AGENT_SAFEERP

Connecticn Type TCP/IP Connection

Action Result
[Lugun jl msec
Transfer of 0 KB 10 msec
Transfer of 10 KB 11 msec
Transfer of 20 KB 11 msec
Transfer of 30 KB 12 msec

PucyHok 51 — PesynbTaT KOppekTHON HacTponkn RFC-coeanHeHuns k Java-areHty

3.3.10. CospgaHue RFC-coeguHeHUs OT cepBepa ynpaBneHus K BO-areHTy
Ona cospaHusa RFC-coegmHeHuss oT cepBepa ynpaeneHus Kk SAP BO-areHTy Heob6xoaumo
BbINOMHUTL crieaytowme aencrems Ha cepsepe ynpasneHus MK «SafeERP Security Suite»:

1) 3anyctutb TpaH3akumo SM59.

2) BbibpaTtb nyHKT MeHto «Edit» -> «Create».

3) B none «RFC Destination» BBectn Ha3BaHne RFC-coeanHeHus.

4) B none «Connection Type» BBecTu 3HavyeHne «G» (HTTP-cBA3b C BHELLHEN CUCTEMOW).

5) HaxaTtb kHonky « COXpaHUTb».

6) Ha Bknagke «Technical Settings» (puc. 52):

— B none «Target Host» BBECTM MMSA XOCTa CUCTEMbI areHTay;

— B none «Service No» BBecTu Homep nopta SAP BO;

— B none «Path Prefix» BBecTn 3HayeHune /SafeERP_BOAgent/».

7) Hasknagke «Logon & Security» B none «User» Beectn 3HadyeHne « SAFEERPAGENT».

8) Ha Bknagke «Logon & Security» B none «Password» BBecTn naponb.

9) BbibpaTb nyHKTbI MeHI0 «Connectiony» -> «Savey.
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RFC Destination AG6_BO_AGENT

Connection Test 3.

e
RFC Destination LAEE_ED_AEENT E
Connection Type & HTTP Connection to External Serv Description
Description

Description 1
Description 2

Description 3

| Administration Technical Settings Logon & Security | Special Options |

o

Target System Settings

Target Haost 10.10.38.37 Service MNo. 2080
Path Prefix /SafeERP BORgent

HTTP Proxy Options

Global Configuration

Proxy Host

Proxy Service

Proxy User

Proxy PW Status is initial

PucyHok 52 — Hactpownka RFC-coeanHeHus k BO-areHTy

10)OcywectBntb npoBepky co3gaHHoro RFC-coegMHeHns 4epe3 OCHOBHOE MEHH
TpaH3akumm SM59 «Utilitiles(M)» -> «Connection test» mnnu yepes Habop knasuw
CTRL+F6.

Peaynbtat koppekTHoM HacTporkn RFC-coegmHeHns k BO-areHTy nokasaH Ha puc. 53.
Connection Test HTTP Destination AGo_BO_AGENT

r A
I_Destinatiun Z AGE_BO_AGENT
Ty. HTTP Connection to External Server

Test Result Response Header Fields | Response Body | Response Text |

Detail Value
Status HTTP Response 200
Status Text

Duration Test Call 202 ms

PucyHok 53 — PesynbTaT KoppekTHon HacTponkn RFC-coeanHenuns k BO-areHTy
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3.3.11. CospgaHue RFC-coeguHeHus oT cepBepa ynpaBneHusa K HANA-areHTy
[ns co3paHms RFC-coegmHeHns ot cepeepa ynpasneHus K HANA-areHTy Heob6xoanmo:
— BOWTM Ha cepBep ynpasneHus n co3gatb HoBoe RFC-coeguHeHue c napameTpamu,
yKasaHHbIMK B Tabnuue 5 (puc. 54, 55);
— COXpPaHUTb COeauHEHNE;
— OCyLLeCTBUTb NpoBepKy co3gaHHoro RFC-coeanHeHWss 4epe3 OCHOBHOE MEHI0
TpaH3akumm SM59 «Utilitiles(M)» -> «Test» -> «Connection test» unu yepes Habop
knasuw CTRL+F3.

PeaynbTtat koppekTHon HacTporkn RFC-coegmHeHns k HANA-areHTy nokasaH Ha puc. 56.
RFC Destination SAFEERP_HD2_HANA_2_0

Connection Test &3

RFC Destination [SAFEERP_HDE_HANA_E_U E
Connection Type G |HTTP Connection to External Serv Description
Description

Description 1 Hana 2.0

Description 2

Description 3

| Administration Technical Settings Logon & Security | Special Options |

.

Target System Settings

Host 10.10.58.35 Port 8000
Path Prefix /_gazis_ /SEHA/HANRAgent.xsodata/

HTTP Proxy Options

Global Configuration

Promxy Host

Proxy Service

Proxy User

Prosxy PW Status is initial

PucyHok 54 — Hactpownka RFC-coeanHenns ot cepepa ynpasneHmst kK HANA-areHTy
(Bknagka «Technical Settings»)



FASUUHO®OPM MK «SafeERP Security Suite»
G I CEPBUC YcTaHoBKa, yaaneHve

RFC Destination SAFEERP_HD2_HANA_2_0

Connection Test &3

RFC Destination [SAFEERP_HDE_HANA_E_U E
Connection Type G| HTTP Connection to External Serv Description
Description

Description 1 Hana 2.0

Description 2
Description 3

| Administration | Technical Settings Special Options

Y

Logon Procedure

Logon with User

Do Mot Use a User

®) Basic Authentication
User SERPAGENT
PWW Status | saved

Logon with Ticket

®) Do Mot Send Logon Ticket

Send Logon Ticket Without Ref. to a Target System

Send Assertion Ticket for Dedicated Target System

System ID Client

Security Options

Status of Secure Protocol

S5L
SSL Certificate

Authorization for Destination

Active

DFAULT SSL Client (Standard) v | Cert. List

PucyHok 55 — HacTtpowka RFC-coeanHeHuns ot cepepa ynpasneHus K HANA-areHTy
(sBknagka «Logon & Security»)

Tabnuua 5 — 3HadeHnsa gns napameTtpoB RFC-coeguHeHns kK HANA-areHTy

Nmsa napameTtpa 3HaveHne

Host <ms cepBepa>

Port <[lopT cepBepa>

Path Prefix |_gazis_ISEHA/HANAAgent.xsodata/

User SafeERPagent,

PW Status [Maponb, co3gaHHbIN CornacHo nNyHkTy 3.2.4
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r |
I_Destinati::»n 7 SAFEERP_HD2_HAMA_2_0
Ty. HTTP Connection to External Server

Test Result Response Header Fields | Response Body | Response Text |

Detall Value
Status HTTP Response 200
Status Text oK
Duration Test Cal 15 ms

PucyHok 56 — PesyrnbTaT KoppekTHon HacTponkn RFC-coeanHeHuna k HANA-areHTy

3.4. BkniouyeHue MK «SafeERP Security Suite » B TpaHCNOPTHYIO
CUCTEeMYy areHTa
Mpn BkmoveHun TK «SafeERP  Security Suite» B TpaHCNOPTHYK CUCTEMY aHanus
COLEPXUMOro TPaHCNOPTHbLIX 3anpocoB 6yaeT NpPOBOAUTLCA TOMbKO MO  CUEHapusM
«besonacHocTb». [nga BknoyeHuss MK B TpaHCNOpPTHYyK cuUcTeMy areHta Heobxoammo
BbINOSIHUTL CneayoLwme HaCTPOMKN:

1) C nomowbto TpaH3akumm SM59 cospatb RFC-coegmHeHne ¢ cuctemon cepsepa

ynpasnenus NK. Beibpate TMn coegmHenuns 3 (ABAP-coeguHeHwne).
2) OTkpbITb HOBOe OkHO. BBectn TpaHnsakuuio SCIl. Beectn «Z_SAFEERP» B cTpoke

«Name» B pasgene «Chek Variant» (puc. 57). Beibpate Tn npocunsa «Global» @

Haxatb kHonky «Create» DI
Check Variant
Mame IEI I_SAFEERP

=] g =l ]

PucyHok 57 — CosgaHue rnobanbHoro npocuns

3) CospaTtb otaenbHoe okHO. Beectn Tpansakuuto SCI. Beibpatb «Code inspector» ->
«Managet of» -> «Test».

4) TocTtaBuTb onar HanpPOTMB KNacCoB, KOTOPbIE HaYMHAKTCA «/gazis/*» a Takke «Z*»
(puc. 58).
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[E List Edit Goto Settings System  Help
[ | ™
/] l«H e@® 28K HDNLD HOF8 @0
Code Inspector: Tests
EEEFT F WA »H
Check Class Info|Descriptn
[enz1s/ac VUL _SCI_C_RUTH 001 |[A] |#2#ss2s2222
T—IJ:‘GAZIS:'ACL VUL _SCI_C CLAS 001 |[i] |s##s##2 s22284:
[ | /GRZIS/LCL VUL SCI_C coMM o0l |[A] |#2####2
| | /GRZIS/LCL VUL SCI_C FUNC_001 |[i] |#228#22 22
@:‘GAZIS:‘ACL_VUL_SCI_HE‘.P.D El SafeERP Code Security checks
[ /GRZTS/ACL_VUL,_SCT_HEAD AUTH |[i] |Authorization
[ ] /GRZIS/ACL VUL _SCI_HEAD CLAS |[i] |Classes
| yeAZIS/ACL VUL SCI_HEAD coMM |[i] |Commands
[ | /GRZIS/LCL WUL_SCI_HEAD CUST |[i] |Customizing category
[ /GRZIS/ACL VUL SCI_HEAD FUNC |[8] |mM

PucyHok 58 — Cnivcok kraccos

] -
HaxaTb kHonky ‘&l . Heobxoanmo noaTBeEpANTL AENCTBUS.

B okHe TpaHCNopTHbIe 3anpockl HAaXaTb KHOMKY .
MpumeyaHne — [Ins coxpaHeHUsi MPoBEepOokK B Npodune Heobxoanmo BBECTU Ha3BaHne

TPaHCMNOPTHOro 3anpoca.
BepHyTbcs k TpaH3akummn SCI.

a7

BbibpaTtb B MeHto «Code inspector» -> «Managet of» -> «In reference check system».

Beectn nma RFC-coeguHenns (puc. 59). HaxaTtb KHOMKy .

[& GIS(1)/100 Configuration for Reference Check System

RFC Destination

PucyHok 59 — HasaHne RFC coeanHeHuna

10)BepHyTbesa k TpaHn3akumm SCI. B obnactn «Check Variant» BBectn «Z SAFEERP»

(puc. 60), HaxxaTb KHOMKY ][
| Check Variant

MName ' Z_SAFEERP

% [0 74 o

PucyHok 60 — Obnactb «Check variant»
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11)MoctaBuTb dnar HanpoTtus «In reference check system» (puc. 61). HaxaTb KHOMKy

Checks to Execute

# In reference check system
Check Variant |:|
RFC Destination
Localy available checks

PucyHok 61 — Beibop Tnna npoBepok

12)Beectn Tpan3akumto SE11. Beectu «SCICHKV_ALTER» B ctpoke «Database
table»(puc. 62), HaxaTb KHOMNKy «Display». B OTKpbIBLLEMCS OKHE NMOCTaBUT B MEHIO

HaXaTb KHOIKY .

- '_ _i
(®) Database table |SCICHKV_ALTER L@'
- L=
IView I I
()Data type |
() Type Group
) Domain | I

(1Search help | |
(Lock object | |

[ﬂf:f” Display ] [.&9 Change ] [D Create
PucyHok 62 — NpocmoTp Tabnuubl «SCICHKV_ALTER»

Dictionary: Display Table
o | e A= | aa = O [L] | 505 Technical Settings  Append Structure...

I 1
Transparent Table  [SCICHKV ALTER  |[J Active
Short Description |code Inspector: Mapping Global Check Variant to Alter Ego |
Attributes lf Delivery and Maintenance /Fl!lk L' Input Help/Check Lf Currency/Quantity Fields l, Indexas |

:[@|_D||I:__é”f'¢| [@@@ ml Srch Help ] | Built-In Type | 4
Field |Ke~,r|1ni... |Da13 element |DHE| Type |Length |Deci... |Short Description
CHECKVNAME DEF SCI_CHEV CHAR 30 0 Code Inspector: Check Variants
CHECKVNAME NEW | [] |[[] SCI_CHEV CHER 30 0 Code Inspector: Check Variants
RESPONSIBL [ [] RESEONSIBL CHRR 12 0 Person Responsible for a Repository Object
CREADATE [ | [ SCI_UFDDAT DATS 8 0 Code Inspector: Changed On

PucyHok 63 — Tabnuua «SCICHKV_ALTER»

13)B oTKpbIBLLEMCS OKHE HaXaTb B MEHIO KHOMKY @
14)B 6pay3epe aaHHbIX Tabnuupbl BbiGpaTth pexum «N3amennTb» ansa nona « TRANSPORT»
(puc. 64).
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Data Browser: Table SCICHKV_ALTER Select Entries 2
OfarRE T EE S M
Table: SCICHEV ALTER
Displayed Fields: 4 of 4 Fixed Columms: 1 List Widch 0250
CHECEVNRME DEF CHECEVNAME NEW RESPONSIBL | CREADATE
l: DEFAULT Z_SRFEERF REMOUTE SLP 05.05.2010
'IBANSP{)BT Z_SAFEERF REMOUTE SAF 05.05.2010

PucyHok 64 — [aHHble Tabnumubl « SCICHKV_ALTER»

15)B none « CHECKVNAME NEW» Bectn «Z_SAFEERP» (puc. 65).

Table SCICHKV_ALTER Change

CHECKVMNAME DEF | TRANSEORT

I Tt
CHECKVNAME NEW | Z_SAFEERP _.
RESPONSIBL [snp
CREADATE [05.05.2010

PucyHok 65 — Beog aaHHbix B Tabnunuy «SCICHKV_ALTER»

49

16)B TpaH3akumm SEO3 BbibpaTh NyHKT «Global Customizing (Transport Organizer)» (pwuc.

66).
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Transport Organizer Tools

@ [
¥ o Transport Organizer Tools
e Objects in Requests
* H Search for Objects in Requests/ Tasks
+ & Analyze Objects in Requests/ Tasks
* % Include Objects in & Transport Request
hd Ohjects
» [® Modification Browser
= && Objects in Customer Namespace
. @ Mamespace Information Systemn
= & Display/Change Maintenance Objects
* & Display Repaired Objects
e Object Directory
+ #" Change Object Directory Entries
. ,d" Change Object Directory Entries of Objects in a Request
- &% Change Person Responsible for Objects
el Requests/ Tasks
* H Find Requests
» [m] Merge Object Lists
* ' Unlock Objects (Expert Tool)
= ¥ Cancel Relocation Transport
¥ 0 Administration
» [=] Set System Change Option
+ #" Display/Change Namespaces
. ,d" Display/Change Marming Conventions
. E Global Customizing ( Transport Drganb:erﬂ
. @ Display/Change Request Attrbutes

PucyHok 66 — Bpay3sep MHCTPYMEHTOB opraHu3aTopa NnepeHocoB

17)B oTkpbiBEMCA OKHe B none «[lpoBepkn o6beKTOB nNpu AebrnokMpoBaHun 3anpoca»
Bbl6paTb HY>XHbI BapuaHT (puc. 67):

— globally activated (npyHyanTenbHbIN 3anycK NPOBEPKN);

— globally deactivated (npuHyanTenbHaa geaktneaumsi NPOBEPKN);

— set by user (nonb3oBaTenb MOXET BKITHOYUTb UMK BbIKITHOYUTL NPOBEPKY).
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Global Customizing (Transport Organizer)
[{] % Log

Transport error display at logon

globally activated
alobally deactivated
* Set by User

Object checks at request or task release

+ globaly activated
globally deactivated
Set by User

Object checks (if activated) at release of

*» Request
Task
Task and Request

Check existence of task documentation at task release

globally activated
globally deactivated
* Set by User

Request Release

Release in Background Only

Server for Background Release |

PucyHok 67 — OkHO opraHmnsaTopa nepeHoCcoB rnobanbHOM HAaCTPOMKM

Mpn HayanbHbIX YycTaHoBkax SAP-cuctembl
pe3ynbTaTtbl MNPOBEPKM (Hanpumep, OWMUOKM MM ys3BUMOCTUM B Koae) u gebnokupoBaTb
TPaAHCMNOPTHbIN 3anpoc. YTobbl OTKNHOYNTE 3TY BO3MOXHOCTb, HEOOX0ANMMO Yepes TpaH3aKL Mo
SM30 ana Tabnuubl (pakypca) TRCHECK (puc. 68) yctaHoBuTb B napametpe «SLIN»

=]

3Ha4veHune «Check active, error preventing release» (puc. 69).

Maintain Table Views: Initial Screen

I Find Maintenance Dialog

Tahle/View

Restrict Data Range

* No Restrictions

Enter conditions

Variant

&4 Display

|| /" Maintain || Pn Transport ” &a Customizing

PucyHok 68 — Tabnmua TRCHECK

51

cywectByet BO3MOXHOCTb WIrHOPUPOBATb
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Display View "Transport Organizer: Checks when Request Released": Over

% B B B

Check
ATC
DOCU
ENHO
KEYS
PACK
SLIN

PucyHok 69 — MNpoBepku Npu Ae6noknpoBaHMmM 3anpocoB B OpraH1M3aTope nepeHocoB

3.5. BkntouyeHue MK «SafeERP Security Suite» B cucrtemy npoBepku

Koaa

Onsa skntodeHus MK «SafeERP Security Suite», kak OCHOBHOro nporpammHoro mogyns (no
YMOS4YaHuo), B CUCTEMY MNPOBEPKU KOOA NPUKIAgHOro nporpammHoro obecneveHns SAP

Setting

Check
Check
Check
Check
Check
-

Check

active,
active,
active,
active,
active,

active,

error preventing release
error does not prevent release
error does not prevent release
error preventing release
error does not prevent release

error does not prevent release

el -

Check active, error does not prevent release
Check active, error preventing release
Check active, critical error preventing release
Check not active

rno6anbHON HaCTPOWMKK

He0OX0AMMO BbIMOMHUTL CreayoLLMe HACTPOMKM:

1) Beectn TpaHsakumio SE11. Beectn «SCICHKV_ALTER»
table»(puc. 62), HaxaTb KHOMNKy «Display». B OTKpbIBLLEMCS OKHE NMOCTaBUT B MEHIO

Ha)kaTb KHOMKY (puc. 63).

2) B 6paysepe AaHHbIX Tabnuupbl BeliopaTh pexum & «MN3mennTby» ana nons «DEFAULT»

B CTpOKe

(puc. 70).
Data Browser: Table SCICHKV_ALTER Select Entries 2
O er @l aTEE DA
Takle: SCICHEV ALTER
Displayed Fields: 4 of 4 Fixed Columrms: 1 List Width 0250
CHECEVNLME DEF CHECEVHNAME NEW EESPONSIBL CREADATE
—h
DEFAULT Z_3LFEERF REMOUTE SLP 05.05.2010
EJERANSPORI Z_ SAFEERF REMOUTE SAP 05.05.2010

PucyHok 70 — [aHHblie Tabnumubl « SCICHKV_ALTER»

3) B none « CHECKVNAME NEW» BBectn «Z_SAFEERP» (puc. 71).

52

«Database
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CHECKVMNAME DEF  |DEFAULT |

r T
CHECKVNAME NEW | Z_SAFEERP L@I
RESPONSIBL SAP

CREADATE 05.05.2010

PucyHok 71 — Beoa gaHHbix B Tabnuuy «SCICHKV_ALTER»

YcTaHoBKa [aHHbIX HACTPOEeK NMO3BOMUT BbI3blBaTb MO YMONYaHUIO cueHapuu nposepok 1K
«SafeERP Security Suite» ans aHanusa koga BbibpaHHoOW nporpammebl. B Tpan3akuun SE80
MK «SafeERP Security Suite» 6yagetr 3anyckatbCa 4epe3 CTaHAapTHbIM MNyTb BbI30BA
WMHcnekTopa koga (puc. 72).

[= Workbench Edit Goto Utiities Envionment System Help

@ v| « Qe - DR s
Object Navigator
“ & & [i] [Jede object
[:"a Repaository Browser ]
’
[Program v Welcome to the ABAP Workbench
lZCS_DEMO_SOOl_AUTHORITY_CHE x \ v I&,
()= () ) ) (B
Objecthame | Descroton _ Are you ready for the next generation of ABAP
*[5 2C5_DEMO_S001_AUTHORITY.C e evelopment?
~ = Events |
* INITIALIZATION | Change et to know ABAP in Eclipse-Community and find out more.
Display
Check » ‘ Syntax
Activate ABAP Test Cockpit (ATC)
! _g_xecute _ b ABAP Test Cockpit (ATC) with...
Copy... Extended Check
Rename... Code Inspector
Delete Generation Limits
Where-Used List Package Check (Acﬁv&ersuon)
Find... Use of Object in Current Package

Addtional Functions b l

PucyHok 72 — Hasuratop no obbektam

Hanee ans BbIGpaHHOW NporpamMmbl MO yMoOn4YaHuo npumeHsitotcs nposepkn MK «SafeERP
Security Suite» no cueHapuam 6esonacHocTu (puc. 73).
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Code Inspector: Results for ZC5_DEMO_S001_AUTHORITY _CHECK (PROG)

G s T 5B [ code Inspector

" 3 s 3 8 & ¥ = ¥ 3 ¥ 3 W u

B

PucyHok 73 — PesynbTaTbl npoBepku MK «SafeERP Security Suite»

| e ] ] ] e e e ] ] ] ] ] o] ] ] ][] ] e ] 2

E...

Checks

List of Checks

SafeERP Code Security checks (Remote)
Security category
Alias authorization in AUTHORITY-CHECK
Alias authorization in SUBMIT report
All occurrences of sy-sysid
All occurrences of sy-uname

Broken AUTHORITY-CHECKs

Exposed kernel calls

Exposed system calls

Hard-coded 0S5 checks (SY-0PSYS)
Hard-coded SAP client checks (SY-MANDT)
Hard-coded SAP host checks (5Y-HOST)
Hard-coded SAP SID checks (SY-SYSID)
Hard-coded system date checks (SY-DATUM)
Qutgoing ftp connections

0S command execution (client 0S)
Dangerous kernel call (" C_REMOVE" )
ABAP command injection (PROGRAM)
ABAP command injection (REPORT)

54

Error
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4. Ypanenue INK «SafeERP Security Suite»

Mpn Heobxogumoctn yganutb MK «SafeERP Security Suite» ¢ cucTembl areHTa BaXHO
yYnUTbIBaTb CreayoLline yCcroBus:

— Npw BbINONHEHUM AencTBuii no nonHomy yaaneHuio MNK «SafeERP Security Suite» Bce
nporpaMmmHble moaynu MK 6yayT yaaneHsl ¢ cucTembl areHTa (npy HeobxoanMmMocTu
6rnoknpoBaHusa goctyna K ogHomy mn3 moaynen K BO3MOXHa TONMbKO AeakTuBaLums
NOSTHOMOYMI K onpeaeneHHoMy OyHKUMoHany);

— [ONSA coOXpaHeHus1 BO3MOXHOCTU yaaneHust komnoHeHToB K «SafeERP Security Suite»
C CuUCTeMbl areHTa 3anpewaeTcd wucnonb3oBatb AN paboTbl 00bEeKTbl U3
ycTaHoBneHHbIx K ¢ HasBaHuaMK, HadmHaowmumnca ¢ «/GAZIS/» (paspabaTbiBaTb
CTOPOHHUE 006BbEKTbI C UMeHamun «/GAZIS/*»).

MonHoe yoanenue MK «SafeERP Security Suite» ¢ cucTeMbl areHTa MOXHO 3aMeHUTb ero
AeakTusauuen, Hanpumep, NPon3BeCcTy yaaneHne ToNbKo KOMNOHeHTOB MK B COOTBETCTBUM C
nogpasgenom 4.2.
4.1. YpaneHue MK «SafeERP Security Suite »
Ona nonHoro yaanenuna MNK «SafeERP Security Suite» ¢ cepBepa ynpasrneHus Heobxogmmo
BbIMOMHUTL CrieayoLme HaCTPOMKMK:

1) 3anyctutb TpaHsakumo SAINT B maHaaHTe cuctembl 000 (puc. 74).

= Installation Package Edit Goto Extras utilities Enwvironment System Help -

& | A BE e@e@ S HEHE ) A EE @

Add-Orr Tnstallatiorn Toof - Version 7.F0,/,005858
= = @

Add-On Installaction Tocol : Installed Add-ons
Installed Components | Deinstallable components

Add-on/PCS |Release |Lewel |Description Import 01

GAZIS KO3_740_AA 0000 Test addon

PI_BASIS 740 Qo008 Basis Plug-In

SAP_ABA 740 0008 Cross-Application Component

SAP_BASIS 740 0008 SAP Basis Component

SAP_BWW F40 0008 SAP Business Warehouse

SAP_GWVWFMND 740 0008 SAP Gateway Foundation 7.40

SAP_UI F40 0009 User Interface Technology 7.40 -

5T-P1 740 0000 SAP Solution Tools Plug-In e
4 » 4 >

Status/Remarks |
&P The overview shows vou the installed Add-ons and Preconfigured systems
- Choose [START] to start an installation or an upgrade

e = ——

A wvalid maintenance certificate was found for system €S5 LG & [ | CS5 (1) 000 ¥ | CS5 | INS ="

PucyHok 74 — 3anyck TpaH3akummn SAINT

2) lNepenTtun Ha BkNagky «Deinstallable components» (puc. 75).
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[ Installation Package Edit Goto Extras Utilities Environment System Help w
& | ~fJdH @@ DHFER Do BEE @b

Add-0On Installation Tool - Version 7.40/0058
&=

Add-0On Installation Tool : Deinstallable Add—Ons
Installed Components /‘/Denslﬂﬂ:ﬂe components ]

Add-On Release Level Description O-C
I i

GAZIS J)(03_74—(}_1%9‘ 0000 Test addon SAl
- « » « »
Status/Remarks

o The overview shows the Add-Ons which can be deinstalled
- Mark the Add-On, which you want to deinstall
- Choose [START] to start the deinstallation

R -
[SAPg [>  CS5(1) 000 ¥  CS5 | INS =

PucyHok 75 — Bknagka «Deinstallable components»

3) Boibpatb B ctonbue «Add-On» 3HaveHne «GAZIS», HaxaTb KHONKy «Starty.

NOSIBUBLLEMCSI OKHE HaXXaTb KHOMKY [F] (puc. 76).

[E Start Options

You want to deinstall the software component GAZIS. This can cause data to be lost. Before the deinstallation, read SAP
Mote 1883223 for information about preparing for and following up the deinstallation. To display the note, choose ‘Note',

Selectthe required start options.

Choose "Continue" to confirm that you have read SAP Note 1883223 and that you want to start the deinstallation with
the selected start options.

| Selected start options [

Checks = [St::lrt in dialog v Planned Start i (D 00:00:00
No Start After B | (@ [o0z00:00]
Preparation = |Continue in dialog v Planned Start = | |(® lo0:00:00]
No Start After 8 | |® [00:00:00]
Import = [ Continue in dialog *|  Phnned Start = ' '(})'00:00:00'
Mo Start After = | | (& o0=00:00]

vl note |[EH3¢]
PucyHok 76 — Yganenue NK «SafeERP Security Suite»

4) [oxpaTbCs yCnewHOoro okoH4aHus npowecca yaaneHus (puc. 77).
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G I FASUH®OPM MK «SafeERP Security Suite»

CEPBUC YcTaHoBKa, yaaneHve -

[ Instalation Package Edit Goto Extras Utilities Enwironment System Help -
& | ~rldEH @ SHE ST as @ [
| Add-On Installation Tool - Version 7.40/0058 |
g @
Deinstallation of Add-On GRZIS rel.X03_740_AR : Imported gueue
__ Deinstallation gueue | Software Components |
| Imported deinstallation gueue
0OCS Package |Package type |Software Compo... Release Short descrigf]
SAPKX0OZCSSINGAZIS Component deletion GAZIS X03_740_AA Local Deletion

Status/Remarks

o The Add-On GAZIS rel.X03_740_AA was successfully deinstalled
- Choose [LOGS] to display the import logs
- Choose [FINISH] to finish the deinstallation

[E‘Q Back ][B Finish ] [g Logs ] Screen 2 f 2
The Add-On GAZIS rel.X03_740_AA was successfully deinstalled 227 > €s5(1) 000 ¥ €55  INS =

PucyHok 77 — IHdopmaumnoHHoe coobueHne 06 yaanenum MK «SafeERP Security Suite»

5) Haxatb kHonky «Finish».
4.2. YpaneHnue komnoHeHToB K «SafeERP Security Suite»
Ecnun ectb HeO6XO,D,I/1MOCTb TOJIbKO B AeaKtuBauyunn pa60TbI KOMMJiekca, a He B MNOJIHOM ero
yaaneHum ¢ CUctem, MOXXHO NMpon3BecTu yaaneHune RFC-COG,D,I/IHeHI/IIZ mMexay cmctremamMum Unu
yAannTb y4eTHble 3anncn ¢ NOJIHOMOYNAMU Ha pa60Ty c K.

4.2.1. YpaneHue RFC-coegunHeHun

Onsa yoaneHna RFC-coegmHeHun B paboyem maHgaHTe SAP-cuctembl cepBepa ynpasneHus
MK «SafeERP Security Suite » Heob6xoanmMo 3anTn NoA y4eTHOW 3anucbio agMUHUCTpaTopa
CUCTEMbI, 3anycTuUTb TpaH3akunio SM59 u yaoanute RFC-coeanHeHnus, co3ganHble ansa MK
«SafeERP Security Suite».

4.2.2. YpaneHune y4YeTHbIX 3anucen

[ns yoaneHusa y4yeTHbIX 3anucen B paboyem maHgaHTe SAP-cuctembl areHTa HeobxoamMmo
3aMTM NoA YYEeTHOW 3anucbio agMUHUCTPATOpa CUCTEMbI M 3anyCTuTb TpaH3akuuto SUO1,
yoanutb nonb3oBaTenen, codgaHHbix Ans dyHkumoHnpoBaHna RFC-coegnHennn gns MK
«SafeERP Security Suite».

Mpn HeobXxoAMMOCTU yaaneHust yY4eTHbIX 3anucen B pabovyem maHgaHTe SAP-cuctembl
cepsepa ynpasneHus K «SafeERP Security Suite» TpebyeTca 3antn nog y4eTHON 3anuchbio
agMUHUCTpaTopa CUCTEMbI W 3anycTuTb TpaH3akumio SUO1, yganutb nonb3oBaTtenen,
co3gaHHbix ans pabotbl ¢ MK «SafeERP Security Suite», nnbo yganutb HasHa4yeHHbIE ANs
ncnonb3oBaHus MK «SafeERP Security Suite » ponv n npodpunu.



FASUUHO®OPM MK «SafeERP Security Suite»
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4.2.3. YpaneHune ABAP-areHTa
[ns nonHoro yaaneHus ABAP-areHTa He06X04MMO BbINOMHUTL CreayoLlmne HaCTPOMKN:
1) 3anyctutb TpaH3akumo SAINT B maHgaHTe cuctembl 000 (puc. 78).

[E Installation Package Edit  Goto Extras utilities Enyironment Systemn Help w
& | Yl B @@ SDSHE =BT AaEa  EE @ o

Add-Orn Tnstallafion Toofl - Versiorn 7.40/0058
= =

2dd—0On Imstallation Teoecol : Installed RARdd-—ons
Instaled Components | Deinstallable components |

Add-on/PCS Release Level |Description Import
GAZIS X03_F40_AA 0000 Test addon
PI_BASIS 740 0008 Basis Plug-In
SAP_ABA 740 0008 Cross-Application Component
SAP_BASIS 740 0008 SAP Basis Component
SAP_BWW F40 0008 SAP Business Warehouse
SAP_GWFMND 740 0008 SAP Gateway Foundation 7.40
SAP_UI 740 0009 User Interface Technology 7.40 -
ST-PI 740 0000 SAP Solution Tools Plug-In -
« » “« »
| status/Rermarks

&P e overview shows you the installed Add-ons and Preconfigured systems
_ Choose [START] to start an instaliation or an upgrade

[ e @B smam ]
A walid maintenance certificate was found for system CS5S E! P G [  ©sS5 (1) 000 ~  CS5  IMS ="

PucyHok 78 — 3anyck TpaH3akuumn SAINT

2) lMepenTtun Ha Bknagky «Deinstallable components» (puc. 79).

[E Instalation Package Edit Goto Extras  Utiiies Enwironment  Systern  Help w
& | ~rJdEH @@ DEHE T os BEE
Add-On Instaflation Tool - Version 7.40/0058
S 7

Add-Cn Installation Tool : Deinstallable Add-Ons
Installed Components /Densl;ﬂ)h components ]

Add-On Release Level |Description ocfd
!
GAZIS J}(03_7:’4—[]_:&& 0000 Test addon SAl
-
-
L 1 b
Status/Remarks

ﬂ The overview shows the Add-Ons which can be deinstalled
- Mark the Add-On, which you want to deinstall
- Choose [START] to start the deinstallation

B e @ e
ISARd [> | CS5(1) 000 ¥ | CS5 | INS =

PucyHok 79 — Bknagka «Deinstallable components»

3) Buibpatb B crtonbue «Add-On» 3HadeHue «GAZIS», HaxaTb KHOMKy «Start».

NOSIBUBLLEMCS! OKHE HaXaTb KHOMKY | (puc. 80).
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[E Start Options

You want to deinstall the software component GAZIS. This can cause data to be lost. Before the deinstallation, read SAP
Mote 1883223 for information about preparing for and following up the deinstallation. To display the note, choose Mote”.

Select the required start options.

Choose "Continue” to confirm that you have read SAP Note 1883223 and that you want to start the deinstallation with
the selected start options.

=]

| Selected start options |

Checks = [Strlrtin dialog v|  Planned Start B | |(® [00:00:00
No Start After ' |® [00:00:00]
Preparation = |Continue in dialog ~|  Plnned Start | |(® [00:00:00]
No Start After B | | (D [00:00:00]
Import = |Continue in dialog ~|  Plnned Start ' | (% [00:00:00]
No Start After B | | @ [0z 00:00]

PucyHok 80 — [leakTBauusa areHTa

4) [oxpgaTbCsa yCneLwHoro okoH4YaHus npouecca yaanenus (puc. 81).

[ Installation Package Edit Goto Extras Utilities Environment Systemn Help w

& | FldEH @@ CHE oo BE @
Add-On Installation Tool - Version 7.40/0058
=
Deinstallation of Add-On GRAFIS rel.X03_740_ AR : Imported queue
Dein: i queue }' Software Components |
Imported deinstallation queue
OCS Package Package type Software Compo... Release Short descrip
SAPKXO3CSS5INGAZIS Component deletion GAZIS KO3_740_AA Local Deletion
0 0
‘Status/Remarks

@) The Add-on GAZIS relx03_740_aAA was successfully deinstalled
- Choose [LOGS] to display the import logs
- Choose [FINISH] to finish the deinstallation

|@| Back "@ Finish ] lg Logs J Screen 2 f 2
The Add-On GAZIS rel.X03_740_AA was successfully deinstalled E'? [»  css(1)ooo ~ | CSs | INS =

PucyHok 81 — CoobLueHre o feakTuBauny areHTa

5) Haxatb kHomnky «Finish».

4.2.4. YpaneHue Java-areHTa
[Ons yoaneHus Java-areHTa Heo6X0AMMO 3anyCTUTb COEANHEHUE C CEPBEPOM MPUITOXKEHUSA
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yepe3d npotokon telnet ana areHta SafeERP (puc. 82), ucnonb3ys y4yeTHyk 3anucb
nonb3oBartens «Administrator».

ER WIS - PuTTY = =<

Imini=t
EE App

PucyHok 82 — YcTtaHOBKa cBA3M Yyepes npoTokon telnet
Hanee crnepyet BbINOSHUTb KoMaHAay «undeploy vendor=gazis.com
name=safeerp_java_agent~ear». PeaynbTtatom ycnewHoro yganeHuss areHta 6yger
coobLleHune: «[Success]: gazis.com_safeerp java_agent~ear» (puc. 83).

], nEmme:

ent] , we

END THNDEFPLOY RESULT

7 — Undeploy Result — St

1 Count

PucyHok 83 — YcnelwHoe yganeHue areHta

4.2.5. YpaneHne BO-areHTa

Ona ypaneHusa BO-areHTa Heobxoovmo B ©Opay3epe BbINOMHUTL BXO4 B MPUIOXeHue
«Manager App» Ha Beb-cepBepe TomCat, ona aToro B agpecHou CTpoke Habpatb «uMMs
<cepsepa SAPBO>:<nopTt TomCAT>//manager/html», Hanpumenp:
«http://agn.sap.loc:8080/manager/html». BBectu rnormH ©“ naposfib, CO3[4aHHbIA B
nepeuncrneHnn 1 nyHkta 3.1.3. B pasgene «Application» Hantu npunoxeHune
/SafeERP_BOAgent, HaxxaTb kHonKy «Undeploy».



http://agn.sap.loc:8080/manager/html
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YcTaHoBKa, yaanexue

4.2.6. YpaneHne HANA-areHTa

Ons yoaneHunsa HANA-areHTa Heobxogmmo 3anyctutb npunoxenne «SAP HANA Studio»,
BbINOMNHUTL coeamHeHne ¢ cuctemor SAP HANA, 13 koTOpon npegnonaraetcsa yaaneHue

areHrta.

1) Boibpatb nyHKTbl MeH «Lifecycle Management» -> «Application Lifecycle
Management» -> «Home» (puc. 84), B NOsIBMBLLUEMCS OKHE BblOpaTh YYETHbIE JAHHbLIE

nonib3oBaTtens ¢ nonHoMo4umsiMu (sap.hana.xs.Im.roles::Administrator) (puc. 85).

File Edit MNavigate Search Project Run ‘Window Help

TaRA=N - NP R SRR

g Systems 3

B-l@-2808% v= 0

L= 4

A|EHD2(
Q;Ba
[>[/::'(3a<:"—;§>
[ = Co
[ k== Pn
b= Se

» [y HOB (] ET

ﬁé

Configuration and Monitaring
Lifecycle Managerment
Backup and Recovery
Security

Open 5QL Consale

S0P HAMNS Modeler

Add Systermn with Different User..,
Rernove

Log Off
Refresh

Properties

Delete

F3

Alt+Enter

* v ¥ ¥

(i *HDZ - SHUEN 52

HD2 (SYSTEM) Hana DB 2.0 10.10.55.35 00
Application Lifecycle Management 4 Horre
Platf Lifecycle k1 t | {E]
atform Lifecycle Managemer = m
o ErIU EF FararmeTer | l!l Inst
i SHUBN
[T Disable ODBCADEC access
Auythentication
[¥] Passwmard
Password™: Caorfirrn™
Force password change on next logon: @) Yes Mo
[ Kerberos
External ID*:
wialid Frarns 1717 2R 83810 GRAT 0200 L walid

PucyHok 84 — BHewHuit Bug SAP HANA Studio

SAP HANA

Logon

admin|

PucyHok 85 - OkHo aBTOpu3aunn B «Application Lifecycle Management»

2) B nosisuBwemca okHe BblbpaTh pasgen «Delivery Units» (puc. 86).
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rFASUH®OPM
CEPBUC

7 SAP HANE Application Lifecyc X E=E EER =3
(€) c @ @ # httpsyihd2:4300sap/hanafsdm fndexhtm? e @ vy | | Q Search I o =
WHJ\NA ion Lifecycle SHUBM (administrator] HDZ (heiz) UMDEFINEDT | Help 4]

HOME FRODUCTS  TRAMNSPORT  INSTALLATION  SETTINGS
Transport Overview
@ = P Recent Activities
~ — @ Runni..
; ; S
Products Delivery Units Wiarni W HC3 grp 8612017
Fail SE_HANA_AGENT {ga...
W Error
M HD2 Gimp... 16122016
Current User (= All Users SE_HA (gaz-is.com)
Today TDays (= 30Days
L2
o) (]
v’ F—
Settings Packages (VWeb- Systems
based 1 system(s)
Development
Workbench) & 0 systern(s)
A 0 systemis) Goto log view for details
3 -
L » =R =l
Install and Update Configuration S... Changes Transport Support &
Products and (Process Engine) Documentation
Software
Components

PucyHok 86 — MHTepdenc «Application Lifecycle Management»
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3) Ansa yaaneHus npunoxexnus HANA-areHTa ¢ cuctembl He06X0AMMO BbIGpaTh CTPOKY C

ycTaHoBneHHbIM KomnoHeHToM [1K «SafeERP Security Suite»,

HaXaTb KHOIKY

«Delete», B nosiBnBLIEMCS OKHE BbIAENUTL NYHKT «including objects and packages» n

HaxkaTb KHOMKy «Yes» (puc. 87).
HOMI FRODUCTS TRUGMSPORT S TR LATHD

Prociucts

Dadivery Units
+ Creslw || =] Bew & Import * Espar

AN _DIT_BASE [k8p com)

¥ DepEraders i

9, > Details

. FAwrgph

Hame S _MAMA_RGEMT
AL, HDEL T D £ O Wl QBC HLEEE
AR IDE_CORE (58 Do) vargkan | 81

AR SEC BARE {B8p com Rerpannitle QapinfoermTgne
HANA_SHC_CP (Rig oo
HARA_BTUDNG_HDO T (sapooom)

AT DO M (R e Do)

Dependencies

BANA_ LN INITE GRATHM_COMTENT (kag sem)
AR _ L T E CORATIOM_ BV (i)
AR WHLIDANILT (B Ep DO

SRR, MBI (RED com)
AR W DHRUTIL S (g 2]
AR _KE _ EDITOR {s-ap 03m)

4

Dolete Delivery Linit )

Rk MR NDE {pEp s
EAFLE W LM (idap coim

HCO_ikaA_BEFVGCE (ap cam)

SHIDNC DS (Bap. Coem)
OHC _BACHLIP {ap £iom)

DS _IOE _CORE il Lo

DG _EEC_CF {sap com)
OG5 BASE {§8p som)
RS LM (kg i
BAFLAS_1 {sap com)
ELAF_WWATT (33 Do)

D wods wand 43 S deiiery undl BE_HARA_ACENT (Qag-is. Loy

EHHI'-U ahirciy and packages

T

T HName

SE ° swrtiing*

mnll 1 1 11T 11T 111711 171 1

SIE_MANA_AHENT {gad- sem) I =

PucyHok 87 — HTepdenc yoaneHms HANA-areHTa
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4) B nosBmBLLIEMCS OKHE (pUC. 88) aKTMBMPOBATb yAaneHue, HaxaB KHOMKY «Yesy.

Warning X

@ This will rermove the delivery unit and all ohjects. Do you want to proceed?

PucyHok 88 — YaaneHne HANA-areHTa
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5. Co0bLLEeHNs CUCTEMHOMY NPOrpaMmMuUCTy

CoobLeHns cMcTeMHOMY MPOrpaMMUCTY, KOTOPbIE MOTYT BO3HMKaTb B Npouecce yCTaHOBKU
K, nepeyvncneHsl B pasgene 3.

CoobLieHns CUCTEMHOMY NPOrpamMMUCTy, KOTOpble MOryT BO3HUKaTb Mpu yadaneHuu
komnoHeHToB [MK, BxoasaT B cTaHgapTHbI SAP-byHKLMOHAN yka3aHHbIX TpaH3akumn (SMS9 n
SUO01) n He paccmaTpuBatoTcsl B JaHHOM PYKOBOACTBE.



