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»%  [NobaBWTb NNOLWAAKY

MogroToeka:

1. Boigenute ©M3MYECKYHD MK BUPTYANLHYD MawuHy Ha OC Red0S 7.3+

2. HacTpoiiTe ceTeBy AOCTYNHOCTE W MEPLUPYTH3ALMIO, B 3BBMCHMOCTH OT Uenel NnolWaaku (BHEWHKA oCTyn, NOKANbHaA CeTh, KOHTEAHER)
|’T 2.a (Onywonansko) NMpuceoiTe FODN W npoBepeTe ero AOCTYNHOCTL B LENesoi ceTd

3. 3anMWMKTE UMW CKOMMPYATE CeTeBkIe NapaMeTpel (IP-Agpec unu FQDN)

4. 3anonHWTE HEoGHOAMMBIE HACTPOWKH B hopMe M HamMiuTE [loGaBNTh

[OononHUTENEHEA MHGOPMALKWA NPUMBELEHE B NOACKAIKEXN K MONAM, 8 TAKHE B SOKYMEHTALIMH.

HazeaHne nnowagku Mnowapka-29.07.2025

KoMmeHTapwii

McnonbzoBaTh NOPThI MO YMONYaHHK

Appec ans nnowaskm (i)

OBWwWiA agpec areHTa W Mo4yNA COHOBNEHKWA ()

Appec ansa Arenta (i)

Appec oGHoBNEHWA Moaynei (1)

JobaBuTs OTMeHUTBL

t gz dasfC @ts ¢cr sBOodls! § dzsh OHSkzé

7) 1 tmdzj HtsBOodzj dzgdw § dzsh OHCd dzj sBrBBHd®BBS © H(J
dd o MEdwsy (twdfm.
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(SI1f), f zZOded tolz j 3z ® Hdzw EfMlsOdssea € ©Ocj dzlsO,
OHBJdzd MisteOlsstc® d or f Hdzdedls! MCtdfls (todfm.

*  YcTaHOBKa pe3npeHTa

HaseaHue arenta
Tun arexta

UUID areHTa

Bua 3arpyska Bash ckpunT

OTKMKHMTE NpoBEpKY SSL ()

VCTaHOBMTE tar (i)

CKPUNT yCTAHOBKN curl —location -X POST -d '{"token": "XXX"}' "hitps://core dev-

1.bas.dev.da.lanfapi/vi/core/agents/e80m9cd5-299d-4c9c-8445-
16567 18a8460/package” -0 resident-e80f9cdd-299d-4c9c-8445-

KonupoBath B Gydhep

NELY:

CKPHNT HY}HO CKONMPOBaThL
(i) Ha xocTe Qom#eH ObiTe docker
Linux

3aKpeITs

it dMzddsfS @t ¢cuMmMsOdzgsoa €O tjLdH] dzlsOe

10) )} sfdzj EMfjhds?2 kmsOdtse §d tod dzlf j § dizls D jdzOts IS e
CjLdHjdls M MsObkmsd ¢ [ ddo2de. )} shdj o' ft
By des fedmlsky dls! ¢ fjs S OB d&glks s 2 ¢
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AreHTbl

~ Mnowagyka-30.07.2025 192.168.223.133:1884 192.168.223.133:1884  online n

Master-5ed564bc Pesupent + online - 30.07.2025 1537

t dmizdasiCj 6dH j dals Ms MisObkzmtsd 5dzdzO2 dz

[dzv feshiskcd SOksySqd § dsh OHSd dzj SBRSHJ BS:

1) | ©wOLepEjdlsr e o §jtojuydsy G dkshOHsS or BOls!
©OLoOded j, §GMd ujets isSde(j@fify. S OwlsysS o fc
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» Mnowapka-04.07.2025
Crartyc « online
Onucadue TECT TOHKWA 8reHT HOBbIE HACTPORKK NNOWaaKW
MapameTpbi
Appec ANA areqdToB 10.116.231.28:1884
Afpec ANA NNolaaKm 10.116.231.28:1884
Appec oGHOBNEHWA MOAYNER test 1884
Mnowanka co3gaHa 04.07.202511:40
AreHTbl
HaseaHue areHTa Tun Cratyc P agpec
Master-5231e1f5 PesuaeHT ~ online -
ArenT-b363509b TOHKHA + online -
ArenT-7152a6f1 TOHKHA ® offline -
ArenT-bfeal3de ToncToii ® offline -
ArenT-475c298f TOHKHA & offline -

t Mz dasfC d&ts ¢} dztsh OH G Oé

2) 1 tesmEsktejls! Jd¥sedkoyds COtlstsySd 4§ dshoncd.
s OB dzd.y j
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v OB dzd YPOLISBEYS O f dztsh OHEC

C dzj d3j dals {fdMmOded §

10Lo0Odd] (dkGujSMmMbtot §Gdzj HA ECOL Odd" dzOL o Odz

dlsOkm §&sh qujCkhjj mMomsswddj §&shOHCd. [bGB&O
(OCIkdojdz) , W dzO2dz (dzj OCIsdo j da)

I dmOdzed § std3dzd dzls Oted 2 & ff dztsh OHC §

) OLOd) Ster

dbHtcj M HddzW O¢GIP-OHtej d HtswI§ dzardgy dzgdv Oc¢ j dzlstso

OHejm HEY §dIPOHE,M J §GEls HA MOBs2 § dsh OHS J

bHtej M B dIPOHtejf HAY L OctekzL ¢d Bdso dzj dzd 2
B H bk dj 2

[ OO MtsLHOd]r OlsO d otej 3 MBLHOddWY f dzsh OHC (]

b Gj dzls' ltwedotsHdlsmw §Jjted yjdz OGJdzstse Hddzvw f db

1 OL9oOdzedj OCGJjRBY OcJ dzlsO

vdf OcJ dzs©O ctdrdHjdzisé, cusdSd2é, cubdmlsr 2é

tlsOlkzi Ocj dgd ¢ SO dzeé q dzd ¢ BV dzO2 dzé

IP-OH g M IPOHtj ) OCGJ dzls O

3) 1030y Cdetsf Sz ¢)OCterils! & Hdzv L Qo jteh jdzdwWw tOE
[ dzv tj HOSCIsdtetseo Odzdww ddzd BkHOdzj dzgdw  dzsh OHCd dzj 5B

1) rdv tjHOCKkdtseo Oded™  dzs” OHC d dzOY Ols! § dgstf S Lz

2) | St oh jiw Cdj ¢t jHOSC Pkt @ flsf digL @34
dzO) Ols! cutsntcOdzdIs! &.
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»  PepakTHpoBaTb NAOWAAKY
Ha3eaHue nnowaguu Mnowagea-30.07.2025
KommenTapuil
Wcnons308aTe NOPTBI MO YMONYAHWID ()

OGwmit agpec are|Ta W MogynA o0HOBMEHHA ()
Appec ANA NNoWanku (i) 192.168.223.133
Appec ana Aredta (3) 192.168.223.133

Appec oGHORNEHKA Mogyned (7)

OTMEHWTE

t dMzddsfS @s ¢t jHOSCIsdotso Ols! f dzsh OHC z e

3) v bHOd ddv f dzsh On D weBGE ' EsEOHSE o 5L B
fsfdj bHOM dd" ofjs Meow.L Oddy & OGj dzlstso .
4) 1 ©slStwrehjdhv ©Cdj ¢UHOWA ! dzOf @ OHE dBY § (i
ddeW stedzOyds e, O LOIjda dzOy Ols! Cdesf S22 ¢ UHOC

SBWL Olsj dz' dgste™jdaled . Optesyj MM O.
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Ynanute nnowanky: MNnowapka22
AreHTHl By gyT yAaneHs! TONLKD M3 MHTEpDenca. [LNA NoNHOro yaaneHna

(i) HeobXOAWMO OCTEHOBMTHL BCE KOHTEMHEDEI M 33NYLEHHBIE CEPBNCHI HA XOCTE, &

TakHXe ¥AanuTe CKa4aHHbIE apXWBbl CAMOCTOATENBHD

1. CravaiiTe MHdopMaUMio No DE3ULHTY, NOCNE MOXHO OYAeT yaanuTs

nnowagky | CKauyaTb WHHOPMaLMKD

t Mz ddsfC s ¢cuvHOdzdls! f§ dzsh OHCEze

21 [ tsBOo dzjdzgdj zsotsets OGj dzlsO

10 fjtcosds {Ofj] EMsOdkOsddoOjilshmw twjLdHjdls, ¢
fesyjmMhj OOSH. 16fMd jes kMsOdssCd &syds |
Csddujmisets CJ [SHE sl s Tso jHjddy OCIsdo dzs?
COMh dtedls! Ctddstetsd dzOH JdaW cOMstelzClztets? .

l 1s o"Hjdwslsmw MmdzjHEzshdj Idfr Oc¢j dzstso:

| stsdzC d2 0@ j dzls;
i Istsdzfiplsr 2 ©OC j dzls;
i Edsdzr 2 Oc j dzls.

ssdC 2 Ocjdals dmMitsdy Lyl Hdv L OCdedph et gl Cds ket f
MsHjteydl Bd "ses SCtsdzdyj Misea ® ddzmistekz d3j dalstso dz
dzj sBrsHd®BsMIsd L OGtekzy Ols! Htsf sdzdzdIlsj dz' dz" j d dzfplstck
Brls! cdBSddd d OHOfldoedy &3 o ftesyjmmj OlEdSd,
tj Ocdto Oded™ dzO dL dgj dgv ¥ h d j mw bkfdse dw.

vtsdzfnlsr 2 OcGjdzls dzgj sBrtSHdAd HdzY orf f sdzdgj dzdv W HO ¢
smdetse dz" d3 ©OG J dzls ts d3. [Jdz MmsHjteydls oMy dzj 5B m SH dC
ftesoJHJddY ftetse jtesC, Moz tetso Odzd W § Yls dpda@izd a 'OV
bwioddsiisd d ketsL'. stsdj ks, ksdhls'2 0¢j
(PoC) MmStedflsr d ddefjlstelzdsj dzls™ Hdz" Od&OddL O L O
Gjhjddw o tjOd d@ & bEhdksedws. usdhlsr?2 0Oc¢jdds &
sBi jd& HOdgdz 7, ybst Mishmeeflokjls Bdjj ¢dzsstts
mdMmlsjd . [d Mishmse,jd Yerdtydsddcss Ols! daj L Oo dfr
LOHOYd HOY] o bkhmdseodw: sctOddyj dzdzs?2 Mjlsjos2
By jls oL OEdgsePk! M Hokzeddd Soifsdjdsodd dJ
sBjMfjydeOw Coddfdzj SMder 2 fsHatsH ¢ LOMdI] dda¥ tsto
dewOjls S yjoks tsd o ©BiMijujddd BjL ST OMNdsH

Vdsdz 2 Ocj dzs 6 HsiisOjp dayrjisd igardsls fdsHdirdg 3sh dzsfls d

o' {f 5dzdzj dad W ted Mztemtsd &3¢ d ~ s dtcOyd-Plkz i3dze € O QO] -
fslsjdydOd d j OkOSd ojscHsd §sddses §jtjBstO
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bHdBddzd MIstcOlsste JdeW teOMistezS Iskzter By il dMf sdz' L B9
o dziz Is tc jsdzdzglz®@ tc iz M d Is j dzw d dzd H dzw cOMf esMistce Odzj dzd W
EwiLoaddiismisy 2. v 0C 52 f SHABH sBiMfjyde Oj Is G di
Bsdzed s sted dzc O, Yylsts HjdzOJjIs jets L WWJjClsdoedz d3 d dzfplst
9" Wodzj dzgdVWw Y BSIsj deydOdzt dg@ = EZGttsL .

[ &Z¥ HiSB @®o dzsdetfcts OG j dzZlsO dzj sSBRBSHJ Bis:

1) [ICtcr IsiddasjimcW j2M d fjtcj2lsd dzO oS ZOHSCEZ c¢cdcj
2) I rBtOIls! dzj sBatsHd®BEzE § dtsh OHCE 1L HMiskzf datsc t

> SimuStrike JEENC]

.
170.12252168:65535  jimenez.  com:65535 @ Heycraucenen 170

40 197.1.204 17237969 smith com:33726 @ Heycramenen 170
2 105.411087:65535 gordon. com:65535 @ Heycrsnoenen /0

.
Y 150.108.234.4.15559 ryan. com:54879 @ Heycrancenen  1/0

> m: @ Heycramone

5 I234567890123356790123456709012.. 26 33 47.33:6005 lowe-esparza.com:1406 @ Heycrancenen 10

> @ Heyerancane

5 ABaHHUSSGRDWMMLISRIZURNEL 1 1g 0712515011046 shawdominguezbiz25.. @ Heycrawcanes 170

> N 53 @ He yerancane -

t Ifkzdzid CHOHS O ¢ oajdelsr &

3) 1 MmistetsCj M or BtcOdzdzts? u’dzj"?OHQIs? dzOy Ols! € dztst
4) 1 ILtgr oh j2aMmw Wtstedsy HtsBOoadzj dzgdw Oc jdzsO L Of s
11):
i 9" BtOIs! Isdf Ocj dzZlsO (Istsdzilsr 2/ stsdeC d2) ;
i 99dfMisd dzOL 9 0Odzdd OcjdzlsO. [ fEMCOjIlsmw dmny
Cdteddzdzdyr d ydWt. s EZCOs@@zpgiznHzapPL b ©Ez ¢
Mdzz yO2 dz" = fnd 3o sdzts o ZOIsd dzm S sets OdzW Oo d Is (
zdzd € Odz! dzs s d ;
i HsB Ooa dls! Ctdiidzj dz2lsOtcd? Htoed dgj sBrtHJBsMIsd.
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% [HOoGaBuTb areHTa

Tun arexta (i) | TOHKMA | ToOnCThli

nnowagka

HassaHue areHTa ATeHT -f245b534

KommeHTapuin

[lobaBuTh OTMEHUTL

tdmMzd CdAs ¢cr sBOoadls! Ocj dzlsOe
5 1 tfMdzy LOfBdzdzj dedv oMmjnr BGBWLOISjd d' » ftsdzj 2
HtsB Qoadef v dzso se 8 OGJj dzs O dzO f dztsh OHC 2.
[ dzv ftosimdiiclstc® C OtelssySd Ocj dzs©O dzj sBrmtSH d dBts:

1) {OMSter s of BleOdadze® 1§ dzsh OH ~2zd §de@? Isfdts dish KO det
Oc¢jdzsO. 1030k 0 ddiv Ocj dso, 1Bt kG’ |
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*  ArenT-b363509b
CraTyc areHTa + online
OnucaHue -
NMocnegHee coeUHEHWE 31.07.2025 16:01
Mnowagka
Ha3seaHWe nnowagkm Mnowagka-04.07.2025
Onucadue TECT TOHKMA 3reHT HOBbIe HACTPOWKM NNOWALKW
MapameTpbi
MpeHTuhuKaTop areqTa b363509b-32b1-4c3f-9263-4795acal639
ApxuTeKTypa npoueccopa xB6
OnepalUWoHHaA cUCTeMa linux
TWn arexHTa TOHKKA
BepcuAa areHTa SOME VERSION
Monb3oeaTens OC areHTa -
AreHT cosnaH 04.07.202512:30
CeTeBble MHTepdeRchbl
CeTeBble UHTepdeACE He HaRaeHb!
MapwpyTbl
CeTb Winw3 Iface MpwopwuteT Tan
0.0.0.0/0 101162311 eth0 - Unicast

tdmMzdes Y SHA ¢ G J dalse

2) 1 tesimdidtslstej Is! d dzW stcdzOyd ¥ COwlstsys d 06 J dzls O.
s OB d&z@.y J
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v OB d&zd YPORKEEYS O OcC ] dzgs O

¢ dzj d3j dzls {1 dMmOdzd j
oG j dzls VdzdC Oz’ dz' 2 dH,j dZsdW dS Ostste OGj dzsO o
tlsOlszf vdSkhMjid MemMstswddy Ocj dzlsO: online
JT1dmOodad 4 vdSMmMssats] fsdzj HAzW HBBOo dzj dzgdw € s
I sfdzj Hdzd | MBd|lr Ol® tedi A3 § sMdzd Hdzj 2 kM j " dets?2 MmowrL d
] &Zch OH S O ] &GN OHS O, ¢ C(chkckB?2 fkdovWL Ods Oc ] dz

1 OL o Odzd J RABY f dztsh OH G

{4 dmOded J [JsOdzd Ctd¥dekzteOydd dqdzd sjMlste B¢ s
] Ot Od3d ste” OcGjlvjrdzdyd MSdd ~rOLOSCIjtedmMisdSd OGj dzlsO
RHjdZsd% S OtstdudzdS Oz dz 2 UUID OGjdzs® Hdzw MmdMmlsj o
dtendlsjSCbkteO fludf ¢ tety)8HBBwdls) x6hdsds dIs)

[ d [ 4teOyd sdzdzO" MmMdMmlsji BO ©OGjdzlsO® (Li nu
sdf Oc¢j dzlsO vdf OcjdelsO f d3dded B3Odz! dz" 3 toj Miztem O
l jteimdw l jtemdw 1 [ Ocj dzlsO

1l sdz L s9 Olsj dz LYY sdzOw L Ofdm:, Bls Cclstets? tOBBISO
[ OIsO MtsLHOddW 1 OO tOL oY telsT 9 Odzdw ©OG J dzls ©

djlsjorj ddzsjtduefdmst Milsjor s OHOfIsjtctse

[ Oteh glzlsT l1tcOoddzO0O BOth tckzlsdL Oydd Miljoset Ists
gJjls! O OL-®dztc]] Mtso

Z dz¥ L IP-OHtcj fp hHdEYVL @ " " SHO ot odzgjhdes®¥ MMjls
Rdzlsj oW j 2 RA@ZW Miljoset ddasjteW j2MmO

) cdsedls] s

l cdttedlsjls BOL" okls O

vdf vdf fJjtjHOYd HOdzdz n

3) 1030y Cdetsf Sz ¢)OCter s & HdzVW L Qo jteh jdedw
[ dzv t6J HOSIsdteseo OdzedW OGJj dzlsO dzj sSBrtSHJ BS:

1) 1t OMmMCter st o' BteOdadzz® f dztsh OH v zd (de@? Isfdts dizsf IO

Oc¢ j dzls O13). e d f).

tc OF

Atk
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AreHTbI

=+ [MoBasute nnowaaky
Nnowaaks Agpec ans arexTos Afpec anA BAS 5pa cramye ArenTo/onnain

Nnowaaxa_2Mnowaaka_2Mnowaaxa_2..
y VIOWAAKAZTOLAAKA_SMNOUAAKA2 915 19035 5:45835 melton.com:53636 @ Heycranosnen /0

KOMMEHTEDHI K NnolWaaKe

12345678901234567890123456789012
> e 160.38.139.1:14634 valdez.com:23563 @ Heycramosnen  6/0
ff35be69-b17e-4ef6-bbge-c1fcB121d398 i
v o 15.79.253.177:8017 palmer-dean biz’56780 @ Heycrawosnes  1/0
nowsaxa
Has Tin Cranye P agpec Mocnennes cospumere  Mpkewnern srewra Cerestie rTepdeiice Henonnene seasin
Master-251c346¢ Pesugent ® offine - - - R -
7928462-b873-4a11-8d21-086c799426.
v o 23.112.113.61:5783 braoks.0rg:62457 @ Heyctawosnes  4/0
nouwagxa
Has Tun Crarye P agpec Mocnennes cospumere  MpWEwnerny arexTa Cereasie nHrepdeiics Henonwere saazin
Master-h5a16d23 Pesupent ® offine - - - - -
ArenT1-34616c57 Tomkwii ® offine - - - - - & 2D
ArenT2-61140d8d Tomkwit ® offine - - - - -
ArenT3-356623db Tomkmit @ offine - - - - -

tdmMzde CHB ¢cdcj dzlsr e

2) 1 030! ‘i HOCISdictseo Odzd™Y ©Oc j dalsO.
3) I slsCter oh j gy ¢ dzj ct JHOSCIsdJtetso Ols @@ j dgs C
ZzOy Ols! Cdesf Ck2 cuBEtcOdzdIls: &€ (tedfy.
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% PepakTupoBaTb areHTa
Twn arexTa
Mnowanka
Has3eaHwe areHTa Master -bsaled23
KomMmeHTapmit

CoxpaHuTe OTMEHUTE

I M8 Y SHzs ¢t jHOCIdieso Ols! OCc j dzsOe
VHOMZj dzdj Hsdmisudls ktd St dL ddidsjte¥j2m0, ft
dzj sBrSH B f tetsH j dzOIs! fmdzj HEkzsEhdj hOed:

1) t OMmMCtr sy or BteOdzdzz®  dztsh OH ¥ zd fde@? Isfdts diash IO dgtk
0GJ dzls O.
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2) 1 030! sk
3) | tlkCteroh jdMY Cdzj cuHOd]l' Oc¢jdksO0e dOy Ols:
LOIsjd3 dzOY Ols! Cdesf Sz cuvHOdzdIs' ¢ HERY L O8 jtch jc

YnanuTe aredta: AreHt1-34616¢57

AreHThbl SygyT YAANeHs! TONLKO U3 MHTEpDEAca. [NA NoNHOro YOaNeHWA
(i) HeoOX0gMMO OCTEHOBMTH BCE KOHTEMHEDS! M 38MYLUEHHEIE CEPEKMCH HE XOCTE, 3

L

TAkHE ¥AaNHTe CKE4aHHbIE GPXWEDI CAMOCTOARTENBHD

1. CkauaiTe MHDODMALWID NO STEHTY, MOCNE MOXHO GyAeT Y4AanuTb

arewta |4 CxauaTb uHdopmaumio

2. ¥panwuTe areHTa U3 CUCTEMbI
3. YpanwTe areHTa Ha xocTe (CM. CKadyeHHbld daiin)

{ M de g CHAs cuHOddls! Oc¢j dlsoe
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3 sOdY Odzd d

sOBf Odzedd HteiHMIsOoadzwels MsBts?2 JidlsOydr dGdesc sfylst
&ZzOMlste©Od o Ols+  tcOL dzd ydzr &3d MY smMsB OBBd, o ¢ dz¥ yoOw Mmyyd
ssdzt €5 odzgzlstcj dzdzgdr Otz By Bz H.s5ME OBSOYHE @C Isd o
LEMYf &z OlOydd, f§jtejBihjddy o Mmild d LOCtL]fdjd
fslstcj Btso Ols! fmw .

sO®Rf Odedd dadsdlsdeksls &sHjd' Kill Chain, ©EoOls’ ¢
Bsckls o0k oo Ols! MW o MAsly s mn fyQ HEOBl§ s o O dzr
BsHEzdd, HS SHosSHsEZYTjdyuols' s 0k0S, C(SEHO L dsd
Hi2fisodw, fwjorhosnhdj Jjcets fwdoddicdd, ubt
ddett stedBOYydd dadzd 4y klsdycy.

sesdj ke, SOGfOdd: &b =irzddz® i sdasdso y d 20 Of ©F
Hazdls j dz' detséts  otej dgj dzed, ulsts fLotdvjl dzjftejter o
fejHufmlse LOMdlsr ddW¥sedoydd (st)rR). sO&f Oddd
YjjHBoOl! . 1 0fteddkjt, Wdhddesesbky CO®RfOdd: &
fejadwisdw, o Ikt ostjd¥ CO¢ OO M {CMYf koo
Hiekeky yOmls! S sdf Oded (.

1 tod d3sd yOdadzy . HisB Qo dzj degdwv C OB Odzedd o SCd3f dzj €M
HtsB Qo dIs! stcjBEZj 03" § f dzsh OHEd d ©Oc¢j dzlsr . [ SH
dzj 5B~ BH JogifiidtafO d © O Isfqpw  tslsH j dz' dats .

31 [Mdeso dzr § dOMistets2Cd ¢ OB Odzed d

[ Mdzets e dz" § ZOMmistes?2 ¢ d dzj sB n SH d A3 H dzW sBj M Jj yd
COBRY Odedw B, 1OC COC tded fLOotsdVEI t5EtcOded ydls:
f dzsh OHC (.
rdzv E2COLOdzdvw Gideso dzr = dzOMistetsj € dzj sB - BHJ BE:
1) 1 jti?2lsd 9 ©OLHjd ¢csORBIOddJdJe o ¢ d&zOo dzsdz d3j dz¥
2) 1 Bt ah j d3mdzOc®@ls 'H jWafesf S22 ¢ 5B O dBs.! C OB O



GIS ceanc

> SimuStrike Kamnanuun

| D wounasom © Coonsnbcrmen smanvere | T6D8STH 3 2010 s

3) 1 ¢ dgj

......

nnnnn

1 tets@to O BBz 2

fMtsL H Odad W

< Cospatb KamnaHuto: Kamnanua-b7cc3fec  Uepmosix

O Cpox psiicTaus muyensim ucTex

MepedTy Ha ApYryio NMLEHSWI

F

{:9_"} OCHOBHbIE HACTPOHKN

v Hactpoen

D) Passenka

CKaHWpoBaHWe CeTH

Web ckaHupoBaHHe

CKaHMpoBaHWe HHPPaCTPYKTYpPbI

TNokanbHanA pa3sefka

-IE;} Mony4eHune gocTyna

3xcnnyatayua

4) ) Oof

0O6uwme HacTpoiikn  lMoBepxHocTb aTakM  OGbexTbl

Ha3saume KamMnaHun

OnucaHue

Bui6op nnoiuanku

041220251234

Csfif dzi €M ¢Si muStri kee 26
= Ounbtp v
m
admi =
o admin
oo adrin
o
0 samin
atrin
o0 s
0 samo
o i
co aama
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O Cpox geiictann nuuenzum noTex MepeiTv Ha ApYryHo NULEH3WID
Ofwue HacTpolku  MoBepXHOCTb aTakw  O6beKTol  Cnoeapv  WcknwoueHws  Pacnucadue
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CKaHUpOBaHUE MHOPACTPYKTYpPbI

JNokanbHanA passefika
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» Jlo6aBUTb L& CKaHMpPoBaHWUs

ok, 3arpysute uenm + Uenb ckannposanns

Cnucok nyct

OTMEHUTE

tdMkdEQ Sas cAjd MCOddtso Oded v &
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»  Jlo6aBUTb Lenn CKaHUpPOBaHUA
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= O®uneTp I‘L 3arpysuTsb Uenu + Lenb ckaHupoBaHus
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» [lo6aBUTb Lienn CKaHUPOBaHUA
BuifpaHo: 1 ] Ynanute 4, Ckauatb @ Wckmoumte  £) OTMEHMTb MCKIIOYEHHE »
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IP aapec 192.12.12.12 HoBkiit
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¢ Co3spatb Kamnanuwo: Kamnanua-4fd43027 depnoeux
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+ Hactpoen
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¢ Cos3patb kamnanvo: Kamnanua-4fd43027 eprosux
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+ Hactpoen
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{ Co3paTb kamnaHuo: Kamnauua-4fd43027 Heproeux
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+ Hactpoen @& 1
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MepeMeweHne B CETH
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3ﬂBepI.LIl"ITb Co3faHWe KamMnaHWK
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{ Co3paTb kamnaHuo: Kamnauua-4fd43027 Heproeux
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» Jlo6aBUTb NPOBEpKM
Onucanmne HaasaHue
Mownck e-mail, TenedoHos, BCEX CCBINOK Ha CanTe btc-module-webserp-crawler-parser
Momnck Menonbayembix WEB TexHonorwia u CVE btc-module-webserp-wappalyzer

Bcero: 2

CoxpaHutb OTMEeHUTE

tdmizdes €A ¢ sBOodls! Htoseo jtcbde
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¢ Coszpatb kamnanu: Kamnanuna-4fd43027 “eprosux
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{g, OCHOBHbIE HACTPOAKM PacLIMPUTL NOBEPXHOCTL aTaKkM (1) (}
+ Hactpoed
BoiSpaTt NpoBepKU HoSaenTb
@ Passenka Llenw ckaHupoBaHuA OofaeuTs
CkaHupoBaHWe ceTn ()
« Hactpoen &1
Web ckaHupoBaHue (]
CkaHWpoBaHWe UHDPacTPYKTYpEI (
-E} MNonyyeHne goctyna
SkcnnyaTauua (
MNepemeweHue B ceTu (_J
crg MNocTrakcnnyarauwa
-

t Mz ded 9 s3IF ¢ A jdaf to shpSOQlzd W e
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» Jlo6aBUTb L& CKaHMpPoBaHWUs

ok, 3arpysute uenm + Ueneb ckaHupoBaHua

Cnucok nyct

OTMEHUTE

tdmMzded J C3zs ¢cr sBOoadls! yjdzd MEOdzdetse Od

8) 10ftsdzdzdls! IstejBEj3B j §tdv (tedf.
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i slsCdzs ydls+ fjtej Sz yolsjdz@ ¢rRMCdzr yjdzeqwe, ¢
lCdzs yjdedd fJjtoj Sz yolsj dzwv tsetsL d&zO0y0o0j Bk H jyls &
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BzHjls HBBOodzjdz COC B YydzgOW yjdz2 Hdzw MC O

* Jo6aBUTb Lenn CKaHWPOBaHWA

Twn pecypca JAoMeHHbIE UMeHa A4
Appec ‘

McrnouyeHwe
-

No6GaBuTh OTMEHWTL

4, Barpysuts uenu -+ Lenb ckaHupoBaHusa

{ dMEdzsd o35 HOdedzr & yj dzj 2

9) 1 O3 Ols: Cesf €2 ¢cr sBOoOdlIs e. ) mMfdmMs¢ HBSB OO
ddd dfmé&ds yBedy (tdfh.
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% [lo6aBUTb Lenn ckaHWupoBaHUA
Tun pecypca IP agpec W
Appec
McknoyeHue
-
= @uneTp 4, 3arpysuteb uenu 4+ Lenb ckaHupoBaHuA

Tun Pecype Cratyc HMcrnioyeqne

IP agpec 192.12.12.20 Hosbii

IP agpec 192.12.1212 Hosbii
Beero: 2

CoxpaHWTb OTMeHUTE

t Mk dd % §3[AsS HEB Oo dzj deder R yJ dzj 2

10) rdzv L OGtlkzL $d 4t ydw vyddzj?2 Bsyds mMeOLEz L C
c) OctelzL dlIs: yJdzd dqdL WO2dz0e ddzd MdzOyodzdo m¢ ¢
cedS OYyoOls! hoBdzsdze, L Gf s@dzfRL P6ts( EJMOIs
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»  [lo6aBWMTb Uenn CKaHUpOBaHUA

o, 3arpysuts uenn H- Liens ckannposaHus

Tun Pecypc Craryc

3arpyzWTb Uenu us danna
OoMEHHBIE MMEHE

example.com Hoesi

CrayaTb WwabnoH

INomMeHHbIE MMEHE www.bagov.net Hoaml

@ WO
Becero: 2
OTMEHWUTL
FdMzdd S ddsH ¢ O ¢ OctelzL s yd dzd e

11) 1 r BtcOls! yddzd dqr mfdmec O. lted or BBty yYg dzj 2
Cdetstf €38 cllyy tOBSIsT ) or BteOdzedzr dzd yJ dzvw d&3q :
T Cdesf € O ¢ LIHHQEY] IZHEO dz] dzd W o' BteOdedz" = o] MikzteME
| Cdesf CO ¢ HHAYOB CemMf Btels©O H Odzdz - ;

i Cdesf SO ¢RrMGedsHydden jéls ] Mkemr $0OC dmS dz® uj
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i CdesfCO ¢fIsdsj dzdls i Mtfesy ) e gsg sSk B dMS &z

% Jlo6aBWUTb LieNu CKaHWpPOBaHUA

Beifpano: 2 {i] Yaanute 4, Ckauate () Wekmountb ) OTMEHUTb MCKNIOYEHMUe X
Tun Pecypc Cratyc HMernmoueqne

JomMeHHblE MMeHa example.com Hosbii

JomMeHHblE MMeHa www.bagov.net Hosbii

Beero: 2

CoxpaHuTe OTMeHuTE

{ Mz dets§ SIHBYW® o dzj dzgd v S desf ¢ Hj2Mlsod2 fted

rdzv dmCdzs wjddv, kHOd]d"Y yjdji2 d. Mfdmne0): sl &
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» Jo6aBWTb LeNu CKaHUPOBaHUA
BuiGpato: 2 [i] YaanuTb 4, Ckavate @ Viekmounte ¥ OTMEHUTb MCKIOYEHNE X
Tun Pecypc Craryc Hoknwouerne
OomenHble v..  himiweb.ru @
MopceTs 10.116.231.0/24

t dMzdd S dAdByY ¢d ¢rtsBOoadls: o dmMEdzs yjddwe d

12) 1| 8Cdaj crseOadls! yjdd BIEEGEOsEdHE"2 Eai@
cCutSNteOddls! @& HdvY ftddj dj Y §OwLOd) st .

13) 6SIsdodeso Ols!  jtoj Sz yOlsj & BsHEz4Y JWEptcgQ
ROMlstes2 S dsHEzdY cuCOddtss Oddj dda¥ cOMistelzC |
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¢ Cospatb KamnaHuto: KamnaHua-4fd43027  ueprosux

F.

{‘g OCHOBHbIE HACTPOKM PacliMpuUTe NOBEPXHOCTE aTakM @ (:1

+ HacTpoen
BoiGpaTh NpoBEpKK 2 NpoBepKn

@ Paseenka

Llenwu ckaHupoBaHua www. test.ru

CraHMpoBaHue ceTu [ @)

+ Hactpoen &1

Web ckaHupoBaHue ()

+ Hactpoen (&1

CraHupoBaHWe WHOPacTPYKTYPbI (J

-E} MonyueHue pocTtyna

JxennyaTauusa (J

I'Iepemem.enne B CETH v

«3 MocTakcnnyaTaumaA

3ﬂBepLUHTb CO3naHre KaMnNaHWKH
w

{ Mz det§Q j4aeQ C dzs Y Ols jwiz' ¢ WihgtshH bedf O dzqd tets 0 O dzd § @

lted o3 yoOdgdgsslstster j IstsdzC dj dzOMmMlstets?2Cd dsclzls dzd
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3.2.3

4COdzdtetso Odedy ddeW tcOMistelzC skzter

[sHEd MCOdkdtetse Oddw &d uzh t5 O fipfsdEfidStdsidzdig dzls ,  f t6§ H dzO
fese j6Cd BjLBYOMdsNisd AD ( OCIdadrs2 ¢ OkOodsde) ,

3)

orwodzjdedy Bhdetsyds n» StSdWdekzteOyd?;
fsdmé¢ EydJlsde » HOdzdz' = §tsdzt LS9 Olsj dzj 2

sB dzOtclzy jdzgdj] R tsMmisse HBM] dzO;

nd Mz d § Otetsdzj 2 ;

fsdmMé EwLoddsMmisi2 o dJddWtcOMmlstekzCIskztey AD.

HtsB Qo dzj dzgd vV dzOflstetsj ¢ MC Odzgdtetso OdadWw d daW teOMlisto

| BdzsSC) Cci{OLS jHEOEOl iR k@S Odftcso Odzed j d dalt 1
[sCter s/ fBHtOLHjd ¢CCOddtcso Odzdj dJdaWteOMmistolz
stejBlzj &3 7 &OMstsj S .

) jtoj Sz yOlsjd o ftsdzj ¢t OMhdsdls! § o jten dzst
(5 EsdyOdd® OClkdsdtts Odz) .j difls &5 daO®&@ i didsz | -
COBf Odedd, BEHEl dhisd L4 O’ MW EsHEd] &3 ( B



GI FrASUH®OPM
CEPBUC : . . .
l cscteORdzdz” 2 CtsdEfdzj € ¢Si muStri kee 50

¢ Co3patb kKamnaHv: Kamnanua-4fd43027 eprosux

b

{g} OCHOBHbIE HACTPOKM PacliMpuTE NOBERXHOCTE aTaxKM (T_) (:1

+ Hactpoen

BoiGpaTh NpoBEpKK HoSaenTb

@ PasBepnka

Llenw ckaHWpoBaHUA NofaBuTe

CraHMpoBaHUe CeTH [ @)

« Hactpoen &1

Web ckaHupoBaHue ()

« Hactpoen &1

CraHvpoBaHue MHDpacTPYKTYphbl (L

-E':f} MonyyeHue focTyna

xecnnyaTauuma (L

nEPEMEI.U.EHHE B CETH w

«3 MocTakcnnyaTtauma

BBBepI.LIHTb CcOo3jaH1e KamMmnaHWK
w

{ M dzs9 jacl Sz yOljd ¢t OMh dedls! § o) tor dat

4 1 fsdj clrBwOls! fsejeSde dOyMs' SdsfSk cr
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¢ Co3patb kKamnaHv: Kamnanua-4fd43027 eprosux

b

{g} OCHOBHbIE HACTPOKM PacliMpuTE NOBERXHOCTE aTaxKM (T_) (:1

+ Hactpoen

BoiGpaTh NpoBEpKK HoSaenTb

@ PasBepnka

Llenw ckaHWpoBaHUA NofaBuTe

CraHMpoBaHUe CeTH [ @)

« Hactpoen &1

Web ckaHupoBaHue ()

« Hactpoen &1

CraHvpoBaHue MHDpacTPYKTYphbl (L

-E':f} MonyyeHue focTyna

xecnnyaTauuma (L

nEPEMEI.U.EHHE B CETH w

«3 MocTakcnnyaTtauma

BHBepI.LIHTb CcOo3jaH1e KamMmnaHWK

{ Mz dz9 jacd Cdzs yOlj dz ¢t OMh dedls! § o j tor dat

w

5 1 w©lCwrohjdkmy ©Cdj ¢rseOodls! fsojteSde of
fojHiisOo dzj dzdzr & 48): MY dMSj (ted.
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¢} sdzkz y4d dzd 4 mMf dm< O ~nBMistse fsHMmi Isd, H St
~nBMisOnr e;
¢l sdzz yJj dzd Zyd Isdz" ~ H Odzdz" n ) slsCter Istsds
Chrome, Edge, Firefoxe;

clrdekLdls! BOLE 21hj2 fsd LsoOlsjdj2 (NT
Cl Szl jfdddiiS On f sdz' L 5o Olsj dzj 2 HE &) dzOe ;
Clico j6C O Coddstesdd) 60 HEd) 20 @RO-L4T 2 ) ek
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» Jo6aBUTb NpOBEPKK
Onucanue HazeaHue
a MonyyeHWe CMNWCKa XOCTOR NOACETH, AONONHUTENEHOW WHpOPMaLIMKM O XoCTax btc-module-nxc-smb-net
& | Nonyustne yUeTHBIX AaHHBIX B OTKPLITOM Bife u3 Credential Manager, Chrome, Edge, Firefox. btc-module-nxc-smb-u-p-dpapi
¥ | BuirpyauTs Ga3y xaweit nons3oeatenei (NTDS. dit) btc-module-nxc-smb-u-p-ntds
& | NonyueHne cnUcKa NoNb3oBaTENER LOMEHE btc-module-nxc-smb-u-p-users
®) | Npoeepka KOHTPONNEpa JOMEHa Ha YA3BUMOCTL Zerologon (cve-2020-1472) btc-module-nxc-smb-zerologon-check
Bcero: 5

CoxpaHuTb OTMEHUTBL

{dMdq C4iAs ¢y sBOodls! o jtsde

6) 1 040! CdsfClk cushtOddls' & Hdv §tddjdjded
slsdgj dzdls’ o Bt fose j oS, kiseédOy Ol SCdasfllk
7) ) fodj cAjdd MSOddseo Odd™ e dzO¥DIs! CdzsfCl ¢
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¢ Cospatb Kamnanuo. Kamnanma-4fd43027 Heprosux

s

@} OcHOBHBbIE HaCTPGﬁKH PacliMpWTb NOBEPXHOCTE aTaku @ ()

~* HacTpoed
BrifpaTe NpOEEPKK 5 npoBepok

@ Pazeepnka

Lienw ckanuposadua OoGaeuTb

CKaHMpoBaHMe CeTH @)

+ Hactpoen &1

Web ckaHWpoBaHue ()

+ Hactpoen (&1

CKaHWpoBaHWe UHbpacTpYKTYpbI (_J

-E} MonyyeHue pocTyna

JKcnnyaTauua (_J

MepeMelleHUe B CETH \_J

org MocTakcnnyaTauus

3aBepLu WTb CO3aHVe KamnaHW
w

t dMzded 9 sdlzf cAJdzd MCOdedtetse Odzed v e

8) | tlsSteroh jdmw ®©Cdj crsBOadls! yjdd M Odd!H
MC Odzdtetso Odapy ¢ ( ted .
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» Jlo6aBUTb L& CKaHMpPoBaHWUs

ok, 3arpysute uenm + Uenb ckannposanns

Cnucok nyct

OTMEHUTE

tdfMkdQ Sals cAjd MCOddtso Oded W &

9) 10ftdddls! IstejBljdBr j §sdv (tdfh.
i orBwOl! Isdf tojMkteMO dL o0 HOHIDY M & s jffs d,
HgOf OL ®detcj Bso, f§sd LseOjd + § O,
pojfilsd OHtejMm vyjdd, dMRisHw dL ECOLOddiscts
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i slsCdzs ydls+ fjtej Sz yolsjdz@ ¢rRMCdzr yjdzeqwe, ¢
lCdzs yjdedd fGjtoj Sz yolsj dzwv tsetL d&2OyoOjls, 1yl
dimcdzs yd de dr M YoO&kdPe swpjoddgd . i 11 ¢ dzs yg ded J
BzHjls HBBOodzjdz COC B YydzgOW yjdz2 Hdzw MC O

% Jlo6aBUTb Lenu CKaHWpoBaHUs

Twn pecypca IP agpec v
Appec

WcknioueHue
p—

NoGaBuTh OTMEHUTb

o, Barpysute uenw —+ Lenb ckaHWpoBaHHA

Cnucok nyct

OTMEHUTB

t Iz deti Y 04561 H Odgds’ 7 Y dzj 2
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» JlobaBUTb Lenn cKaHMpoBaHUA
[Tvn pecypca A
Aapec IP agpec

MopceTe
McknioyeHne

CepeMc

HOwana3oH IP agpecoe
Mone3oBaTent + Mapone

XocT + [Naponb
P H- Llenb ckaHupoBaHua

{ Ml r8Bt sdfO tjMztho

10) 1 O3 0Ols! CdzsfSk c¢rwsBOadlk: e. I MfdMsS HESBOo
ddzd oM< dz¥ yusedw (tedfm.
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% [lo6aBUTb Lenn ckaHWupoBaHUA
Tun pecypca IP agpec W
Appec
McknoyeHue
-
= @uneTp 4, 3arpysuteb uenu 4+ Lenb ckaHupoBaHuA

Tun Pecype Cratyc HMcrnioyeqne

IP agpec 192.12.12.20 Hosbii

IP agpec 192.12.1212 Hosbii
Beero: 2

CoxpaHWTb OTMeHUTE

t Mk dd % 4[8)sC HEB Oo dzj deder R yJ dzj 2

11) r dzv L OGetlkzL $d 4t ydw vyddzj?2 Bsyds mMeOLEz L C
c) OctelzL dlIs: yJdzd dqdL WO2dz0e ddzd MdzOyodzdo m¢ ¢
cueC OyYoOls: hoOoBdzsdze, L Oftsdzdzedls' 49cts d L OIjdg L (
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» Jlo6aBWUTb Uenn CKaHUpoBaHWSA
Twn pecypca Cepeuc A4
Agpec http N4 H ‘

BeeguTe KOpPEKTHbIA IPv4-agpec

Wcknoyenwe

pa—
= ®@uneTp ok, 3arpysuTb uenu H Llens ckaHupoBaHus
Tun Pecypc Cratyc
3arpysuTb yenu us daina
URI sub-domain.example.co.uk Hogkii
Cxauvatb wabnoH
JomeHHble MMeHa example.com HoBwli
Bcero: 2

CoxpaHWTb OTMEHUTE

it dMzde S dtsyf CO ¢ ) OctelzL dIs! yJ dzd e

12) 1 dzv  tsmEh Mo dzj dzdWw Ys5dMEO dzj sBratsHdBS §Jtcj ?
fsdmcoe wHdv dmMcO0 LOfdMmd o Mfdmci. 14
fd dso sdzts o . lted dzOYOIsdd CdesfSCd c¢caAaddz Istcé ts
f OtcOj stetso W ddgs@®tcOydd (tod
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i sdf tojmezfi@i 08 h g2 MEdMsS HEY o' BSEO S Ols,

i IPOHBjWMdd st 5 € tdeHdg jisipias diznld tPs 2 fils o O;

i feHmibdd st (5 HIOYOLiEsEz (IfPsHmjIsd) ;

I M woidfifgdz ste 5 Mijlsjor @3 MJteco dMOK;

i fsd LsoOljsdri Wadef Bie 5 kyylsdy &5 HOdeder &5 ( &z

i osfls + ifYodudsdEt s MewLGj cosfls + kyylsdg |

i comlssV@zte] Cd* yOlsj dd HdY skestO yjdj?2 §&

i CdsfCO igIs§joa T 0Ol ofyj toj Mk’ (o0& ds yow

i CdsfCO cusd C@ i gpCdLyjoddt ksd ¢t k]
Bf dzd ftd3d ud dz¥ ¢0OC dm€dz¥ yg dedw

i CdsfCO cijL JHfS&oOyj dPke ktsd Ct tj fMkzthr
o BT Ydsds Msflstswddd, daj Wodwwi: dmeds uj

i fjtj S d yolsj d cud Gistsd®y| @ bktd ¢t
HSB Oo tzf datlgj dzj 2 ( O ted dsj to, o sfdzj o sSfdzj H dzj

i CdsfCO ¢) tHOG Safdsd®eljls o' BwOddy j Wdd IS ;

i CdsfCO ¢10CKOBLEnOjls ©Cds Wdd kteOydd
dL 3 daj ded 2 .



G I FASUH®OPM

CEPBMC : . . R
l cscteORdzdz” 2 CtsdEfdzj € ¢Si muStri kee 61
» Jo6aBUTb Lenu CKaHUpPOBaHUA
Tun pecypca IP agpec A%
Appec
HMcrniodeHne
o
= @uneTp 4, 3arpysuTb uenm -+ Uenk ckaHupoeaHua
Twun Pecypc
Twn pecypca
IP agpec 192.12.12.20
A"
IP agpec 192.12.1212 COCTOAHWE
Bce ToONBKO WCHNKOYEHMA Be3 WCKITHYEHWIA
TonbKo HOBLIE
e’
Becero: 2

OTMEHWTB

[ dMzdeiG dAsqf €O ¢Addz stee

13) 1 T BtcOls! yddzd dqr mMfdmec O. ] s lsdsB Hot®Oty O ¥ g Hz] I
Cdetstf Cd51f cdllyy tOBSIsTr ) or BteOdzedzr dzgd yJ dzvw d3q :
T Cdesf € O ¢ LIHHQEY] IZHEO dz] dzd W o " BteOdedz" = o] MikzteME
i Cdetsf CO ¢ uitHAMOB ' CaMf stcls©® H Odzdz” = ;
| Cdesf €O ¢ R MCHS dgiUs@ jels toj Mkztemr COC Gigd drezd ¥ ¢
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1 tets@to O BBz 2

Codfdzj €M ¢SimuStrikee 62

T Cdzsf SO ¢ JIsd3j ded Isii mdeth 34 g Getf g IsC &z 5B

* Jlo6aBWTb LeNy CKaHWpPOBaHWA

qms dz

Twn pecypca IP appec A\

Appec

McknioyeHue

\d

Boifpato: 2 [i] YaanuTb 4}, Ckavatb @ Wckmountb ) OTMEHNTb HCKIIOYEHHE X
Tun Pecypc Craryc Hoknwoderune

IP agpec 192.12.12.20 Hosuii
IP appec 192.12.12.12 Hosuii

Beero: 2

OTMEHUTBL

t Mz deid SEH SO 5w o dzj ded W

Cdgsf 5C Hj2Mlsad2
rdzv  dm¢dz¥ yg dedw,

EHOdzj dedw yjdzj?2 dL M dmMEED): o 5L B
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» Jo6aBWTb LeNu CKaHUPOBaHUA
BuiGpato: 2 [i] YaanuTb 4, Ckavate @ Viekmounte ¥ OTMEHUTb MCKIOYEHNE X
Tun Pecypc Craryc Hoknwouerne
OomenHble v..  himiweb.ru @
MopceTs 10.116.231.0/24

tdmMzdd G didsy Cd cr sBOoadls: o dMCdzt yjdedwve (d

14) 1| 5Cdsj crseOoadls! yjdd MCOddtss Oddweé ¢ fd
CutntcOdzd I tee] dscirj ded v  OLOBR) stetso .
15) $Clsdodeso Ols! §jtejCd yOlsjdd &EsHEdY ¢u5O)dzd tot
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-
{?} OCHOBHbIE HACTPOAKH PacLIMpUTL NOBEPXHOCTD aTaku (1) ()
+* HacTpoed
BoifipaTe NpoBepKU 2 NpoBepKun
@ Passeaka Llenwu ckaHWpoBaHuA 192.0.0.3
CKaHHpOBaHHE CETH ()

+ Hactpoen &1

Web ckaHuposaHune ()

+* HacTpoex

CraHWpoBaHWe MHQPacTPYKTYpBI ()

+* HacTpoex

-ﬁ} MonyyeHue gocTyna

SKcnnyaTauua (L

ﬂepemeu.l.eune B CETH \_J

o@ MocTakcnnyaTtauua

CoxpaH WTb U3MEHEHWUA

h

{ Mz dets9 jHe3 C oz YOl j dzr BsHbEdw cuC Oddtetso Odzed j

) tod i3j UOUZIGslstster § IstsdzS g dzOMls to ts AsS) o) Isoisto asiatls tedipfy C

3.24 | s€COdz! dzOY tOL 9o JHEO

ANzdzS ydtsdzOdz! dz" 2 Ctsd3f sdz dzls Isdzt sets OGJ dzls O, or

mMesmMisswdzdw ~tMisO.

[ dz¥ HtsBOodzj dgdVv dzOMlstetsj & dztsC Odz! dets? tOL o9 jHE ] dgj
1) 1 BdzBS ] ¢t OLo jHECOe fijtej2Isd © JHSHEGOLHJjd ¢t
2) [ CtersHtc@LHjdz ¢cf BCOdz! dzOW t©OL9o jJHGCOe d f4ted

ZOMmlstetsj € .
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3) 1jtejSds yoOlbjd o §sdj ¢t OMhdudls! (o jten dsh
(s bEdsdyOdd® OCkdodtsoOdy) . Clts L doydls,
COB Odedd, BEHEIl dffjck (L6&piPRls' MY &sHEE

-
{.:;.} OCHOBHbIE HACTPOIHKH PaCLIMPHTE NOBEPXHOCTD aTakmu (i) ()
+' HacTpoex
BoiGpaTth NpoBepKK HDo6asrmo
@ Pa3senka Llenw mogyna L GERT )
CKaHWpOBaHWe CeTH \_J
Web ckaHupoBaHue 9
CKaHWpoBaHue WHpacTpyKTYpbl (_J
NokanbHan passegKa L
-[w:.} Mony4eHue focTyna
JKcnnyaTauua \_J
MepeBop ¥3 (_J
MepemelleHWe B CETH L
:::g MocTakcnayaTayua
v

3a BEPWWTEL CO3LaHWE KaMNaHWuK

{ M dzs9 jHe4 Cdzs yOlsj d ¢t OMh dedls! § o) tor dat

4 1 fsdj clrBwOls! fise jCde dOys! SdsfSk cr
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s
{,:,} OCHOBHbIE HACTPOIKH PACLIMPHTL MOBEPKHOCTD ATaKHK (i) D
+ HacTpoexn
BoiGpaTh npoBepkm NoGasHTh
@ Paasenxa Llenw mogyna NoGasHTh
CKaHWpoBaHUe ceTH \_J
Web ckaHupoBaHue (_J
CKaHWpoBaHWe HHpacTPYKTYpbI 9
NokanbHan pazeegka \_J
{w:.} Mony4yeuue foctyna
JKCnnyaTauua \_J
Mepetop ¥3 (_J
MepemelLeHue B CETH L
o MocTaKennyaTauma
hd

BGBBPLIJD'ITIJ CO3faHWe KaMnaHWK

tdmMzdzed 9 55 ¢l " BtcO! fJteso jtelde

5) 1 wlsCter o jdagwe rtdseB Oo d Is! fteso jtcGde or BtcOIs!
ftcj HMNIsOo dzj dzdzr = 56): M dmMmEJ (tedm.
i ¢l sdm¢ ykefmlsedlsj dz dzr = H Odzdz
codctoj Mmdods 2 ftsdme dztsC Odz' dz
clicso jtC O tdQo adz® ey lsjdghadowe;
codetcjMmMdodes 2 fsdmME dsCOdzr dzr = WO2dzse Wi n

i Cdzg yoOd3
WO2dztseos Lin

m
m
m
m
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X ,D,GﬁaBHTh NPOBEpPKH
OnucaHKe Hazearue
MoKWCK YyBCTEMTENBHBIX LaHHLIX MO KMioyaMm B ™ .txt* dainax Linux btc-local-module-bash-cred-checker-demo
ArPeCCMEHDBIA NOWCK NOKanbHbIX dainos Linux btc-local-module-bash-find-txd-yml-size
MNpoBepKa Npas Ha YTeHKe B /etc/shadow btcocal-module-bash-shadow-read-check
ArpeccMBHbIA NOWCK NOKanbHbIX dainos Windows btc-local-module-posh-g-ch-p-tet-ymi-size

Beero: 4

CoxpaHiTb OTMEHMTE

{dMdzsQ CoAis ¢y sBOodls! o jtsde

6) 1 040! CdsfClk cushtOddls' & Hdv §tddjdjded
slsdsj dzgls! of B o joss, IS dzOy Ols! §desf Lk
7) 1 ftsdj cAjdd BsHEdYe &@OyOkS5Y)CdsiSE ¢ 5B 08
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4

{8} OcHoBHbie HacTpOiiKM Pacwuputs nosepxroc atakn & (D)

+ HacTpoex

BoiGpath nposepkmn NoGaBHTh

@ Pa3senxa Llenw mogyna NoGaBHTh

CraHWpoBaHME CETH

Web ckaHupoBaHue

CKaHMpOBaHWe HHOPaCTPYKTYpbI

NokancHanA pazeegKa

{w:.} Mony4eHue focTyna

JKcnnyaTauua
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